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In the first part of the talk, we will describe a couple of general ways of constructing Feige-Fiat-Shamir-like authentication

schemes from actions of a semigroup on a set, without exploiting any specific algebraic properties of the set acted upon.

Then we will give several concrete realizations of this general idea, and in particular, describe several authentication

schemes where both forgery (a.k.a. impersonation) and recovering the prover’s long-term private key are NP-hard. Com-

putationally hard problems that can be employed in these realizations include Graph Homomorphism, Graph Colorability,

Diophantine Problem, and many others.

In the second part of the talk, we will describe an authentication scheme, based on an altogether different idea, where

forgery is apparently infeasible without finding the prover’s long-term private key. (Received September 05, 2008)
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