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Dynamic and accurate measures for the security of computer systems is still an open question for which much research

continues to be carried out. Between 2010 and 2015, researchers at Albany State University, developed theoretical

Penetration Testing Statistical Indices for determining the security of a computer system. While much work has been

done on the theoretical framework, these indices are yet to be practically tested and refined. In this research, a set of

information assurance statistical measures will be tested for computability and practical reliability. Among the content

areas for which statistical measures will be tested are reconnaissance, vulnerabilities, threats, attacks and defenses. The

analysis of the statistical measures will be done from an attacker’s point of view. Refinements and practical adaptations

will be made on the statistical measures based on the practical results obtained. Finally a report of findings will be

published. (Received September 20, 2016)
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