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MORDELL’S EXPONENTIAL SUM ESTIMATE REVISITED

J. BOURGAIN

1. SUMMARY

The main result of this paper is

Theorem 1. Let p be prime. Given r € Zy and € > 0, there is 6 = d(r,e) > 0
satisfying the following property: If

f(z) = zr:aixk"' € Z[z] and (a;,p) =1
i=1

where the exponents 1 < k; < p— 1 satisfy

(1.1) (ki,p—1)<p' ¢ forall1 <i<r,
(1.2) (I<:i—kj,p—1)<pl_6 forall1<i#j<r,
then there is an exponential sum estimate
p—1
(1.3) Zep(f(a:))‘ <pl=d
x=1

(denoting e,(y) = e2™W/P ).
Remarks. (1) The result for r = 1 (Gauss sums) was obtained in [B-K]. Thus

p—1
S epaat)
r=1
More precisely, it was shown in [B-K] that if G < F, and |G| > p°, then

3 eplan)

zeG

(1.4) <p'ifae [, and (k,p—1) < pl=e.

(1.5) <|GI*—° for a € T},

See also [B] for further extensions to exponential sums of the form

ty
(1.6) Z ep(ab®)
s=1
and
t1
(1.7) D eplad® +b6°)
s,s'=1

where a, 0 € F) and 6 is of multiplicative order ¢, t > ¢; > P°.
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478 J. BOURGAIN

The methods involved here are closely related to those used in [B-K| and [B|
(while the results in [K-S] and [C-P2] depend on Stepanov’s method).

(2) Theorem 1 improves upon the results from [C-PI] and [C-P2] when the
exponents {k;} are large. Notice that the recent paper [C-P1] already contains a
substantial improvement over Mordell’s original paper [Mor].

(3) The role of condition (1.2) above is made clear by the following example from
[C-P1] (see Example 1.1 in [C-P1]). Let r be even and let

r/2

(1.8) f@) =Y (@ o),
=1

Then

(1.9) S e(r@) - Lot <rvp

(4) As mentioned above, our argument follows the same pattern as in [B-K]
and [B]. The key combinatorial ingredient in [B-K] is a ‘sum-product’ theorem for
subsets A of the field F,, (see also [B-K-TJ).

Proposition 1. Given € > 0, there is § > 0 such that if A C Fp and

(1.10) 1< |Al <p'™,
then
(1.11) |A+ Al + |A.A| > C|A*T.

We denote here A+ A = {z+y|z,y € A} and A.A = {z.y|z,y € A} for the sum
and product sets (and will use the same notation if, more generally, A is a subset
of a commutative ring R).

Given G' < F}, consider the probability measure v on I, defined by

(1.12) v= LZ&E.

|G| z€G
As shown in [B-K]|, one may then derive from Proposition 1 uniform bounds on the
convolution powers

l/(k) = Ux*+ %l
k—fold
denoting
(v p)(z) =Y vz —yuy)

yeFp
and those bounds translate in exponential sum estimates such as (1.5).

It turns out that in order to establish Theorem 1 for general r, it suffices to treat
the monomial (r = 1) and the binomial case (r = 2). Thus we are left with the
problem for r = 2. Following the scheme used for r = 1, we need to establish a
sum-product theorem for subsets A of the product F, x F,,. Clearly if A is a subset
of the form

A={a} xFy,A=TF, x {a} or A ={(x,ax)|z € Fp},

one has |A| = |A+ A| = |A.A| = p. Tt turns out that these are essentially the only
‘exceptions’ to be taken into account when reformulating Proposition 1 for F), x IF},.
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Proposition 2. Let A C F, x F}, satisfying for some eg > 0

(1.13) |A| > p®°.
Assume that

(1.14) |[A+ Al + |A. Al < p|A|.
Then one of the following cases occurs:

(1.15) |A] > p*~<.

(1.16) There is a € F,, such that either
AN ({a} xFp)| > p~ |4]

or
[ AN (Fp x {a})| > p~* |A].

(1.17) There is a € F;, such that
[AN{(z,az)lw € Fy}| > p~|A]

where e’ = €'(e) — 0 for e — 0 with gg in (1.13) fized.
Moreover, in cases (1.16), (1.17)

(1.18) ' < |A] < p'te.

(5) Theorem 1 has the following reformulation.
For 6 € F;, denote by 0(¢) the multiplicative order of § in I}

Corollary. Let 61,...,0, € F, satisfy for some e >0

(1.19) 000;) > p® foralli=1,...,r,
_1 £ . .
(1.20) 0(0:6; ") > p° for all 1 <i#j <.
Then
p—1 T

s 1-6
(1.21) gngﬁ ;ep(z;aiﬁi) ‘ <p
with 6 = d(¢e).

Indeed, let ¢ be a generator of F and write 6; = y* where thus
p—1

1.22 0(6;) = ——,
122 W=%Tm

—1
1.23 00y = —L2-~
Clearly

’fep(iaiw’“) =2 e”(;aixki).

s=1 =1 xEIE‘;

Since (1.19), (1.20), (1.22), and (1.23) ensure conditions (1.1), (1.2) on the expo-
nents k;, (1.21) is equivalent to (1.3).
The corollary remains valid for incomplete sums (the case r = 1 appears in [B]).
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480 J. BOURGAIN

Theorem 2. Let e >0 and 61, ...,0, € Fy satisfy (1.19), (1.20). Then for t > p*

t T
Zep<2ai9f) ‘ <pt
s=1

i=1

1.24
(1.24) Logx

where 6 = §(g).

(6) The paper is organized as follows. We will prove Proposition 2 in the next
section. Section 3 contains the proof of Theorem 1 for f(z) = ax* + bz’ a binomial.
The general case (r arbitrary) is treated in Section 4. In Section 5, we point out
the modifications to obtain Theorem 2.

Sections 6 and 7 illustrate applications to uniform distribution issues for power
generators in cryptography, in the spirit of [F-S] and [F-P-S]. Since in this context
the module is assumed to be a product of two distinct primes (a Blum integer), we
first show in Section 6 how to extend Theorem 2 to composite moduli which factor
in distinct large primes.

2. SUM-PRODUCT ESTIMATES
We denote for k € Z4
kEA=A+A+---+A (k-fold),
AP =AA..- A (k-fold)
where sum and product sets are defined as
A+B={xz+ylz € Ay € B},
A.B ={zylx € A,y € B}.

Lemma 1. (i) Let S C F,,|S| > p*/%. Then

(2.1) F, = 3S.5.
(ii) Let S C Fp,|S| > p°. Then
(2.2) F, = k.S* for k > k(e).

Proof. (1) We may of course assume S C F7. Introduce the function

(2.3) f@) == 3 s(ay)
|S| yesS—1

satisfying suppf C S.S.
If £ € Fp,, we have

F&) =3 ep@b)flz) = ﬁ 3 %e (46)

z€lF, yeSs
*
and for € F

A 1/2 1/2
(2.4) |f<s>|<|5|1/2(Z|>zs<yf>|2> <|S|1/2<Z|>zs<n>|2) 2,

yeSs ner,
Wite (f # f)(2) = ycr, f(z ~ 4)f(y) and
1. 1 N
(fof @) ==f0°+ = > F(§) ep(8).
P péew;
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Hence for all z € F),

@25 |(f*f*DE) - %|S|3

(24) 1 . (2.3)
< =D If©OF=VBlfIz < VoISl
VP
Since 1—1)|S|3 > /p|S| from assumption on S,
F, = supp (f*f*f)C3suppf C355

proving (2.1). O

(ii) From the sum-product theorem in F,, (Proposition 1), there is k; = k1 (¢) such
that |k;-S*1| > p3/4. Here we just iterate (1.11) using the fact that (A+A)-(A+A) C
4A2. Next apply part (i) to get F, = 3(k1.5%1) (k1 S*1) C 3k25%k1.
Lemma 2. If S C F, x I, satisfies

8] > p'*e,
then
(2.6) kS* =F, xF, for k € Zy,k > k(e).
Proof. Denote by ; : IF, x F, — F,, the coordinate projections. From the assump-
tion, there are a1, az € F), so that
Sl‘ = {(E S S|7T1({E) = ai}
satisfies
|Si| = |ms—i(S))| > p° (i =1,2).
From Lemma 1, there is k1 = k1(g) € Z4 s.t.
Fp = kl’frg(sl)kl = Wg(klsfl)

and
Fp = k?17T1 (Sg)kl =71 (le§1 )
Writing then

2k S D by SF 4 k1 S = ({k1at Y X ) + (F, x {k1a5'}) =F, x F,,

(2.6) follows. O
Lemma 3. Let A C Fy x ) satisfy for some e >0

(2.7) |71 (A)| > p® and |m2(A)] > p°.

Then either

(2.8) A C{(z,ax)|r € F,} for some a € )

or

(2.9) kAF =T, x F, for some k = k(e) € Z.

Proof. Applying Lemma 1 to S = m1(A4) C F,, we have for some ky € Z4
(2.10) m1(koAR0) = koS =,

and similarly

(2.11) mo(koAR) = T,

Clearly (2.10), (2.11) remain valid for k > ko. In particular

(2.12) |kA*| > p for k > ko.
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482 J. BOURGAIN
Assume k > ko and |kA¥| > p. Then 7i|,4x is not one-to-one and there are
z,w € kAF such that z; = wy and 2o 2 wy. Hence
2k AR — (2 — w)(kA®) = {(21, 02 — (22 — w2)y2)|
x = (z1,29) € 2kA?* y = (y1,y2) € kA*}
=T, xT,

since 1 (2kA?*) = F), = m2(kA¥). Thus

F, x F, = 2kA%F — (kA* — kAF)(kAF)
and
(2.13) F, x F, = ky A" — k; AR for ky = 3k2.

From the Pliinnecke-Ruzsa sumset inequalities (see [Nal) applied in the additive
group F, x F,, and (2.13)

2%y AR\ ?
and hence by (2.12)
(2.14) |2k ARt | > p/3.

We may then apply Lemma 2 to S = 2k; A" C F, x F, and get ko € Z; s.t.
koAR2 =TF, x ), hence (2.9).

Fix z € koA* and let P = kgA* — 2. Thus 0 € P C P+ P and |P| > p by
(2.12). If |P + P| = |2koA*°| > p, it follows from the preceding that we are in
alternative (2.9). Assume thus |P + P| = p = |P|, so that P = P + P and P is
closed under addition. Since m1(P) = F,, by (2.10), there is ¢ € Fj, s.t. (1,¢) € P
and

P ={(t,ct)|t € Fp},
(2.15) koAFo = {(z1 +t, 20 + ct)|t € Fp} = {(t,ct + d)|t € F,}
with d = 23 — cz1 € Fp. By (2.11), ¢ # 0. Assume d # 0. Writing
(kg AR0).(kgAR0) = {(t1ta, ity + cd(ty + to) + d*)|t1,t2 € F,},
it follows that
(2.16) |k2AZRo| > |{(tita, t1 + to)|t1, t2 € FL}| > p;

putting us again in alternative (2.9).

Assume d = 0 in (2.15), i.e., kgAk = {(t,ct)|[t € F,}. Fix an element w =
(w1, wq) € koA*o~1 with wy # 0. Then, for all = (z1,72) € A,wz € koAFo
and wozy = cwiz1, implying that A C {(¢,at)|t € Fp} with a = cwlwgl. This is
alternative (2.8). O

Lemma 4. Let A CFy x Fy satisfying

(2.17) |A] > p,
(2.18) |A+ Al +|A.A| < pFlA|
(E < Eo).
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Fiz k € Zy. There is a subset A1 C A such that
(2.19) [A] > p~°1A],
(2.20) kAT < p°| Al

where § = Ji(e) and O (€) =0 for given k.

(Observe that |kA¥| is nondecreasing in k).

Lemma 4 may be proven by an adjustment of the argument in [B=K=T] for
subsets of F,, (the main point in the present context is to avoid problems due to
zero-divisors). We give a different argument, in particular not relying on Gowers’
proof of the Balog-Szemeredi theorem.

Lemma 5. Let Ay, As, Az be finite subsets of an additive group, satisfying

1
(2.21) [ AN As| > A4,

1
(2.22) A2 N As| > 7= A],
(2.23) |A; + A;| < K|A; (i1=1,2,3).
Then
(224) |A1 + A2| < K9|A3.
Proof of Lemma 5. Write for i = 1,2

1
(2.25) X4; < T4, Ag| Z Xy+(AiNAsz)-
¢ 3 y€A;—(AiNA3)
Hence
1
XAi+42 < [A; N Az| [Az N As| Z Xy14y2+(A1NA3)+(A2NA3)
yiEAi‘:(lAQimA3)

and therefore

|A1 — A1]|As — As| [A5 + As| _ KT|A1]|As]|As] 9
A+ A < < = K’|A
A1+ 4| [A1 N As] Ay N A3 K 2| A1[|As [4al
from (2.21)—(2.23) and the sum-difference inequalities; (see [Nal). O

Remark. One could alternatively have invoked ‘Ruzsa’s triangle inequality’
|A = BJ.|C| <|A—C||B—C| to derive a similar estimate.

Proof of Lemma 4. Recall that A C F,, x ;. Write

1/2
A2 = TA| < |A.A]M? AN A
|

T€EA z,x’' €A
and by (2.18)

(2.26) Z lzAN 2’ Al > p|AP.

z,x’' €A

From (2.26), we may specify Z € A such that

1
(2.27) A = {a: €Al |[zANzA| > §p—s|A|}
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484 J. BOURGAIN

satisfies
[Ax| > p~e]Al.
If 1,20 € Ay, apply Lemma 5 with A1 = 21 A, Ay = 20 A, A3 = TA and K = 2p°.
From (2.24)
(2.28) lz1 A + 22 A| < p¥¢|Al.

Next, let x1, 2, 23,24 € Ay. Since
1
|x123A N X1 TA| = |x3ANTA| > Ep_E|A|,
1
|xoxg AN x2TA| > §p7€|A|,

we may apply Lemma 5 with A1 = x1234, Ay = 2024 A, A3 = 21ZA U 22T A and
K = p'%, from (2.28). Hence

(229) |(E1(E3A + £E2$4A| < p906|A|.
Straightforward iteration implies that
(2.30) ly1 A+ 2 A| < p©E|A

whenever y1,ys € A’Q“ and with C' = C}, in (2.30).
The same statement holds clearly also if y1,y2 € AflA’f.

Write now
1
(231) XAk |A1| Z XyAi1>
ye ATt Ak

IA

1
XA’erA’f < |A1|2 E Xy1A1+y2Aq
y1,y2€AT AR

and using (2.30)
LAY A Ak
[Asf? Al
From (2.18) and the Pliinnecke-Ruzsa inequalities applied multiplicatively in the
group F x s, we have |[(AU A™1)¥| < p*|A|. Thus (2.32) gives

(2.33) | AT + AF| < p™|A
and (2.30) follows from (2.33), applying again the sumset inequalities. O

(2.32) |AT + Af| < peIAl < p*=

Proof of Proposition 2. Decomposing A as (AN (F; xF)) U (AN({0} xFp)) U (AN
(Fp x {0})), we may, in view of alternative (1.16), assume [A N (F} x F3)| > 3|A|
and hence A C F; x ;. Fix ¢’ > 0 small and k € Z, (to be specified). Take ¢ in
(2.14) small enough to obtain from Lemma 4 a subset A; C A satisfying

(2.34) A1 > p=<'| A,
(2.35) kAF| < p®'|Aq].

Next, apply Lemma 3 to the set A; with e =&’
If (2.7) fails, say |m1(A1)| < p® , obviously for some a € F,

AN ({a} x Fp)| > |41 0 ({a} x )| > p~ | 4| > p7 % |4]
and hence (2.16) holds.
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Otherwise, either (2.8) or (2.9) holds. If (2.9) and assuming k > k(e’) ( = the
integer in (2.9)), we get

235
p? = |kAY| < P A4
and hence
|Ay| > p*~©

and (1.15) holds.
Assume (2.8). Since then

Ay C{(z,az)|r € F,} for some a € ),

(234) ’

[An{(z,az)|x € Fp}| > |A1] > p~¢|A| and (1.17) holds.

Assuming (1.16) or (1.17), the upperbound in (1.18) is clear and the lower bound
follows from Proposition 1.

This proves Proposition 2. U

3. PROOF OF THE BINOMIAL ESTIMATE

In this section, we prove Theorem 1 for » = 2. The case r = 1 was treated in
[B=K]. First we recall a few results from combinatorics and harmonic analysis.

Lemma 6 (The Balog-Szemeredi-Gowers theorem; see [Go]). Let A be a finite
subset of an additive group, |A| = N, and assume for some 0 < § < % that

(3.1) (1,20, x3,24) € A2y + 20 = 23 + 24} > IN3.
Then there is a subset A; C A satisfying

(3.2) |A1| > 6N

and

(3.3) |41 + Ai| < 67C)Ay|

where C' is an absolute constant.

See [Ga].

Later on we will apply this result in the additive group F, x IF, and also in the
multiplicative group F x F;; (both cases may in fact be derived from the statement
for subsets of Z, +).

Next, we give an elementary fact about the Fourier transform of probability
measures.

Lemma 7. Let v be a probability measure on an Abelian group G and assume
M,y Ym € ['(= dual group) such that

i=1
Then
m
> ol =)l > 6*m?
ij=1
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Proof. Take a; € C,|a;| =1, such that a;0(v;) = |0(v;)]. Hence, identifying v; with
the character function G — {z € C| |z| = 1},

5m</
< []2

m

<>

ij=1

i%‘(ff) v(dz)

/ (i) (@ i: O

Returning to the exponential sum estimate, assume 1 < ky < ko < p—1 satisfying

(3.4) (ki,p—1)<p™  (i=1,2)
and
(3.5) (k1 —ka,p—1) <p'™7
for some v > 0. Let a1,a2 € IF; and assume
p—1
(3.6) Z ep(arz™ + aga™)| > p'~c.
1

Our purpose is to get a contradiction for e < (7),e(y) > 0 in (3.6).
Consider the multiplicative subgroup H < F x F; defined by

H = {(&™,2")|e € Fj}.
Hence
(3.7) |H| = Tl with d = (k1,ka,p — 1).
Define the probability measures p, u on F, x F, by

= T

yEH
- |H| Z 5( y)
yeH
where 6, stands for the Dirac measure at y. Rephrase (3.6) as
(3.8) [i(a)] > p*.

Notice that by invariance, [i(§) = i(y€) for y € H.
Let ¢ € Zy. From (3.8)

(3.9) > lalya)P > |HIp~>
yeEH
Since |1(€)[% = (u) u(é))(f), iterated application of Lemma 7 with v = u(®) « u(_é)
implies
1 N —4ET.
(3.10) [HP Z (g1 —ya + - - —y2r)a)|2z >p et
Y1,..Y2r€EH

assuming r € Z4 to be a power of 2.
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Hence
(3.11) P < S alya) P () pD) (y)
y€F2
< (D un(0) S |
£€F?
(3.12) P2 5 1) (0). (1O 5 1) (0).
Taking r = £, it follows that
(3.13) (™ ) (0) > p7i7%r

On the other hand, there is the upperbound
(15 1)) = [H| 7 [{(n - 2r) € H |y —ya + - — yor = 0}

k k1
-2 £\ 2 — Ty +--— X 0
:(p_l) r{(‘xlw'wmQT) (F)T kQ %2_’_ _xz:_o}‘

(3.14) <(p-1)"%

{(xl,--- , Toy) € (F;)2T|m’f1 —xé“ + .- —a:QT = OH

to which the Gauss sum estimate applies. Write

2r 2r p—1 2r
— 27" -1 k p -1 k
@19 = -0 3|3 Ze @] <(527) P e

In view of assumption (3.4), by (1.4), there is o = 6(7) > 0 such that

p—1
(3.15) max Z ep(Exki)| < pt=% (i=1,2)
Plg=1
Taking r > rq,
1
3.16 - |=
(3.16) =zl
and it follows that (3.14) < %.
Summarizing
2
(3.17) piE < (1™ « M(T))(O) < — for r > ry.
p

Define the sets
= {¢eFp| (&) >p~°}
and
Avs ={y € B3| (5 uD)(y) > p7' )
From (3.17) with r =g

R 2
(3.18) SoInEP <p’ =2
Hence
(3.19) |Qs] < ptt2roe,
Obviously
(3.20) |Ans5| < p't°
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Apply (3.11) with £ = 1,r = rg. Thus

P < 3 lala)l () 1) ()

yeF2
implying
piero < Z (o) *M(To))( ) 3. 17) 2|935r0|
ay€EQzer,
and
(3.21) Q5] > p' 7% for § > 3ery.

Next, writing (3.11) with £ = rg

(3.22) p < S ala) P i) = Y+ Y

y€F2 yEMAr s  yEArs

o R (a8
o< Y P < 2p

ygAr,S EE]F%
it follows from (3.22) that for § > 4derrg

Arsl(u®) «u2)(0) > pmterre

Since

and hence
(3.23) [Ars| > Pl AL > g, 8 > derr.
Notice also that, by (3.15), if § < do,
Q5\(F, x ) = {(0,0)};
hence Q5 = Q5 U {(0,0)}, denoting
Q5 = Qs N (F, x Fy).

Put

(3.24) 01 = derg

and let £ € Q5 . Replacing in (3.11) a by § and ¢ by 41,

(3.25) p < ST AP () i) ().
yE]FI%

Taking ¢ =1 in (3.25),

(3.26) SPT< D0 (W 1) ().

yEE€Qas, »

Since |Qas,,| < p'ti9iror by (3.19), in (3.26) we may further restrict the y-
summation to A, 55, and conclude that

_ 1,
(3.27) |Ar 56,r0r N (€ Y05,1)| > Zpl A1 for > 1y,
From (3.19), (3.21)
(3.28) pl < 19s,| < plt2rods,
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Inequality (3.27) is valid for all § € QF . Taking r = 7o, (3.27), (3.28) imply

Z |(£719251T0) N Aro,561r§| > p27561r0
ey,

and the left side is bounded by

1/2
|Am,551rg|1/2( 3 |<f;1fzzm>|m|<fglﬂ;m>|) .

£1,62€9Q5,
Therefore
p?) 15017 < Z |(£1 192617"0) N (51 19251T0)|
£1,82€Q5,
(3.29) < (60,6, 65, 60) € (Us,r, ) 626 = 8}

With e sufficiently small, we may make d; in (3.24) arbitrarily small. Applying
Lemma 6 to the set 255 , ~in the multiplicative group Fj x F7 there is a subset
Q C Q35,,, satisfying

(3.30) Q| > pt=Crin
and
(3.31) 10.Q] < ptCrin

We reduce € further to also obtain a small additive doubling set. From Lemma 7

(3.32) S AP - &) > p i)

£1,62€Q
implying
1 _
{(&1,62) € Q®|&1 — & € Qss,0 0} > 5P sorro |2

and since |Qs5,,| < pT107691 it also holds that

(3.33) {(€1,62,65,60) € Q61 — &2 = & — &u}| > p* =070,

Now applying Lemma 6 to € in the additive group F, x F, gives a subset A C {2
such that

(3.34) piHATEs S | A| > |Qp=Cridt > pl=Cris:,

(here we use C' to denote various numerical constants).
By (3.31), it also holds that

(3.36) |AA| < pCTidn| Al
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Since A satisfies (3.35), (3.36), we may apply Proposition 2. Notice that by (3.24),

e =¢'(61) = €(e) = 0. Either (1.16) or (1.17) holds. Assume (1.16), say for
some b € ),

—€’ (3:34) 1—2¢’
(3.37) |20 ({o} x Fp)| =2 [AN({b} x Fp)| >p~° [A] > p .

Applying (3.32) with 2 replaced by Q@ N ({b} x F,), we obtain

|{(£17£2) € F?;K()vfl - 52) S Q5(517’0}| > P274€/7961r0 > p3/2

contradicting the fact that Qss,,, = Q. U{(0,0)}.
Assume (1.17). Thus there is ¢ € Fy, s.t. if

(3.38) Ay = An{(t,ct)|t € F,},
then
(3.39) |Ay| > p~ 14| > pt2.

Recalling that A; C Q35 ., write

i
L

. s (339 o
(3.40) t, ct)? > [Agfp oo TS pte?
t=0
where
p—1
fit, ct) = p— > ep(t(zM +ez™)).
p= z=1
Hence (3.40) implies
(3.41) {(z,w) € B x Fi|251 4 c2k2 = wht 4 cwh?}| > P23
Writing w = v.z, there is v € IF;; such that
(3.42) o2 #1
and the equation
11—k
3.43 ko—k1 _
(3.43) . R

1-3¢’

has at least p solutions in z € IF),.

To ensure (3.42), we used that z*2 = 1 has (kg,p—1) (24) pt7 < p'=3¢ solutions
in F,. By (3.5), (3.43) has at most (ky — k1,p—1) < p' =7 solutions, a contradiction
for €’ (hence € in (3.6)) small enough.

This completes the proof of Theorem 1 in the binomial case.

4. PROOF OF THEOREM 1 IN GENERAL

Let 1 <k <p—1(1<i<r)satisfy (1.1) and (1.2).
We prove that

(4.1) max 1-4,

p—1
k1 k.
ep(arz™ 4+ -+ a,z™)| <p
(a1,-arp)=1| =

for some 4, > 0, by induction on 7.
The case r = 1 appears in [B-K| and r = 2 was treated in the previous section.
Thus assume r > 3.
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Let
(4.2) H={(",... 2"z eF} < (F)"
with
\H| = T d=(ki,....kpp—1).

Consider again the probability measures on [}

yeH

|H|Z(5,

yeH

where d, is Dirac at y € .

To establish (4.1), we may assume all a; € F, (1 <14 <), since otherwise the
problem reduces to » — 1 terms. Assume
(4.3) s

-1

1% . _

P Z:ep(alx’“ + -+ a7 = |a(a)] > p
1

The same argument leading to (3.13) (now applied on IF})) implies

(44) (1 5 p)(0) > pmE72

On the other hand, letting & < ry < (r > 3), proceeding as in the binomial case,
we estimate
(O ) 0) = (0= 1) (w1, w20) € (F)* |}t —abi +--- —ahi =0 (1 <i <)}
(4.5) <(p— 1" {(z1,...,a20) € (Fp)* |2kt —abi +-- —abi =0 (1 <i <)},
To bound (4.5), express the quantity by exponential sums that may be estimated
nontrivially from the induction hypothesis, since r; < r. Thus clearly

p—1 2¢
(45) == D D et 4+ g atn)
£1seey6ry €Fp T =1
(4.6) <p 4 (p _ 1)—2€p2€(1—5rl) <p T4 2p_2€5rl.
Taking
1
4.7 {=|—
4o =]
(4.4), (4.6) imply
p—*—25€2 < 2p—7"17
hence, from the choice of ¢
1 2
TR
Taking r; = [§] 4 1, we proved that
62
[5]+1
(48) 67" > 4T2
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implying Theorem 1 with

(4.9) 5, > (%)4

where dg = d2(¢).

5. FURTHER COMMENTS

(1) We comment on how ¢ in (1.3) according to the preceding argument depends
on ¢ in (1.1), (1.2). For » = 1 (the monomial case) it was shown in [B-K]| that we
may take

(5.1) 61 > exp(—Cre?)

for some constants C1, Cs (see [B-Kl Theorem 4]).
A more careful analysis of the proof of Proposition 2 and the binomial case gives
a similar lower bound for d;. Therefore (4.8) implies

(5.2) 6y > exp (— C3r(e~“2 + log r)).

(2) Next we indicate the proof of Theorem 2. As already mentioned, the case
r = 1 appears in [B] (these and related exponential sums have their importance in
issues related to cryptography, such as the Diffie-Hellman distributions; see [B] and
related references).

We first treat the case r = 2. The general case is then obtained using the same
strategy as described in Section 4.

Also the proof of the r = 2 case is almost identical.

Let v > 0 and assume

(5.3) 0(61) > p7,0(62) > p?,0(6:65 ") > p.
Take
(5.4) t=1[p"].
Introduce
(5.5) H={(01,03)]s=1,...,t} CF, xF}.
H is not a subgroup of F, x [y (but an ‘approximative’ subgroup in the sense of
[BI).
Clearly |H| =t. Define 1, u— as in Section 3 and assume a € F; x F; such that
(5.6) @) > p®

with € > 0 small enough. Justifying (3.9) requires an additional argument, since
there is no true invariance under H-multiplication. Let t; = f—op’e and write for

1<s1 <t
~ (NSt s1 ~ 251 1 e
|M(91 a‘1792 a’2) - M(a17a2)| < T < gp ;
hence
~1nS 1 1 —e
(5.7) (67 a1, 63 a2)] > =p~~.

2
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Therefore

ty
(58) Y lalya)l* = Y |07 a1, 05 ag)** > 014~ p = < [H|p~*
yeH s1=1

providing (3.9).
Inequality (3.15) is substituted by the r = 1 case of Theorem 2 (established in
[B]); thus

(5.9) max <tp™%® (r=1,2)

£e€Fy

t
Z ep(807)
s=1

where &g = dp(y) > 0.

We establish (3.17) again and continue verbatim the argument until invoking
Proposition 2.

Assuming alternative (1.17), we obtain instead of (3.41) that

(5.10) s, s’ =1,...,t|65 +cb5 =6 +cb3 }| > t2p~>
for some c € F. Writing s’ = s+ 5, the equation becomes

05 — 1
1—65

(5.11) (0207 1) = ¢!

Since 5,5 < t < min (0(91), 0(62), 0(929{1)), equation (5.11) has at most ¢ solutions,
contradicting (5.10).

6. THE CASE OF COMPOSITE MODULUS

The combinatorial methods introduced here (sum-product theorems) permit us
to extend the results from [B-G-K]| (in particular estimates on Gauss sums) and
the results from this paper for sparse polynomials to the case of certain composite
moduli q. More precisely, we assume the factorization of ¢ involves only a bounded
number of prime factors. Details will appear in [B-C].

If g factors as a (simple) product of a bounded number of distinct prime factors,
i.e., ¢ =p1 - pr, the residue ring Z, identifies with Z,, x - - - X Z,, and the argument
simplifies significantly. It is basically an easy variant of the methods described
earlier in the paper. In view of cryptographical applications (some of which are
discussed in the next section), the special case where ¢ = pf with p, ¢ distinct
primes, p ~ £, is of particular interest (such ¢ are called Blum integers). Our
first aim is to extend the proof of Theorem 2 to such moduli. The argument
extends easily to products of several (boundedly many) distinct primes involving
only notational complications.

Proposition 3. Let ¢ = p.l with p,{ as above and 01, ...,0, € Z; where Z; denotes
the multiplicative group of Z,. Assume for some § > 0

(6.1) Op(0:) > ¢°,00(0;) > ¢° (1<i<r),
(6.2) Op(0:0;1) > ¢°, 00(0:0; 1) > ¢° (1 <i#j<r).
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Then for J > ¢°

J . .
Z eqlarl] + -+ a.09)| < Jg~°
j=1

(6.3) max
ai,...,ar#0(mod pf)

where §' = §'(r,d) > 0.
We first specify the identification of Z,, and the product Z, x Z,. Take a € Zj,

s.t. ol = 1(modp) and B € Z; s.t. Bp = 1(mod¥). Denote by mp : Zps — Zp, 7y :
Zp¢ — Zg the quotient maps. If a € Zyy, clearly

(6.4) a = mp(a)la+ me(a)pB (mod pl)

providing a factorization of the identity on Zy, as wo (7, X m¢) where ¢ : Zy, X Zy —
Zpye is the ring isomorphism given by ¢(A, B) = Ala + BpB. Writing ﬁ = % +
% (A =my(a), B=m(a)), we get for the exponential sum

(6.5) > ep ( Z; aseg) => ¢ ( Z(aAs)eg) e ( Z(ﬁBs)eg) :

J<J J s s
Let us outline the proof of Proposition 3.
In order to treat the binomial case, we also need the sum-product result in

Zy % Ly, p, £ distinct primes. It turns out that the situation is even simpler than

for p=4¢.

Lemma 8. Let S C Z, x Zy, where p,{ are distinct primes as above. Assume
(6.6) P’ <18 < ()"

and (€ > 0 assumed small enough depending on d)

(6.7) IS+ S|+ |S.5] < |S|*Fe

(addition and multiplication refer to the Z, x Z; (product) ring structure).
Then one of the following two alternatives holds:

(6.8) 1SN (Zy x {a})| > p~='|S| for some a € Zy,
(6.9) 1SN ({a} x Zg)| > p~='|S| for some a € Zy,

where e’ = ¢'(e) — 0 with e — 0.
Moreover, in case (6.8) (resp. (6.9)), p'== < |S| < p'te (resp. 017 < |§] <
o),

Notice that if p # ¢, we do not have to consider alternative (1.17) in Proposition
2.

Sketch of the proof. We follow essentially the same argument as when p = ¢
(see Section 2). Assume (6.8), (6.9) do not hold. We may in particular assume

S CZyxZy.
By (6.7), there is a subset S; C S s.t. |Si| > p~©¢|S| and
(6.10) |kSF| < p©e1Sh| < p©E(p)t 0 < (pb)t 0+ < (pZ)l_%

(here k is specified, depending on €', and the constant C' depends on k).

Denote by m, : Z, X Zy — Zp and mp : Z, X Zy — Z; the projections. If
(6.8) fails, max, |S1 N (Z, x {a})| < p~<'|S| < p~<'t9¢|S;| < p~='/2|S| and hence
|me(S1)| > p= /2. Similarly |7, (S1)] > p* /2.
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By the sum-product theorem in prime fields and Lemma 1 we may thus (replacing
Sy by koSte = Sy for some ko € Z,, depending on ') assume

(6.11) 7(S2) = Z, and 7,(Ss) = Zy.

Suppose |S2| > p > £. There are distinct elements z¢p # x1 in So s.t. me(zg) =
me(21). Then by (6.11)

Sg + (SQ - SQ)SQ D 322 + (J)Q - 1‘1)32 = Sg + (TF;,,(J)Q — 331)71'[,(32) X {0})
(6.12) =524+ (Z, x {0}) =Z, x Zy
and therefore

253 — 53| = pt

contradicting (6.10).

Also, if (6.8), it follows from (6.7) and |S| > p° that |S N (Z, x {a})| > p'~<;
hence p'~<" < |S| < p'*e.

This proves Lemma 8.

With Lemma 8 at hand, we obtain the exponential sum estimate.

Lemma 9. Let p,{ be as above, p # L. Let 0 € Z,,+ € Zj satisfying for some
0>0

Op(0) > p’,
Ou(®h) > p°.
IfJ>pac Ly, b € L7, then

J
Z ep(aﬂj)ez(bz/)j) < Jp_‘s/

Jj=0

(6.13)

for some §' = §'(6) > 0.

The proof is similar to the argument explained in Section 3 but no condition on
% is involved, since (1.17) is not an issue here.
More generally, following the argument in Section 4, we get
Lemma 10. Let p,¢ be as above, p # (. Let b1,---,0, € Zy, ¢1,...,9%s € Zj

satisfy for some § >0

(6.14) Op(0:) >p° (1<i<r), Op(0:6;")>p" (1<i#j<r)
and

(6.15) Ou(thi) >p° (1<i<s), Op(ih;)>p° (1<i#j<s)
Let ay,...,ar € Zy and by, ..., bs € Zj. Lel J > p’. Then

ep(art] + -+ a0d)er (b + -+ bywl)| < Jp~®
1

J
(6.16)

J

with 8" =6, ,(8) > 0.
As in the proof of Theorems 1 and 2 we proceed by induction on r + s. Again
the case r + s = 1 follows from [B-G-K]|. Let r + s = 2. There are three cases. If

r =2 or s = 2, we are in the situation p = ¢ discussed in Section 3. If r = s =1,
apply Lemma 9. The case r + s > 3 is treated inductively as in Section 4.
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From the identification of Z,, and Z, X Z;, in particular (6.5), Proposition 3
follows from Lemma 10.

7. SOME APPLICATIONS TO UNIFORM DISTRIBUTION PROPERTIES
OF POWER GENERATORS IN CRYPTOGRAPHY

We now discuss a few cryptographical applications related to the works [F-S|,
[E-P-S].

Let ¢ = pl with p # ¢, p ~ £ prime, be a Blum integer. Fix e € Z; and consider
the sequence @ = {u,} defined by

Up41 = ug, with initial ug =6 € Z;.

If e = 2, @ is the Blum-Blum-Shub generator.

If (e,(p—1)(¢ — 1)) =1, u is called an RSA generator.

Let A(q) be the smallest common multiple of p—1, /—1 (the Carmichael function).
Denote T' = O4(#) and 7 = Op(e). Thus T|A(g). Recall the result from [F-P-S]
stating that almost surely in p, ¢, 0, e we have

(7.1) > q' "¢

for any fixed € > 0.

From (7.1) and the results from [F-P-S], the authors deduce in [F-S| the uniform
distribution of {ug,...,u,—1} (modq). Using Proposition 3, we establish also the
joint distribution, i.e., the uniform distribution of (ty, Unt1, .-« Unts—1) in Z;I’, for
any fixed J > 1.

This will be an immediate consequence of the corresponding exponential sum
estimate.

Proposition 4. Assume p,?,0,e satisfy (7.1). Then for some § >0

7—1

Z eq(aotn + a1tng1 + -+ ag_1Unyg—1)| < TG
n=0

Jor all (ag, ... ,a;-1) € Z]\{0}.

Proof. Denote A = {un|n = 0,1,...,7 =1} € G = {#7|0 < j < T} < Z} and
denote by X4 the indication function of A. Let 1 < V < 7 be an integer to specify
and let v =0,1,...,V. Write

SR
n=0

(7.2) s

1

N
I

(]

eq(aotnty + -+ aj_1Untors—1) + 0(V)

n=0
1 V—-171-1 st
=7 2 D ealaous, +- o tagau, ) +0(V)
v=0 n=0
1 41
(7.3) = V Z Zeq(aoxe + - +ay_12° )XA(iL')—i-O(V).
=0 z€G

In order to remove the restriction x € A in the first term of (7.3), proceed in the
usual way. Thus estimate by

Lo/
Flare( 3

zeG

V-1

> eal+)

v=0

2 1/2 1 s 1/2
) < V|A| 2(V|G| + (7.4))
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where
(74) = > | Y eglaor o tayaz T —agr = —ay 2T
v #ve<V zeq@
Rewrite the inner sum in (7.4) as
T—1
(7.5) Zeq(ao(eg_¢8)+"'+GJ—1(93—1 _1?3'—1))
5=0
where
(7.6) 6, =06"" and ¢; = 67"
In order to apply Proposition 3 to (7.5), we need to ensure that for some v > 0
(7.7) 0p(0;), Op (1) > p? (for all 7),
(7.8) Op(0:071), Op(wio; ) > p7 (i # ),
(7.9) Op(0itp; ) > p” (for all 7, 5)
and similarly replacing p by /.
By (7.6), these conditions are equivalent to
(7.10) (e, p—1) <p'7,
(7.11) (€™, p—1) <p'7,
(7.12) (™ —em M p—1) <p'™T (i #)),
(7.13) (et —ev2 i p 1) < pt7

and similarly with p replaced by /.
Conditions (7.10), (7.11) are obviously satisfied since (e,p —1) =1 = (e, — 1).
Also (7.12), (7.13) are equivalent to

(7.14) (¢ —1Lp-1)<p'™ (0<j<J)
and
(7.15) (e =t —1p-1)<p™" (|l <)

If (e¥ —1,p—1) =& > p 7, w # 0, clearly
-1
#{e“(modp—1)} < |w|pT

and recalling (7.1)

w
(7.16) ¢ ¢ < Or(e) < #{e"mod (p — 1)({ — 1)} < ‘Z‘q
Therefore |¢] < ¢°|w| and |w]| > ¢ T
Take v = %

Thus (7.14) holds, since j = w < J < ¢i~¢. Since
1 —v2 +j[ SV +J,

choosing V = [¢5] will also ensure (7.15) if [v; — va| > J.
Returning to (7.4), it follows from Proposition 3

(7.4) < V2G| + JVIG
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where ¢’ = §'(v) = §'(1). Therefore
]. !
(7:3) < 7 2(IVIGI + VAIG") 2+ 0(V)
(7.17) S VT2 4 3T 4 o(V),
< q9/10+q17%, < quf(%//\ﬁ).
This proves (7.2). O

Remark. Let us point out that instead of (7.1) it clearly suffices to assume that
T > q" for some vy > 0 and

>T'¢

provided we may ensure (7.10)—(7.11) for ‘most’ pairs vy, ve.

Next, we aim to establish an unconditional result for the Blum-Blum-Shub gen-
erator. First, we choose appropriate primes p, £. Fix r and let p, £ be distinct primes
of the form

(7.18) p=1+¢3",
(7.19) ¢=1+4d3"
with ¢,d € Z+ and
(7.20) p~ <320
(which exist by Linnik’s theorem).
Clearly 3"[\(g), ¢ = pf and we take 6 = ug € Zj s.t.

(7.21) 04(0) =T =3"> qm.
Hence
(7.22) T=07(2) ~T.

We verify conditions (7.10)—(7.13).
From (7.18)—(7.20)

(2", p—1) = (227, e3") = (2 H,¢) < 5 < ph.

Condition (7.14) is obviously satisfied. We verify (7.15).
Let (2¥ —1,p—1)=¢ > p'™ 7, w # 0. Again

-1
(7.23) 3" < {2%(mod3")} < #{2%(modp — 1)} < |w|pT < pY|wl;
hence
lw| > p2 7.

The same holds with p replaced by /.
It suffices thus to choose v = 45 and V = [¢0] in (7.17). We proved

Proposition 5. Take p, ¢ distinct primes as in (7.18)—(7.20) and let up = 0 satisfy
(7.22). Thus the Blum-Blum-Shub generator {u,} satisfies (7.2) (for any fixed J)
and hence u is jointly uniformly distributed.
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