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PREDICTING
NONLINEAR PSEUDORANDOM NUMBER GENERATORS

SIMON R. BLACKBURN, DOMINGO GOMEZ-PEREZ, JAIME GUTIERREZ,
AND IGOR E. SHPARLINSKI

ABSTRACT. Let p be a prime and let a and b be elements of the finite field F)
of p elements. The inversive congruential generator (ICG) is a sequence (up)
of pseudorandom numbers defined by the relation u,+1 = au, ' +b mod p. We
show that if sufficiently many of the most significant bits of several consecutive
values uy, of the ICG are given, one can recover the initial value ug (even in
the case where the coefficients a and b are not known). We also obtain similar
results for the quadratic congruential generator (QCG), vp4+1 = f(vn) mod p,
where f € Fp[X]. This suggests that for cryptographic applications ICG and
QCG should be used with great care. Our results are somewhat similar to those
known for the linear congruential generator (LCG), zn+1 = azn + b mod p,
but they apply only to much longer bit strings. We also estimate limits of
some heuristic approaches, which still remain much weaker than those known
for LCG.

1. INTRODUCTION

For a prime p, denote by ), the field of p elements and always assume that it is
represented by the set {0,1,...,p—1}. Accordingly, sometimes, where obvious, we
treat elements of IF), as integer numbers in the above range.

For fixed a,b € F}, let 1, be the permutation of ), defined by

aw™t 4+ b, if w# 0,
Vap(w) = { b, if w i 0.

We refer to the coefficients a and b as the multiplier and shift, respectively.
We define the inversive congruential generator (uy) of elements of F, by the
recurrence relation

(1) Unt1 = Va,p(Un), n=0,1,...,
where ug is the initial value.

It is obvious that the sequence (l) is purely periodic with some least period
t < p. It is known when such sequences achieve the largest possible period ¢t = p;
see [0, [12].

This generator has proved to be extremely useful for quasi-Monte Carlo type
applications, and in particular it exhibits very attractive uniformity of distribution
and nonlinearity properties; see [30], [31], [32], [33] for surveys or recent results. It
is certainly natural to study its cryptographic properties as well.
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In the cryptographic setting, the initial value ug and the constants a and b are
assumed to be the secret key, and we want to use the output of the generator as a
stream cipher. Of course, if several consecutive values u,, are revealed, it is easy to
find wg, @ and b. So, we output only the most significant bits of each u,, in the hope
that this makes the resulting output sequence difficult to predict. The main result
of this paper is that not too many bits can be output at each stage: the inversive
generator is unfortunately polynomial time predictable if sufficiently many bits of
its consecutive elements are revealed.

Assume that the sequence (u,,) is not known, but for some n approximations w;
of k consecutive values u,j, 7 =0,...,k— 1, are given. We show that the values
Un+;, @ and b can be recovered from this information if the approximations w; are
sufficiently good.

We also consider this problem for the quadratic congruential generator, (v,) of
elements of F,, given by the recurrence relation

(2) Un+41 Ef(vn) mOdpv n:Oa]-v"'v

where vy is the initial value and f(X) € Fp[X] is a quadratic polynomial. In fact
we consider only polynomials of the form f(X) = aX? + ¢ and as before we refer
to the coefficients a and c as the multiplier and shift, respectively. The case a =1
corresponds to the celebrated Pollard generator. The case of general quadratic
f(X)=aX?+bX +c, or even higher degree, polynomials can be considered by our
method as well; see 4] for more details (where such generators are considered over
arbitrary residue rings too).
For the linear congruential generator

Tpt1 = azy + b mod p, n=0,1,...,

similar problems have been introduced by Knuth [22] and then considered in [6],
[, @3], [19], [24]; see also surveys [8], [25]. We remark that some of these papers
also consider predicting nonlinear generators, but only in the case when all terms
are output in full. Thus the situation we consider here, where only some of the bits
of each term are revealed, has not previously been studied for nonlinear generators.

The linear structure of the linear congruential generator lies in the background
of the attacks designed in the aforementioned works. The inversive generator (I])
has a very high linear complexity [L6]. Nevertheless, we show that it still succumbs
to a lattice basis reduction based attack, using a certain linearisation technique,
somewhat modelled from that of [5]. On the other hand, our results are substantially
weaker than those known for the linear congruential generator. We believe they
may reflect some inherent difficulties in breaking nonlinear congruential generators.

In some sense the problem we solve can be considered as a special case of the
problem of finding small solutions of multivariate polynomial congruences. For
polynomial congruences in one variable such an algorithm has been given by Cop-
persmith [10]; see also [I1], [I8]. However in the general case only heuristic results
are known. Here, due to the special structure of the polynomials involved, we are
able to obtain rigorous results.

Throughout the paper the term polynomial time means polynomial in logp.
Our results involve another parameter A which measures how well the values w;
approximate the terms uyy;. This parameter is assumed to vary independently of
p subject to satisfying the inequality A < p (and is not involved in the complexity
estimates of our algorithms).
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More precisely, we say that w is a A-approzimation to u if jw —u| < A. In
all of our results, the case where A grows like a fixed power p® where 0 < § < 1
corresponds to the situation where a positive proportion ¢ of the least significant
bits of terms of the output sequence remain hidden.

The remainder of the paper is structured as follows.

We start with a short outline of some basic facts about lattices in subsection
and rational functions in subsection

Then we study the inversive generator. In subsection [B.1], to illustrate our tech-
niques in a simple case, we consider the problem of recovering u, from the ap-
proximations w; in the case when a and b are both known. In subsection B2, we
consider the most important case, where neither of a and b are known. It may be
relevant to mention that the intermediate case, where only one coeflicient is known,
has recently been considered in [3].

Then we turn our attention to the quadratic generator. Namely, in subsection BTl
and subsection we consider the cases of quadratic generator with known and
unknown multiplier and shift a and ¢, respectively. We also obtain a more precise
result in the special case of the Pollard generator.

In Section Bl we discus the results of numerical tests and some heuristic ap-
proaches to the problem.

We conclude with Section Bl which makes some final comments and poses open
questions.
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2. PREPARATIONS

2.1. Background on lattices. Here we collect several well-known facts about
lattices which form the background to our algorithms.

We review several related results and definitions on lattices which can be found
n [15]. For more details and more recent references, we also recommend consult-
ing [11, [19], [20], [27], [28§], [29].

Let {by,...,bs} be a set of linearly independent vectors in R". The set

L={z : z=c1b1+ - +cbs, c1,...,cs €Z}

is called an s-dimensional lattice with basis {b1,...,bs}. If s = r, the lattice L is
of full rank.
To each lattice £ one can naturally associate its volume

vol (£) = (det((b;, b;)): )2,

ij=1
where (a,b) denotes the standard inner product. The volume of a lattice £ does
not depend on the choice of the basis {b1,...,bs}.
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For a vector u, let ||u|| denote its Fuclidean norm. The famous Minkowski
theorem (see Theorem 5.3.6 in subsection 5.3 of [15]) gives the upper bound

(3) min {||z]|: z € £\ {0}} < s*/2vol (£)/*
on the shortest nonzero vector in any s-dimensional lattice £ via its volume. In

1/2

fact s*/< can be replaced by the Hermite constant 'ysl / 2, for which we have

Ls +o(s) <ns <
27e =T =

The Minkowski bound (@) motivates a natural question: how can the shortest
vector in a lattice be found? Unfortunately, there are several indications that
this problem is NP-complete (when the dimension grows). However, for a slightly
weaker task of finding a short vector, the celebrated LLL algorithm of Lenstra,
Lenstra and Lovész [26] provides a desirable solution.

On the other hand, if the dimension s of the lattice L is fixed, then the shortest
vector problem can be solved in deterministic polynomial time (polynomial in the
bit-size of the basis of £). For example, such an algorithm can be found in Section 3
of [21]. This above fact underlies all our theoretical results.

For our heuristic approach we need to consider lattices of growing dimension.
Thus we need to use an approximate algorithm which is related to the celebrated
algorithm of Lenstra, Lenstra and Lovdsz [26]. Many other results on both the
exact and approximate finding of a shortest vector in a lattice are discussed in [15],
[19], [20], [27], [28], [29]; see also [1] for the most recent developments. In particular,
for any constant o > 0, the algorithm of [1] finds, in probabilistic polynomial time,
a nonzero vector r € £ with

s+ o(s), §— 0.

s(loglog s)?

(4) [[rf] < exp(a ) min_|z].

log s zeL£\{0}
This is slightly stronger than the best known deterministic algorithm for the short-
est vector problem. We stress however that we use such approximate algorithms
only for heuristic arguments, and it is also known that in practical calculations the
above algorithms behave much better than their theoretic prediction. These, more
recent achievements, do not however affect our results.

In fact, in this paper we consider only very special lattices. Namely we consider

lattices which consist of integer solutions x = (zg,...,zs—1) € Z° to the system of
congruences

s—1

ZaijxiEOmodqi, ji=1,...,m,

i=0
modulo some integers qi,...,¢mn. Typically (although not always) the volume of

such a lattice is the product Q = q1 - - - gmn. Moreover all the aforementioned algo-
rithms, when applied to such a lattice, become polynomial in log Q.

2.2. Zeros of rational functions. Our second basic tool is essentially the La-
grange theorem which asserts that a nonzero polynomial of degree N over any field
has no more than N zeros in this field. In fact we apply it to rational functions
which require only obvious adjustments.

The rational functions we consider typically belong to a certain family of func-
tions parametrised by small vectors in a certain lattice; thus the size of the family
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can be kept under control. Zeros of these rational functions correspond to poten-
tially “bad” initial values of the inversive (Il) and quadratic (2) generators. Thus,
if we can show that all rational functions in this family are not identical to zero
modulo p, then we have an upper bound on the number of such “bad” initial values.
Hence, the most crucial part of our approach is to study the possible vanishing of
functions in the above family and to show that this may happen only for very few
values of the coefficients of the generators () and (@). To establish this property,
we repeatedly use the fact that nontrivial linear combinations of rational functions
with pairwise distinct poles do not vanish.

Having a field structure is important for our arguments as it allows us to use
the Lagrange theorem. We however remark that with some modifications and ad-
justments one should be able to obtain similar, albeit weaker, results for nonlinear
generators in residue rings. For example, there are several upper bounds on the
number of zeros of modular polynomials which can be used instead of the Lagrange
theorem; see [23].

3. PREDICTING THE INVERSIVE GENERATOR

3.1. The inversive generator with known multiplier and shift. As we have
remarked, the most important case for cryptography is when the coefficients a and
b of the recurrence relation are unknown. However, this subsection considers
the case when a and b are given, partly because this case is probably of independent
interest and also because it gives an opportunity to demonstrate our approach in
an easier setting. Certainly in this case the result is stronger.

In fact, in this case our method works with only two consecutive values ug and
uy. Set vg = ug and v1 = w3 — b. Then when u,, # 0, the congruence () implies
that vpv; = a mod p, and the approximations we know for ug and u; give rise to
approximations for vy and vy. So the following theorem proves the result we require.

Theorem 1. Let p be a prime number and let A be an integer such thatp > A > 1.
Let a € Fy;. There exists a set V(A;a) CFy of cardinality #V(A; a) = O(A*) with
the following property. There exists an algorithm which, when given a and A-
approzimations wo, w1 to vo,v1 € Fpy such that vo & V(A;a) and v1 = a/vo mod p,
returns vo and vy in deterministic polynomial time.

Proof. The theorem is trivial when A% > p, and so we assume that A? < p. We
may also assume that A > 2.

The set V(A;a) of values vy that we are going to exclude consists of vy = 0
together with those values vg satisfying a congruence of the form dyvg + adavy 1=
E mod p where |dy], |d2| < 4A, where |E| < 12A2 and where at least one of d; and
do is nonzero modulo p. Note that there are at most O(A*) choices for dy, dy and
E. Once these parameters are chosen, there can be at most two choices for vy such
that divg + adavy ! = F'mod p (since multiplying both sides of this congruence
by v gives a nontrivial quadratic or linear congruence satisfied by vp). Hence
#V(Aja) = O(A?Y).

Suppose that vg € V(A;a).

For j € {0,1}, define ¢; = v; —wj. So |g;| < A. An outline of our proof goes as
follows. We aim to show that the integers ¢; occur as certain components of a short
vector in a lattice; this lattice can be constructed from the information wg, wy and
a that we are given. We find g and €1 by using well-known techniques for finding
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short vectors in lattices, and then we use the equality v; = w; 4 €; to recover vy
and v1.
We have that
(wo + €0)(w1 +€1) = a mod p.
Writing
A = (wow; — a)A™% mod p, By = woA™! mod p,

B, = w1 A~ mod p, C =1 mod p,
we obtain

AN? + BoAey + B1Agg + Cege; = 0 mod p.
Therefore the lattice £ consisting of integer solutions x = (x¢, 1,2, 23) € Z* of
the system of congruences

Azxg + Box1 + Bixo + Cx3 = 0 mod p,

(5) zo = 0 mod A?,
1 =22 = 0mod A
contains a vector
e = (A%, Aey, Aeg, e3) = (A%, Aey, Acg, c0e1).

We aim to show that e is a small vector in the lattice £. We have

eg =1, le1], le2] < A, les| < A%
thus the Euclidean norm of e satisfies the inequality

le]| < (A* + A%+ A* + AMY/2 = 2A2,
Assume that there is another vector f = (A2 fo, Af1, Afa, f3) € L with ||| < |le| <
2A2? which is not parallel to e. In particular,

Bl SIEIA2 <2 [ALILISIEAT <28, |fs] <[] <242

Define the vector d by d = fye — eof. The first component of the vector d is zero,
and since d lies in £ the first congruence in (B implies that

BoAdy + B1Ads + Cdsz = 0 mod p
or
(6) wody + wides = —dz mod p,
where d; = e;fo — fieo = e;fo — fi- Note that |d;| < 2|e;| + |fi] for i = 1,2,3 and
so our bounds on |e;| and |f;| imply that
(7) |di|,|d2] <4A  and  |d3| < 4A%

Now, d; and dy cannot both be 0 modulo p. To see this, suppose for a contradiction
that d; = do = O0mod p. The congruence (@) shows that d3 = 0 mod p. But
di = d2 = d3 = 0mod p implies dy = do = d3 = 0, by our upper bounds (1)
absolute values of dy, dz and d3 (because by our assumptions 4A < 4A% < A* < p).
But this implies that d = 0 and so fye = eof. This contradicts the fact that f and
e are not parallel.

Making the substitutions w; = v; — ¢, in (), and using the fact that v; =
avy ! mod p, we find that

(8) divg + aclgvo_1 = F mod p,
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where
E = —d3 + eody + 1ds.

The bounds ([7) imply that |E| < 12A2%. But then (8) implies that vo € V(A;a),
and so we have a contradiction. This contradiction shows that there exists no small
vector f in £ other than vectors parallel to e.

To finish the proof, we note that £ is defined using information we are given, and
we recall that the shortest vector problem can be solved in deterministic polynomial
(in the bit size of a given basis of the lattice) time in any fixed dimension; see [21].
This certainly applies to the lattice £. Once we have found a short vector f in L,
we know that e = f/fj since f is parallel to e and since eg = 1. Obviously, given
the third component Agj of e we can find vg. This completes the proof. O

3.2. The inversive generator with unknown multiplier and shift. Here we
consider probably the most interesting case when both the multiplier ¢ and the
shift b are unknown. Our results involve a reasonably small set of exceptional pairs
(a,b) for which the algorithm may fail. However it has a complicated structure
(thus its definition is given only in the proof of Theorem 2] below).

Theorem 2. Let p be a prime number and let A be an integer such that p >
A > 1. There is a set C(A) C Fy of cardinality #C(A) = O(A®p) such that for
any a,b € Fy with (a,b) ¢ C(A) there evists a set U(A;a,b) C F), of cardinality
#HU(A;a,b) = O(AY) having the following property. There exists an algorithm
which, when given A-approzimations w;, j =0,1,2,3, to four consecutive elements
uo, U1, Ua, uz produced by the inversive generator [l where ug & U(A;a,b), returns
ug, a and b in deterministic polynomial time.

Proof. We may assume that A'® < p (for otherwise the theorem is trivial). Fix
a,b € F. We assume that (a,b) & C(A), where C(A) is a set of cardinality O(A®p)
that we specify below.

We assume that ug € U(A;a,b), where U(A;a,b) is a certain set of cardinality
O(A'S); again, we specify this set below.

We may assume that

uotgug(up — uy) # 0 mod p

for we may place the five (or fewer) values of ug for which this does not hold into
our set U(A;a,b). From

w1 = aug* +bmod p and ug = auyt +bmod p
we derive
u1Ug = a + bug mod p and U1 = a + buy mod p.
Therefore,
(9) u(uz — ug) = b(ur — ug) mod p.
Similarly

us(ug — u1) = b(ug — uq) mod p.

Multiplying the first congruence by (u2 —u1) and the second congruence by (u1 —ug)
and subtracting, we derive

(10) uy(ug — ug)(uz — uy) — uz(us — ug)(ur — up) = 0 mod p.
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We write H (ug, u1,ug, us) for the left-hand side of (IUI), so
2 2
H(ug, u1, ug, ug) = uotu] — 2uguitiz + uius + uglatiz — Ui UoUs.

For i € {0,1,2,3}, we define

Hi(up, u1,u2,u3) = H(ug,u1, ug, us).

5‘ui
Thus,
Ho(ug, w1, u2,u3) = uf — 2uius + usus,
(1) Hi (ug, u1,uz, uz) = 2uguy — 2ugus + u3 — ugus,
Hy(ug, ur,u2,u3) = —2ugu + 2uiug + upus — uius,
Hij(ug, u1,u2,u3) = uga — uisa.

Defining €; = u; — w; for j € {0,1,2,3}, we obtain
3

H(ug,u1,uz,u3) = H(wO;w17w27w3)+2Hi(w0;w17w27w3)5i
=0

3
+ZwiGi(€0a €1,¢2, 63) + F(&O, €1,€2, E3)a
=0

where Gy, G1, G2, G3 are homogeneous polynomials of degree 2 and F' is a homo-
geneous polynomial of degree 3; these polynomials all have constant coeflicients
(which could be easily evaluated explicitly). We now define

A = H(wo, w1, w2, ws)A™* mod p,  B; = H;(wo, w1, ws, ws)A™ mod p,
C; = w;A™! mod p, D =1 mod p,

for i = 0,1,2,3. Therefore the lattice £ consisting of integer solutions x =
(wo,...,29) € Z'0 of the system of congruences
3 3
Axg + Z Bixii1 + Z Cixiys + Dxg = 0 mod p,
i=0 i=0
(12) zo = 0 mod A®,

1 =2 = x5 = 24 = 0 mod A2,
T5 =26 = 27 =23 = 0 mod A
contains a vector
e = (A%, A%ey, A%ey, A%e3, A%y, Aes, Aeg, Aer, Aeg, eg)
(A3, A%y, A%e1, A%ey, A%e3, AGo(c0, €1, €2, €3), AG1 (0, €1, €2, €3),
AGy(g0,1,62,€3), AGs(e0, €1, €2,€3), F(e0,€1,€2,€3)).
Obviously |le|| = O(A?). Suppose, for a contradiction, that there is another vector
£ = (A%fo, A% f1, A% fo, A% f3, A 4, Afs, Afo, Af7, Afs, fo) € L
with ||f]| < ||e|| which is not parallel to e. We have,
ol SIENAT=0(1),  [fil el |fals [ fal < [IE]AT2 = O(A),
sl [fol L2l 1 fs| < IEIATH=0(A%),  [fo] < [If] = O(A%).
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The first component of the vector d = fpe — egf € L is zero. Therefore, using
the first congruence in (I2)), we obtain

3 3

(13) Z Bid;1 + Z Cidiy5 + Ddg = 0 mod p,
=0 =0

where d; = e; fo — fieo = e;fo — fi, fori=1,...,9. Hence
|d1|a|d2|a|d3|7|d4| :O(A)a |d5|7|d6|7|d7|5|d8| :O(A2)7 |d9| :O(Ag)

Using the definition of B;, C; and D, and substituting w; = u; — &;, we derive
from (@3)) the relation

3 3
(14) ZHi(UQ,Ul,UQ,U3)di+1 —I—Zuidi+5 + dg = 0 mod p,
i=0 i=0
where c?l, Jg, ceey Jg depend only on dy, da, . .., dg and g9, €1, €2, 3. It is easy to find
explicit expressions for the components of d = (dy, ..., dg). However we only need

to observe that
d; = d; + 6;, t=1,...,9,
where

® 01 =0=03=104=0;

e J5,06,07,0g are linear combinations with constant coefficients of products
of one of dy,ds, d3, dy with one of e, e1, €2, €3;

e {9 is a linear combination with constant coefficients of the products dseo,
dee1, d7es, dges together with the products of one of dy, da, ds, ds with two
of g9, €1, €2,¢€3.

Therefore, there is an absolute constant k£ (which can be easily evaluated explic-
itly) such that

(15) |Jl|a|c’{2|v|g3|v|g4| éﬁAa |g5|7|gﬁ|a|37|a|38| SHAQa |g9| SHAB'

Moreover, it is clear from the above form that if c?l = JQ = ... = 89 = 0, then
di = dy = -+ = dg9 = 0. Indeed, gl = JQ = c?g, = 34 = 0 is equivalent to
d1:d2:d3:d4:0. Then55:§6:57:58:69:O,andthusc?g,:c?g:@:
ds = dy = 0 implies that ds = dg = dy = ds = do = 0.

Let us consider the rational functions

o) =u, W)= L
(a+b*)u+ ab (2ab + b3)u + a? + ab?
\I/ e \I’ =
2(u) a+bu 3(u) (a + b2)u + ab

We have u; = ¥;(ug), ¢ = 0,1,2,3. We remark that ¥;(u) is never a constant
function (when i # 0, this is because a Z 0 mod p). We may assume that a + b? #
0 mod p, since we may add the O(p) pairs (a,b) such that a + b*> = 0 mod p to our
set C(A). This assumption, together with the fact that b # 0 mod p, implies that
none of ¥y (u), ¥a(u), Ps(u) are linear in u. So each of ¥y(u), ¥a(u), ¥3(u) has a
pole, at 0, —a/b and —ab/(a+b?), respectively. Note that 0, —a/b and —ab/(a+b?)
are distinct elements of IF,,.
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We may use the functions ¥;(u) to eliminate uy, us and ug from (I4). For

i €{0,1,2,3}, define
hi(u) = Hi(Wo(u), W1(u), Ua(u), U3(u)).
Then (I4) can be written as
3 3
(16) Z hi(uo)diﬂ + Z \I/i(’u,o)di_;_5 + dg = 0 mod p.
i=0 i=0
Let us consider the rational function

3 3
g (u) = Z hi(u)dit1 + Z Ui (u)diqs + dg
=0 =0

corresponding to the left-hand side of (IH]).

We aim to show that ®3(u) can never be a constant function of g, but in
order for us to do this, we must exclude more pairs (a,b). Indeed, we add to
C(A) those pairs (a,b) that satisfy the following property for x = —a/b mod p or
xr = —ab/(a+ b*) mod p:

(17) Uo(z) — Uy(z) =r/s mod p
where s is nonzero and |r| < kA?, |s| < kA (where & is as in ([5)). In the case
when z = —a/bmod p, the condition (I7) is equivalent to the condition —a =

(r/s)b mod p (to see this, use the fact that ¥i(—a/b) = 0 mod p). For each of
the O(A3) choices of 7 and s, there are clearly at most p pairs (a,b) satisfying
this condition and so we have added at most O(A3p) pairs (a,b) to C(A) in this
case. When x = —ab/(a + b?) mod p, it is easy to show that the condition (I7) is
equivalent to

—ab® + (a+b*)? = (1 + (r/5))(a + b*)b* mod p.

This is a nontrivial restriction on the pair (a,b), whatever the values of r and s,
since the monomial ab® always appears. So for each of the O(A?) choices for 7 and
s, at most O(p) pairs (a, b) satisfy ([IT). So we have added O(A3p) pairs to C(A)
in this case also.

Assume, for a contradiction, that ®3 (u) is a constant function of u. Now, we ob-
serve ho(u) has a double pole at 0, but the other functions hi(u), ha(u), hs(u), To(u),
Uy (u), Ua(u) and W3(u) have at most a single pole at 0. So for &3 (u) to be a con-
stant function, we must have that di =0 mod p. A similar argument involving the
double pole at —a/b of hq(u) shows that da = 0 mod p.

We may now write ®5 (u) as the sum of a rational function with no poles at
—ab/(a + b?) and the function

Q5 (u) = (da(To(u) — W1 (u)) + ds) U3(w).
Our assumption that ®3 (u) is a constant function implies that Q3 (u) cannot have a
pole at —ab/(a+b2) and so ds(Vo(u)— U1 (u))+ds must have a root at —ab/(a+b?).
If d3 % 0 mod p, this would imply that (I7) is satisfied when z = —ab/(a+b%) mod
p, contradicting the iact that (a,b) ¢ C(A). Hence ds = 0 mod p. We may now

argue similarly that dy = 0 mod p, by writing ®3 (u) as the sum of a function with
no poles at —a/b and the rational function

=4 (u) = (da(Po(u) — U1 (w)) + d7) ¥(u)
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and then using the fact that (IT) is not satisfied when z = —a/b mod p to prove
that =3 (u) has a pole at —a/b unless dy = 0 modp

It is now easy to see that d5 = d6 d7 = dg = 0 mod p by considering the poles
at 00, 0, —a/b and —ab/(a+b?), respectively. The congruence (IG) then shows that
dg = 0 mod p. Our bounds on the absolute value of the integers d; then show that
d = 0 for all 4. But this means that d = 0, which contradicts our assumption that
e and f are not parallel.

We have shown that if there exists a short vector f in £ that is not parallel to e,
then ug must satisfy a congruence of the form (6] for some choice of coefficients
d;. We have also shown that the left-hand side of (I6) is nonconstant, and so there
are only a bounded number of possibilities for uo once the cz are chosen. There
are at most O(A'®) choices for the vector d, and so we may assure ourselves that
a congruence ([[6) is never satisfied by excluding O(A'®) values of ug. Once these
values are excluded, we see that all short vectors f in £ are parallel to e. The rest
of the proof is identical to the proof of Theorem [[I We also remark that because
uo Z w1 mod p for uy & U(A;a,b), from the congruence (@) we can determine b
(and then a). O

4. PREDICTING THE QUADRATIC GENERATOR

4.1. The quadratic generator with known multiplier and shift. For a given
integer A > 0, let A(A) be the set of a € F, that can be represented as a =
rs~! mod p with |r] <4A, |s| < 4AZ%; thus #A(A) = O(A3).

Theorem 3. Let p be a prime number and let A be an integer such thatp > A > 1.
For any a € F; and c € ¥, such that a ¢ A(A), there erists a set V(Aja,c) C T,
of cardinality #V(A;a,c) = O(A*) with the following property. There exists an
algorithm which, when given a, ¢ and A-approximations wy, w1 to two consecutive
values vy, vy produced by the quadratic generator [B) with f(X) = aX? + ¢ where
vo & V(A;a,c), returns the value of vg in deterministic polynomial time.

Proof. We may assume that A* < p, for otherwise the theorem is trivially true.
Let ¢; = v; —wj, j = 0,1. From

v = avg + ¢ mod p,

we obtain
wy + €1 — a(wo +€0)? — ¢ = 0 mod p.
Writing
A= (w; — aw? —c¢)A™? mod p, By = —2awoA~! mod p,
B, = A~ ! mod p, C = —a mod p,
we obtain

AA? + By Acg + BaAey + Ce2 = 0 mod p.
Therefore the lattice £ consisting of integer solutions

x = (xo, 21,2, 23) € z!
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of the system of congruences
Axg + Bix1 + Boxo + Cx3 = 0 mod p,
zo = 0 mod A?,
1 =22 = 0mod A
contains a vector
e = (A%, Aer, Aeg, e3) = (A% Agg, Ay, €2).
We have
eo =1, le1], [e2]| < A, les] < A%
thus
lell < (4a%)1/2 — 242
Assume that there is another vector f = (A2 fo, Af1, Afa, f3) € L with ||| < e <
2A? which is not parallel to e. We have

|f0|§2a |f1|a|f2|§2Av |f3|§2A2
The first component of the vector foe — epf € L is zero, and hence

B1Ady + ByAds + Cds = 0 mod p,

or

(18) —2awgdy + do — adz = 0 mod p,

where d; = e; fo — fi, and thus |d;| < 2|e;| + | fi| for i = 1,2,3. Hence

(19) |di],|da| < 4A, |ds| < 4A2.

Using the above congruences, we have that if d; = 0 mod p, then dy — ads =

0 mod p. Now, if do = 0 mod p, then we get a contradiction to the fact that f and
e are not parallel. Otherwise, we also get a contradiction because a ¢ A(A). So
we may assume that d; #Z 0 mod p.

Substituting w; = v; —&;, ¢ = 0, 1, into the congruence (IJ)), we find the congru-
ence

—2adivg = F mod p,
where
E = a(—2d150 + dg) —ds.

The bound (Id) implies that d; can take only O(A) distinct values. Moreover, E
can take O(A3?) distinct values (because 2dieg — d3 = O(A?) and dy = O(A)).
Since d; # 0 mod p, this means that there are only O(A%) values of vy that satisfy
some congruence of the form (IX]). We place these values in the set V(A;a,c). For
other values of vg, the shortest vector f of the lattice £ is parallel to e. The rest of
the proof is identical to the proof of Theorem [ O

It is clear that 1 € A(A); thus TheoremBldoes not apply to the Pollard generator.
Hence, now we consider this case separately and in fact obtain a stronger result.

Theorem 4. Let p be a prime number and let A be an integer such that p > A >
L. For any c € Ty, there erists a set V(As;c) C Ty of cardinality #V(A;c) =
O(A®) with the following property. There exists an algorithm which, when given
A-approzimations wj, j = 0,1, to two consecutive values vo,vi produced by the
quadratic generator () with f(X) = X2 + ¢ where vo & V(A;c), returns the value
of vo in deterministic polynomial time.
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Proof. We may assume that A3 < p, since otherwise the theorem is trivially true.
Let £j =V — Wy, ] =0,1. From

v = avg + ¢ mod p,

we obtain
wy 4 €1 — (wo + £0)* — ¢ = 0 mod p.
Writing
A= (w; —wi —c¢)A? mod p, = 2wpA ' modp, C =1modp,
we obtain

AA? + BAgg + C(e1 — €2) = 0 mod p.
Therefore the lattice £ consisting of integer solutions
x = (xg,21,22) € Z3
of the system of congruences
Azxg + Bx1 + Cxzo = 0 mod p,
zo = 0 mod A?,
z1 =0 mod A
contains a vector
e = (A%, Aey,eg) = (A% Agg, e — €2).
We have
e =1, le1] < A, lea| < 2A%;
thus
le]| < (6A%)1/2 < 3A2

Assume that there is another vector f = (A2 fo, Af1, f2) € £ with ||f]| < |le]] < 3A2?
which is not parallel to e. We have

fol <3, [A1<34,  |fof <3A%
The first component of the vector foe — epf € L is zero, and hence

BAd; + Cds = 0 mod p,

or
(20) —2wody + dy = 0 mod p,
where d; = e; fo — fi, and thus |d;| < 3|e;| + | fi| for i = 1,2. Hence
(21) |di| < 6A, |da| < 9AZ.

Using the above congruences, we have that if d; = 0 mod p, then do = 0 mod p and
we get a contradiction to the fact that f and e are not parallel.
Substituting wo = vo — €¢ into the congruence 20), we find the congruence
2d1vg = E mod p,
where
E = 2dygg + ds.
The bound (ZI) implies that d; can take only O(A) distinct values and E = O(A?)

can take only O(A?) distinct values. Hence there are only O(A?) values of vy that
satisfy some congruence of the form (Z0). We place these values of vy in the set
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V(A;c). For other values of vg, the shortest vector f of the lattice £ is parallel to
e. The rest of the proof is identical to the proof of Theorem [Tl ([

4.2. The quadratic generator with unknown multiplier and shift. We an-
alyze the general case first, before considering the Pollard generator. Our results
require some restrictions on the multiplier. For a given integer A > 0, let A(A)
be the set of a € F, that can be represented as a = rs~! mod p with |r| < 33A,
|s| < 77A2. Note that #A(A) = O(A3).

Theorem 5. Let p be a prime number and let A be an integer such thatp > A > 1.
For any a € F;, and ¢ € F, with a ¢ A(A), there exists a set V(A;a,c) C F)
of cardinality #V(A;a,c) = O(AY) with the following property. There exists an
algorithm which, when given A-approximations w;, j = 0,1,2,3, to four consecutive
values vg,v1, v, v3 produced by the quadratic generator () with f(X) = aX? + ¢
where vg € V(A; a,c), recovers vy, a and ¢ in deterministic polynomial time.

Proof. We may assume that A9 < p, since otherwise the theorem is trivially true.
Moreover, we assume that v3 — v? # 0 mod p. Clearly there are at most four
values of vy for which this does not hold. From

(22) v1 = avi + ¢ mod p, vy = av} + ¢ mod p, v3 = avs + cmod p

we derive
2 3 2 _ 2 3,2, —
UpU2 — V] + V105 — V503 — U5 + v7v3 = 0 mod p.

Let e; = v; —wj;, j = 0,1,2,3. Making the substitutions v; = w; + ¢; in the
congruence above, we find that

AA3 + BlA2€Q + B2A251 + BBAQEQ + B4A253 + ClA(E(Q) — 6%)4—
CaA(eae0 — 0e3) + C3A(2 — 362 + 2e169)+
CiA(e3 — 33 4 2e1e3) + De = 0 mod p,

where

(23) £ =c3e1 — €3 fele3 — e — ez +eden

and
B; = Qwowsy — 2w0w3)A*2 mod p,

B3 = (2waw; + wi — 3w3)A™2 mod p,
B, =
Cy = (—w3 +w2)A™! mod p,
Cs = 2woA~! mod p,

(
(
By = (w3 — 3w? 4+ 2wiw3)A™2 mod p,
(
(

C5 = we A~ mod p,
Cy = w; A~ mod P,
D =1 mod p.
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Therefore the lattice £ consisting of integer solutions x = (xg,1,...,,z9) € Z°
of the system of congruences
4 4
Axg + Z Bx; + Z Cixg1i + Dxg = 0 mod p,
i=1 i=1

ro = 0 mod A®,
T1 =29 = 23 = 24 = 0 mod A?,
T5 =2 = o7 =23 = 0mod A
contains a vector
e = (A360,A261,A262,AQeg,A264,Ae5,A66,Ae7,Aeg,eg)
= (A3 A%, A%, Ay, A2es, A2 — €2), Aeaeg — €0€3),
A(e? — 3e2 + 2e169), A(e2 — 363 + 2e123),¢),
where ¢ is given by ([23)). We have
eo=1, lel lea| 3], es] <A,
les], les| < 2A2, lez], les| < 6A2, leg| < 6A3;

thus
e < (121A%)1/2 = 11A3,

Assume that there is another vector
£ = (A% fo, A% f1, A fo, A f3, A f4, Afs, Afe, Afr, Afs, fo) € £
with ||f]| < |le|| < 11A3 which is not parallel to e. We have
|fol <11, Lf1l [ f2l, [ f5l, fal < 11A,
\fsls 1 fols [ f], fsl <1142, |fo] < 11A3.

The first component of the vector foe — eof € L is zero, and so we obtain

4 4
(24) > BiAd; + ) CiAdyy; + Ddy = 0 mod p

i=1 i=1
where d; = e;fo — fieo = eifo — fi, and thus |d;| < 11|e;| + |fi| for i = 1,...,9.
Hence

|d1|7|d2|7|d3|;|d4| S 22A; |d5|a|d6| §33A25
|d7|,|ds| < TTA2, |dg| < TTA3.

Using the definition of A, B;,C;, D and after the substitutions w; = v; — ¢;, i =
0,1,2,3, and v;, i = 1,2, 3, in terms of vy in the congruence (24)), we find

(26) F(vg) =0mod p

(25)

for some polynomial
10
F(X) =Y ap X" € F,[X]
k=0
where the coefficients ay, £ = 0,...,10, are polynomials in €5, 7 = 0,...,3, and d;,

i=1,...,9. Using MAPLE, we have computed the coefficients a; explicitly, and we
present some of these explicit expressions below. We claim that F is a nonconstant
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polynomial in vy of degree at most 10. If we suppose the contrary, then from the
explicit formulas
ayo = 2a3ds and ag = —2a7d;
we conclude that if F' is a constant polynomial, then
(27) di = do =0 mod p.

Under the condition (27), the explicit formulas for ag and ag take the form (note
that we do not use ay)

ag = —3a8%ds — a"dj and ag = —(12a°c — 2a*)ds — 4a®cds.
Thus if ag = ag = 0 mod p, then
(28) ds = ds = 0 mod p.

Under the conditions @7) and @8], the explicit formulas for a4, az and o take
the form (note that we do not use as and «g)

ay = a’dy — a®dy, oo = adg + 2a%cdy + (2ac — 2ae1 — 1)dy, a1 = 2dg + 2d4e0.
Then the condition ay = as = a3 = 0 mod p leads to
(29) d4 = dra mod p, d¢ = —d4e0 mod p, ds = —(2e1a + 1)dy.

If dy # 0 mod p, then d7 Z 0 mod p since dy = dra mod p. But then dy =
d7a mod p contradicts the fact that a ¢ A(A). So we may assume that dy =
0 mod p. But then 27), 28) and (29) show that d; = 0 mod p, for i = 1,...,8
and by (24) it implies that dg = 0 mod p. Again our bounds (28) on |d;| imply that
d;=0,7=1,...,9, and that d = 0 and so e and f are parallel. This contradicts
our choice of f.

Since F' is a nonconstant polynomial in vy of degree at most 10, the congru-
ence (26) can be satisfied for at most ten values of vy once d;, i = 1,...,9, and &;,
i =0,...,3, have been chosen. By (25)) the total number of possible vectors d is
O(A'%). There are also O(A*) choices for (g, . .., 3). Hence there are only O(A1?)
values of vy that satisfy some congruence of the form (@26). For other values of vy,
the shortest vector f of the lattice £ is parallel to e. Thus, once again, the rest
of the proof is identical to the proof of Theorem [[I We also remark that because
v3 # v? mod p for vg € V(A;a, c), we can find a and ¢ from the congruence @2). O

As before, in the case of the Pollard generator we have a stronger result (which
does not involve any exceptional set of parameters).

Theorem 6. Let p be a prime number and let A be an integer such that p > A >
L. For any c € Ty, there exists a set V(A;c) C Fy of cardinality #V(A;c) =
O(A*) with the following property. There exists an algorithm which, when given
A-approzimations w; j = 0,1,2, to three conseculive values vo,vi,ve produced by
the quadratic generator @) with f(X) = X? + ¢ where vo & V(A;c), recovers vy

and c in deterministic polynomial time.

Proof. We assume that A < p, since otherwise the theorem is trivial.
From

vlzvg—i—cmodp and vgzvf—i—cmodp,
we derive
—v1 —|—v(2)—|—v2 —vf = 0 mod p.
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Let ¢; = v; —wj, 7 = 0,1,2. Substituting v; = w; 4 €; into the last congruence,
we obtain

—wy — &1 + WE + 2woeg + €2 + wa + g9 — Wi — 2wie; — €7 = 0 mod p.

Writing
A= (—wy +wi +wy —wi)A™% mod p, By = 2woA™" mod p,
By = (=1 — 2w;)A™" mod p, C =1 mod p,
we obtain

AA? + B1Agg + BoAey + Ceg + €2 —€3) = 0 mod p.
Therefore the lattice £ consisting of integer solutions
x = (x0,21, T, x3) € Z*
of the system of congruences
Axg + Bix1 + Boxo + Cxz3 = 0 mod p,
zo = 0 mod A?,
T1 =29 = 0mod A
contains a vector
e = (A%, Aey, Aeg, e3) = (A, Acy, Aey,e0 4 €2 — €3).
We have
e =1, lei], le2] < A, les| < 3A%
thus
le]| < (12A%)1/2 < 4A2,

Assume that there is another vector f = (A2 fo, Af1, Afa, f3) € L with ||f] < e <
4A? which is not parallel to e. We have,

|f0|§4a |f1|a|f2|§4Av |f3|§4A2
The first component of the vector foe — eof € L is zero, and so we find

B1Ady + ByAds + Cds = 0 mod p,

or
(30) 2wody + (=1 — 2wy )dz + d3 = 0 mod p,

where d; = e; fo — fi, and thus |d;| < 4|e;| + | fi| fori=1,...,9. Hence
(31) |d1],|d2| < 8A, |d3| < 16A2.

Using the above congruences, we have that d; and dy cannot both be 0 modulo p;
otherwise we get a contradiction to the fact that f and e are not parallel.
Substituting wo = vy — €9, w1 = v3 + ¢ — &1 into congruence (30), we find

—2d2v(2) + 2d1vg = F mod p,
where
E = 2epdy — 2e1ds + do + 2cdy — ds.

The bound (3T) implies that d; can take only O(A) distinct values and that E can
take O(A3?) distinct values (because da = O(A); thus 2cdy can take O(A) distinct
values, and 2eqd; — 2e1da + da — d3 = O(A?)). Hence there are only O(A%) values
of vy that satisfy some congruence of the form (B0); we place these values in the
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set V(A;c). For other values of vg, the shortest vector f of the lattice £ is parallel
to e. The rest of the proof is identical to the proof of Theorem [I1 ([

5. NUMERICAL TESTS AND HEURISTIC ARGUMENTS

5.1. The inversive generator. We have implemented the algorithm of Theorem/[]]
in a C++ program using the N'TL library; see [34]. For each level of precision, A,
we have tested the algorithm for 1000 random examples with 500-bit primes p. For
A = p®2% the algorithm was successful in 100% of the cases. In the borderline case
A = p25 the algorithm was successful in about 58% of the cases. For larger values
of A, namely for A = p%26, the algorithm was successful in only about 2% of the
cases (and for A = p¥27 it was successful only once, that is, in 0.1% of the cases).
This confirms that A = p'/4 is indeed the natural threshold for the algorithm of
Theorem [I]

The algorithm of Theorem 2l has also been tested 1000 times with 500-bit primes
p. For A = p®09%5 the algorithm was successful in 100% of the cases. Moreover,
for A = p%07 it was successful in about 20% of the cases, which indicates that the
threshold value A = p'/15 of Theorem 2] can probably be improved.

In fact, there is a clear reason for why the result of Theorem [lis tight while the
result of Theorem [ is not. To estimate the size of the set of exceptional values
in the proof of Theorem [, we find that any exceptional value vy must satisfy a
congruence of the form (), where di, d2 and E are small. We then count the
number of congruences (8) which can arise by bounding the number of choices
for dy, dy and E. However, the corresponding congruence (I6) in the proof of
Theorem Pl has various coefficients cz that we have not computed explicitly, and
this might well have affected our counting arguments adversely. Moreover, in this
case, due to the much higher dimension of the lattice, the influence of the implied
constants hidden in the ‘O’-symbols is also more substantial.

We now present some heuristic arguments showing that Theorem [Mcould possibly
be strengthened so that it becomes nontrivial when the precision A is of the order
of p!/3 rather than of order p'/* as currently. Suppose that we are given k > 2
consecutive A-approximations w;. Denoting e; = v; —wj, j =0,...,k —1, as in
the proof of Theorem [I, we calculate that the vector

e= (A% Acq,...,Acp_1,6061, ... Ek_2Ek_1)
of dimension s = 2k belongs to the lattice £ consisting of integer solutions x =
(70, ..., Tok_1) € Z?* of the system of congruences
ijo + B1’j$j+1 + BQ’jx]q»Q + ijk+j+1 = 0 mod p, 7=0,.... k=2,
zo = 0 mod A2,
1 ==z = 0mod A,
where the coefficients A;, By j, B2 j,Cj, 7 =0,...,k—1, can be explicitly evaluated
in terms of wy, ..., wk—1 (and, of course, a, b and A). The volume of the lattice £
is
vol (ﬁ) :pk—l A2 Ak _ pk_lAk+2.

The Gaussian heuristic suggests that an s-dimensional lattice with volume vol (L)
is unlikely to have a nonzero vector which is substantially shorter than vol (£)'/*.

Moreover, if it is known that such a very short vector does exist, then up to a scalar
factor it is likely to be the only vector with this property.
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One easily verifies that for any € > 0 there exists some 1 > 0 such that if
A < p=1/(Bk=2)=¢ then

le]l = (%) = O(p*= /-1 AG+/28) — O(vol (£)!/p ).

In this case, ||e| is substantially smaller than vol (£)'/?*. Therefore, e is likely to
be the only vector (up to a scalar factor) of such a small norm in £. Thus it can
be found by one of the shortest vector problem algorithms.

For the case k = 2 this reduces to the inequality A < p'/4~¢ which corresponds
to Theorem [l However for large k this bound remains heuristic. We also note that
when k grows slowly with p, it can be replaced by the bound A < p'/3—¢,

We have carried out some numerical testing for this approach too, although due
to very high dimension of lattices involved we content ourselves with fewer tests
and shorter primes. Here is a selection of our test results. For A = p®3 we tested
the algorithm 1000 times with 100-bit primes p and k = 5; the algorithm succeeded
in about 89% of the cases. For A = p%32 we tested the algorithm 200 times with
100-bit primes p and k = 10; the algorithm succeeded in 55% of the cases. These
values of k are chosen according to the above heuristic arguments to guarantee that

k-1 k—1

and 032 < ——

03 <33 3h—2

respectively.

Similar heuristic improvements can be made in the situation of subsection
Arguing as above in this situation, one verifies that using k& > 4 consecutive A-
approximations leads to a lattice £ of dimension s = 6k — 14 consisting of integer

solutions x = (2o, ..., Tex_15) € Z5*~1* of the system of congruences
3 3
Ajzo + Z Bi jTivj1 + Z Ci,jTitktaj+1 + DjTsp+j—11 = 0 mod p,
=0 i=0
j=0,...,k—4,
zo = 0 mod A3,
T E---ExkEOmOdAQ,
Tht1l =+ = Tsg—12 = 0mod A
of volume

vol (L) = ph=3 . A3 . A% . A%h—12 _ k=3 \6k=9

which contains a vector e € £ of norm ||| = O(A3). One easily verifies that for
any € > 0 there exists some 1 > 0 such that if A < p(k=3)/(12k=33)=¢ "then

”e” _ O(AB) — O(p(k—S)/(6k—14)—nA(6k—9)/(6k—14)) — O(VOl (ﬁ)l/(Gk—M)p—Tl).

Hence again, in this case, ||le|| is substantially smaller than vol (£)'/(6¥=1%) and can
probably be found by one of the shortest vector problem algorithms.

For the case k = 4 this reduces to the inequality A < p'/!®~¢ which corresponds
to Theorem When k grows slowly with p, it can be replaced by the bound
A < pl/12-e

It should be noted that in the case of growing k (and in many practical situations
even for fixed values of k) one would rather use one of the approximate algorithms
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for the shortest vector problem which we have outlined in subsection 211 In par-
ticular, by (@) we can find a vector f € £ with

k(loglog k)?

f|| <
I£] < exp(a

)l

for some absolute constant « > 0. Thus, if & = O(logp), we still have that, for
the same values of A, ||f|| is much smaller than vol (£)'/* for the above lattices L.
Thus this does not affect our heuristic arguments and it is very likely that such a
vector f is a scalar multiple of ||e]|.

Here is a brief summary of our test results (again with few and smaller primes).
For A = p°07 we tested the algorithm 1000 times with 100-bit primes p and k = 6;
the algorithm succeeded in about 98% of the cases. For A = p®% we tested the
algorithm 200 times with 100-bit primes p and & = 10; the algorithm succeeded
in about 50% of the cases. These values of k are chosen according to the above
heuristic arguments to guarantee that

k—3 k—3
0.075 < m and 0.08 < m,
respectively.

Note that the algorithm had a relatively low success rate of just over 50% when
k = 10, whether the parameters a,b are known or not. We believe that this is
probably due to the fact that for k& = 10 the right-hand sides of the corresponding
inequalities 0.32142 - - - and 0.080459 - - - are only barely greater than the left-hand
sides 0.32 and 0.08. Of course, the influence of the constants depending on the
dimension s of the corresponding lattice, as well as of the fact that LLL finds only
a short vector rather than a shortest one, is more significant in these cases (we have
s =20 and s = 46, respectively).

We have also carried out some selective testing with smaller values of k and
discovered that the algorithm is occasionally successful. However, our testing has
not been done in a systematic way and it is hard to give any estimates of the success
rate in this situation.

5.2. The quadratic generator. We have not carried out any numerical tests for
the case of the general quadratic generator (that is, for algorithms of Theorems [3
and ) but rather concentrated on the special case of the Pollard generator. We
remark that the lattice corresponding to Theorem B]is very similar to that of The-
orem [[I Moreover, the heuristic extension of the algorithm of Theorem Blleads to
a lattice of the same volume and dimension as that in the case of the inversive
generator with known coeflicients. We have no reason to suspect that these lattices
behave substantially differently to those corresponding to the inversive generator.
In particular, we believe that heuristically the quadratic generator with known
coefficients a and ¢ can be reconstructed up to the value A = p!/3—¢.

The algorithm of Theorem [ has been implemented in a C++ program using
the NTL library; see [34]. As in the case of Theorem[], for each level of precision A
we have tested the algorithm for 1000 random examples with 500-bit primes p and
in fact the numerical results are very similar to those for the inversive generator.
For A = p%32 the algorithm was successful in 100% of the cases, for A = p®33 the
algorithm was successful in about 99% of the cases and for A = p®34 the algorithm
was successful in less than 7% of the cases. Therefore, we believe that A = p'/3 is
indeed the natural threshold for the algorithm of Theorem [4l.
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Similar tests (1000 trials with 500-bit primes p) for the algorithm of Theorem [G
have revealed that with A = p%24 the algorithm was successful in 100% of the cases,
and in the borderline case with A = p%25 the algorithm was successful in about
56% of the cases. For larger values of A, namely for A = p®26 it was successful in
less than 2% of the cases (and for A = p®27 it was never successful). Thus, these
results confirm the sharpness of the threshold A = p/* for Theorem

Naturally, we have also tried to use heuristic arguments for the Pollard gen-
erator. Surprisingly enough, when ¢ is known, they do not seem to lead to any
improvements of Theorem [4] leaving the upper bound on the admissible values of
A at the same level p'/3~¢. However, when ¢ is unknown, heuristic arguments lead
to a refinement of the algorithm of Theorem [

We now present these calculations showing that when more approximations to
consecutive values of a sequence (v,,) given by the Pollard generator f(X) = X2 +c
are available, then the precision A could be of order p'/3 rather than of order p'/4.
We assume that we are given k > 3 consecutive A-approximations w;. Denoting
gj =vj —wj, j =0,...,k —1, as in the proof of Theorem [l we derive that the
vector

2 2 _ 2 2 2
e= (A% Aeq,...,Acp_o,e0+ 65 —€7,.. k-1 +Ef_3—Efs)

of dimension s = 2(k — 1) belongs to the lattice £ consisting of integer solutions
x = (xg,...,2o6_3) € Z>*~1 of the system of congruences
ijo + Bl,jxj-i-l + Bg7jl‘j+2 + Cj$k+j = 0 mod p, 7=0,..., k—3,
zo = 0 mod A?,
1 =+ =121 =0mod A,

where the coefficients A;, By j, B2 j,Cj, 7 =0, ..., k—3, can be explicitly evaluated
in terms of wy, ..., wg_1, c and A. The volume of the lattice L is

vol (E) _ pk72 . A2 . Akfl _ pk72Ak+1.

One easily verifies that for any € > 0 there exists some n > 0 such that if A <
pF=2)/(Bk=5)—¢ thien

lell = O(A%) = O@p* =2/ EF=2mn AUHDIEE2) = O(vol (£)!/ZE=2p™).

Hence again, ||e|| is substantially smaller than vol (£)'/(?*~2) and can probably be
found by one of the shortest vector problem algorithms.

For the case k = 3 this reduces to the inequality A < p which corresponds
to Theorem When k grows slowly with p, it can be replaced by the bound

1/4—e

A §p1/376.
For A = p%3 and for A = p°32 we need that
k—2 k—2
. d .32
03<3k;—5 an 0.3 <3k;—5

which imply & > 6 and k& > 11, respectively. Accordingly, we have tested 1000
generators with 500-bit primes p for A = p°3 and k = 6; the algorithm was
successful in 99.7% of the cases. We have also tested 200 generators with 100-bit
primes p for A = p%32 and k = 11; the algorithm was successful in 99% of the
cases.
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6. REMARKS AND OPEN QUESTIONS

Some of our results exclude certain sets of exceptional parameters. Typically the
parameters excluded involve elements a € F,, which admit a representation of the
form a = rs~! mod p with some small integers r and s. First of all we remark that
such elements a can easily be tested, and in fact the corresponding r and s can be
found by the continued fraction algorithm. Indeed, one sees that if as = r + kp for
some integer k, then

Thus if r and s are small enough, k/s gives an anomalously good approximation
to a/p which can be achieved only at one of the convergents of the continued
fraction expression of a/p. On the other hand, it is natural to ask whether one can
deliberately choose the generator coefficients from such exceptional sets in order
to obtain cryptographically stronger sequences. We believe that this is not the
case, and some modifications to our method can eliminate these exceptional sets
completely. In the case of the inversive generator with only one unknown coefficient
(that is, in the intermediate situation between Theorem [1 and Theorem 2] the
appropriate modifications have been carried out in [3].

As we mentioned in subsection[.1], the bound on the size of the set of exceptional
values of ug given in Theorem Plis probably not tight and might be improved by
more careful examination of the structure of the coefficients of rational functions
arising in the proof of Theorem 2] Probably this applies to Theorem Bl too. Giving
rigorous proofs of our heuristic arguments in Section Blis a challenging open question
as well.

Finally, another “nonlinear” approach to attacking the generators considered
here might be feasible. Here we multiply £ distinct congruences modulo p and ob-
tain a congruence modulo p?, as in subsection 3.2 of [5]. However in our case the
structure of the variables is more complicated than that of [5], and, after “lineari-
sation” it leads to a lattice of very large dimension. Thus this approach does not
seem to provide any advantages. It may be very hard to give any precise rigorous
or even convincing heuristic analysis of this approach. For example, it is not clear
how to evaluate the volume of the associated lattice (as some of the relations may
be linearly dependent).

Our approach also works for congruential generators modulo composite numbers;
see [4]. However, as we have mentioned, one of our basic tools, the Lagrange
theorem, should be replaced with much weaker bounds which apply to zeros of
polynomial congruences modulo composite numbers; see [23].

Unfortunately, we do not know how to predict the nonlinear generators when the
modulus p is secret as well. We remark that in the case of the linear congruential
generator a heuristic approach to this problem has been proposed in [I9]. However
it is not clear how to extend the arguments of [I9] (even just heuristically) to the
case of nonlinear generators.

Recently pseudorandom number generators on elliptic curves have been actively
studied; see [2], [14], [I7] and references therein. Studying predictability properties
of these sequences is a very interesting and important question and is an area ripe
for further study.
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