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POINT COUNTING ON PICARD CURVES
IN LARGE CHARACTERISTIC

MARK BAUER, EDLYN TESKE, AND ANNEGRET WENG

ABSTRACT. We present an algorithm for computing the cardinality of the Ja-
cobian of a random Picard curve over a finite field. If the underlying field is a
prime field Fj, the algorithm has complexity O(,/p).

1. INTRODUCTION

Let p be a prime, p # 2,3, and let F, be a finite field of characteristic p with
q elements. A principal problem in arithmetic geometry is to determine the group
order of Jo(F,), the set of F-rational points on the Jacobian of a randomly chosen
curve C' defined over F,. In this paper we address this problem in the case where
C is a Picard curve.

A Picard curve defined over I, is a curve of genus 3 admitting an affine model
given by an equation of the form

y3 = f(x)a

where f(z) € Fy[z] is a polynomial of degree 4. If the characteristic p is small,
there exists an efficient point counting algorithm using p-adic methods [GGO03]. It
is also possible to construct special curves defined over large characteristic using
complex multiplication [KW]. There is no satisfactory algorithm for point counting
on Picard curves in large characteristic. (Pila’s generalization of Schoof’s algorithm
to general abelian varieties [Pil90], albeit polynomial-time, is of little practical use.)
On the other hand, efficient arithmetic for Picard curves in any characteristic is
available, see, e.g., [Bau04, [FO04]. Compared to the arithmetic for hyperelliptic
curves of genus three, it is slower just by a factor somewhere between two and three.

Another strong interest in determining the group order of Jo(F,) comes from
the applications of Picard curves in public-key cryptography: The Jacobian of a
Picard curve can be used to implement discrete logarithm-based cryptography such
as the Diffie-Hellman key exchange protocol [DH76]. Knowing (the largest prime
factor dividing) the group order is necessary to be able to guarantee the desired
level of security against the Pohlig-Hellman attack [PH78]. Note that just as with
the discrete logarithm problem (DLP) in the group of points on an elliptic curve, for
the DLP in the Jacobian of a Picard curve the best currently available algorithms
have fully exponential running time. While in the elliptic case, the best algorithm
is the parallelized Pollard rho method [Pol78, vOW99], Thériault’s index calculus
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algorithm [Thé03|] for the DLP in the Jacobian of hyperelliptic curves of genus 3
can be extended to Picard curves. This algorithm solves the DLP in time O(¢'%/7),
thus asymptotically improving on the O(q3/ 2) running time for the Pollard rho
method. But due to the larger O-constants for Thériault’s algorithm, its effect on
the security of Picard curves over fields of cryptographically relevant sizes (e.g.,
q ~ 255 for a 165-bit Jacobian) is at most marginal.

Using the Hasse-Weil bound for curves, it is possible to deduce that the group
order #Jc(F,) of the Jacobian of a genus 3 curve lies in an interval of size O(¢*/2).
Thus, #Jc(Fy) can be computed using the Pollard kangaroo method [Pol78 in
O(q5/ 4) operations in the Jacobian. Stein and Teske have given better estimates
for the group orders of hyperelliptic genus 3 curves and derived an algorithm of
complexity O(q) [ST02a]. They were able to construct a hyperelliptic curve of
genus 3 with group order of size 102 [ST02b]. This idea has recently been adapted
to Picard curves by Stein and Scheidler [SS]. Their method also has running time
O(q), but no experimental results were given. While there also exist algorithms
(see, e.g., [Pi190]) that can theoretically compute the zeta function of a curve, and
hence the cardinality of its Jacobian, in polynomial time they are of little practical
use.

In this paper, we describe a divide-and-conquer approach which takes time and
space O(/q). It is based on the following idea: Let (3 be a primitive cube root of
unity. Then over Z[(3], the characteristic polynomial of the Frobenius F'(¢) splits
into a cubic polynomial g(t) and its complex conjugate. Exploiting properties of the
Frobenius endomorphism on the Jacobian, we narrow the possible choices for the
coefficients of g(t). Using a baby step—giant step type algorithm, we then search the
list of remaining candidates by checking whether a random divisor of the Jacobian
is annihilated by g(1).

In Section 2 we first deduce some easy facts about Picard curves that in particu-
lar enable us to determine the group order of the Jacobian of a Picard curve modulo
2 and 3. Then in Section [3 we focus on the L-polynomial of a Picard curve and
show that it has a very special form. From this, in Section 4] we derive our baby
step—giant step type algorithm for determining the group order. This algorithm
takes O(,/q) operations in the Jacobian and has to store O(,/g) divisors. In most
cases the output of the algorithm will also enable us to determine the complete
L-polynomial of the curve C, which encodes the numbers #C(F«) for all k& € N.

If ¢ = p™ with n > 2, this algorithm can be improved by first determining the
Hasse-Witt matrix of the Picard curve. We describe this approach in Section [l
Running times are summarized in Section [6 which is followed by computational
examples in Section [l We give an example of a Picard curve defined over a field of
size 5-10'2 which has a 39-digit prime group order. Furthermore, we found a Picard
curve defined over F,s where p is of size 10° and whose group order is divisible by a
prime of size 10°*. Lastly, we discuss some possible further speed-ups. We conclude
in Section [@ and indicate that our new method can also be applied to a special
class of hyperelliptic genus 3 curves.

2. BASIC FACTS

For basic definitions on curves and function fields see [Sti93].
Let C be a Picard curve C' over F, given by the generic equation

(2.1) y? = f(z) = a* + f32° + o + frz + fo.
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By completing the square, we can assume that f3 = 0. The zeta function ((s,C)
of C' can be written as

L(t,C)
(1—t)(1—qt)’
where L(t,C) is the L-polynomial of the curve. The L-polynomial is of degree
2g, where g = 3 is the genus of the curve, and encodes information on the group
order of its Jacobian Jc. More precisely, #Jc(F,) = L(1,C). Let m, be the
Frobenius endomorphism of C' and F; ¢(t) the characteristic polynomial of w, on
the Tate module Ty(Jc) ® Qp. Then Fy o(t) = t*9L(1/t,C). For simplicity, we
write F'(t) instead of Fr ¢(t) if the reference to the curve is clear. Similarly, we
write L(t) instead of L(¢,C"). We obviously have #Jc(F,) = F(1). Now let N, =
#C(Fyr) — (¢ + 1), and we write L(t) = 3279, ¢;t'. Then the coefficients ¢; are
determined by the recursion cg = 1,¢; = Ny,

C(S’O) =

1 .
Ci:g N; + Z CkNj s 222,...,9,
Jjt+k=i
1<5,k<i—1
and cog_; = ¢9"'¢; for i = 0,...,9 — 1. Thus for the L-polynomial of our genus
3 curve we only need three coefficients of the L-polynomial or, equivalently, the
number of points #C(F,r) for r = 1,2,3. In terms of the N, we have

1 1 1
(22) C1 :Nl, Coy = §(N2+N12), and C3 — g <N3+ZN2N1+2N§> .
Lemma 2.1. Let C be a Picard curve over Fy, with ¢ = 2 (mod 3). Then the L-
polynomial splits over Q. More precisely, the group order of the Jacobian is divisible

by q+ 1.

Proof. Since every element in F, is the unique third power of an element in [F;, we
have #C(F;) = ¢ + 1. Similarly, #C(F,:) = ¢* + 1. Thus, Ny = N3 = 0. Now
suppose that No = a. Then a is even and by (2.2),

L(t) = (¢t + )(¢°t* + (a/2)t* — qt* + 1).
Substituting ¢ = 1 gives the desired result. O

In the following we will restrict ourselves to the case ¢ =1 (mod 3). In this case
there is an action of Z[(3] on the Jacobian of C' given by the automorphism

(z,y) — (z,by), whereb#1¢€TF, and b® = 1,

on the curve. A more detailed discussion of the L-polynomial in this case is given
in Section Bl

2.1. The (1—(3)-torsion points. The defining equation of the curve immediately
gives us some information on the 3*-torsion part of the Jacobian. First note that
the points on C' with vanishing y-coordinate correspond to (1 — (3)-torsion points of
the Jacobian. Now, J¢[1 — (3] ~ (Z/3Z)*, and, if we consider the images under the
natural inclusion of the curve into the Jacobian of any three distinct points with
vanishing y-coordinate, they will generate the entire (1 — {3)-torsion group.
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Lemma 2.2. Let ¢ =1 (mod 3) and let y3 = f(x) be the defining equation of the
Picard curve.
(1) Suppose f(z) splits completely over F,. Then #Jc(F,) =0 (mod 27).
(2) Suppose f(x) splits into three factors over F,. Then #Jc(F,) =0 (mod 9).
(3) Suppose f(x) splits into a factor of degree 3 and a factor of degree 1, or
into two factors of degree 2. Then #Jc(Fy) =0 (mod 3).
(4) Suppose f(z) is irreducible over Fy. Then #Jc(Fy) =1 (mod 3).

Proof.

(1) In this case Jo[l — (3] is defined over F,. Hence (2/37.)* < Jo(Fy).

(2) The two (1 — (3)-torsion points arising from the roots of f(z) are linearly
independent. Hence, (Z/3Z)* < Jo(Fy).

(3) In this case, we only know that Jo(F,) contains one nontrivial (1 — (3)-
torsion point.

(4) By Section Bl B2)), #Jc(F,) is the norm of an element in Z[(3]. Hence,
#Jc(F,) = 0,1 (mod 3). Furthermore, if f(x) is irreducible there are
no (1 — (3)-torsion points in Jo(F,). Since 3 ramifies in Z[(3], i.e., 3 =
—(2(1—(3)?, there are also no 3-torsion points in Jo (F,). Thus, #Jc(F,) =
1 mod 3. (]

2.2. The 2-torsion points. As with the 3-torsion, we can derive information
about the 2-torsion that is present in the Jacobian. Since over the algebraic closure
Jo[2] =2 (Z)27 x 7./27)3, it remains to determine which of these elements of order
2 are defined over the ground field.

An element of order 2 in the Jacobian of a Picard curve corresponds to a divisor
in one of two specific forms.

The first class of divisors having order 2 comes from bitangents to the curve.
These are lines which intersect the Picard curve in two points in the affine plane,
each with multiplicity 2. Let y — ax — b represent such a line with P; and P» being
the two points of intersection. The principal divisor associated to y — ax — b is
2P, + 2P, — 4P, so P, + P, — 2P, is a divisor of order dividing 2. Furthermore,
it is not a principal divisor because it is distinguished (see [Bau04]). Thus, it
corresponds to an element of exact order 2. From the theory of 6-characteristics,
we know there are precisely 28 such bitangents for a Picard curve, one of which
intersects only at infinity (see [GHTS8] for details). This yields 27 distinct points of
order 2 in the Jacobian.

The second class of divisors yielding elements of order 2 are divisors of the form
Py 4+ P, + P3 — 3P, where the P; are unramified finite points on the curve that are
not conjugate under the action of (5. By counting the difference, we conclude there
are precisely 36 such divisors. These are the only admissible forms for a divisor
of order 2. To prove this, we rely heavily on the isomorphism between the divisor
class group and the ideal class group; for details we refer to [Bau04].

Lemma 2.3. Let I = [s,s'(u+y),v +wy + y?] (where s,s',u,v,y € Fy[z]) be a
(nontrivial) reduced ideal of F[C] = Fy[x,y]/(y® — f) and such that I? is principal.
Then the factorization of the ideal I contains no ramified primes or primes which
are conjugate under the action (3.

Proof. Consider the basis for I? given by (d)[S,S"(U +y),V + Wy + y?], where
d=ged(f,s') and 8,5, U, V,W € Fy[z] (note that by using the squaring formulas
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in [Sch01] one can verify S # 1). This ideal is principal if and only if the ideal given
by I' = [S, S (U +y),V + Wy + y?] is principal. Let a be the principal generator
for this ideal, and write a = a + by + cy? with a,b,c € F,[x]. Since the degrees of
« and I’ must agree, we have

deg S + deg §" = max{3dega,3degb+ 4,3 degc + 8}.

Since the degree of I’ is at most twice the degree of I, we have ¢ = 0 and b € F,.
Since o € I', if 8’ # 1, then b = 0, and « is a multiple of S. Thus, deg S+ deg S’ >
3deg S, and hence deg S’ > degS. However, this is a contradiction since S| S.
Therefore, S’ = 1.

Now suppose the factorization of I contains two nonramified prime ideals that
are conjugates under the action of (3. Then s’ # 1 and ged(s', f) # s’. Thus, our
canonical basis for I’ has S’ # 1 (again, see [Sch01]), contradicting the fact that
S =1.

Now assume the factorization of I contains at least one ramified prime, say B.
If B2 does not contain I, then PB?||I%, and hence S’ # 1. Any ramified prime must
therefore divide I with multiplicity exactly 2, since multiplicity 3 would imply that
I is not primitive and hence not reduced. In this case, the degree of I’ is bounded
by 3, since P* = (u)P for some irreducible polynomial u € Fy[z]. Consequently,
I' = (S) where degS = 1 because the generator a now has degree < 3. Then
I' = B, which implies I = 32, which is in fact a (nonprincipal) distinguished ideal.
However, I has order dividing 3 since (?)? = (P3)? = (u?). This forces I to be
principal, a contradiction. O

Corollary 2.1. If I is a reduced ideal such that I? is principal, then
I=[s,uty,v+y?]=(s,ut+y) withdegs e {2,3}.

Proof. The fact that I has this form follows from the previous lemma, while
the second equality is just a simple observation. The degree statement about s
follows from the fact that if degs = 1, then I? is also distinguished and hence not
principal. (I

We now develop an explicit criterion for determining whether an ideal has order
2. This will be used to develop an algorithm for completely determining the 2-
torsion in the ideal class group (and hence the Jacobian).

Lemma 2.4. Let I = (s,u+y) be a reduced ideal. Then I has order 2 if and only
if 8% divides the norm Nr, () /F, @) (u+y) = w4+ f. Moreoever, I is o distinguished
ideal.

Proof. Let I = (s,u+ y) be a reduced ideal. A quick check verifies that u+y is the
element of minimal norm in I. Hence I’ = (u+ y)I~! is the unique distinguished
ideal in the inverse class of I and I’ = ((u® + f)/s,u + ). Therefore, I I' = (u + y).

If s? | (u® + f), then by a simple degree argument we see that I’ = I since u® + f
is a constant multiple of s2. This proves the reverse implication. It also proves that
I is distinguished.

Now assume that I is an ideal of order 2. Hence, I?2 = (s, U +y)
= [s%2,U 4+ y,V + y?] with degU < 2degs, and this ideal is principally generated
by some element «. As in the previous arguments, it is easy to see that o = a + by
where b € F,;. Hence we can write

a=bU+y)+rs?, withk€F, and r € Fy[z].
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Also, » must be zero since degU < 2degs. This implies that we can take o =
U +vy. Now dega = max{3degU,4} = 2degs. Therefore degU < degs, and
thus U = u since U + y € I implies U = u (mod s) and degu < degs. Therefore
I? = (s*,u+y), which implies that s? | Ng_(cy/m, () (v + ). O

Thus, if s,u € Fyz] with degs € {2,3} and degu < degs and such that
52| Nr, (0)/F,(z) (v +y), then I = (s,u+y) is a distinguished ideal of order 2. We
handle the case degs = 2 first.

Recall the generic equation ([21)) of our curve, with fo, f1, fo € F, and f3 = 0.
Let s = 22 + sjx + so and u = uix + ug with sg, $1,ug, 41 € F,. By comparing
degrees, we see that if s2|(u® + f), then in fact s> = u3 + f. Consequently, by
comparing coefficients,

3

251 = uy,
250 + s% = fo+ 3u0u§ ,
25051 = f1+3udu; ,
8(2) = fo —|—ug .
Solving for the s;’s, we obtain
s1 = u?/Z ,
sg = (—u?/4+ fa —|—3u0u%)/2 ,
0 = —uf +4fous +12uu’ — 8f; — 24ulu, ,
0 = 78f2u1 — 24u0u1 + 16f2 + 144u0u1 + ul + 96f2u0u1 —64fy — 64u0 .

Doing a similar calculation for the case degs = 3, that is, s = 2% + sox? 4 512 + 50
and u = usx? + wyz + up (s4,u; € F,), we get

s2 = (Buwu3)/(2u3)
s1 = (3ulug/4+ 1+ 3ugu3)/(2ul) ,
so = (—u$/8 —3uy/(2us) — Bupuiua/2)/(2u3) ,
0 = —3ujus — 120utuy + 24uguiud + 16 + 96uous — 48uus — 64 fous ,
0 = 73u2u1 — 40ugu? + 24uduiug — 48u; — 96uduiug — 48usuduy — 64 f1us

0 = uSul+ 24uiuy — 24uguiul + 144u?
—288uguius + 14duduiuy — 256 fous — 256uus .

Given explicit values for the f;’s, we can solve for the wu;’s using Grébner bases
very efficiently, and then substitute into the appropriate values for the s;’s. For the
size of the fields we considered (and fields that were much larger), Magma [Mag]
was able to perform these computations in a neglible amount of time. Thus, we
can explicitly compute all the elements of order 2 and hence determine the precise
number of 2-torsion elements in the Jacobian.

For the case degs = 2, we have found all of the relevant bitangents. If degs =
3, we now have a geometric characterization by noting that degu = 2 for the
corresponding w, and hence we are finding parabolas that intersect the curve in
three finite points with multiplicity 2.
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3. MORE ON L-POLYNOMIALS OF PICARD CURVES

In this section we further investigate the L-polynomial of a Picard curve over a
field F, with ¢ = 1 (mod 3). We show that the characteristic polynomial of the
Frobenius F(t) splits in Z[(3] = Z + *I%V*_BZ in two (not necessarily irreducible)
factors g(t) and g(¢), where g(t) is obtained from ¢(¢) by applying the complex
conjugation to the coefficients. Moreover, for the vast majority of curves over
F, = Fpn, we have

g(t) = 2 — a1t + eyt — g,

where 7 € Z[(3] and such that 77 = p, and v, (a1) = vz(a1) = 0.

Recall that C has an automorphism of order 3 defined over F, given by (z,y) —
(z,by) where b # 1 € F, is an element such that »*> = 1. It extends to an au-
tomorphism of the Jacobian. Hence, Z[(3] C End(J¢) or more precisely, Z[(3] is
contained in the center of the endomorphism ring. Now, using [Tat66] we get three
possibilities:

(1) Jc¢ is absolutely simple. Here End(J¢o) ® Q is a CM field of degree 6. It is
a composite of a totally real field of degree 3 and Q[(s].

(2) Jc is over [, isogenous to the product of an abelian variety of dimension 2
and an elliptic curve. They are both simple over F,. Further, we see that
the automorphism of order 3 acts on each factor. Hence, F(t) splits into
four factors over Q[(3]: two factors of degree 2 and two linear factors.

(3) J¢ is isogenous to the product of three elliptic curves. Arguing as in (2),
we see that F'(t) splits completely over Q[(s].

The first case is the most frequent case. To see this, note that there are O(q?)
isomorphism classes of Picard curves over [ since the moduli space has dimension
2. There are at most six isomorphism classes of elliptic curves with complex mul-
tiplication (CM) by Z[(3]. Therefore, the number of isomorphism classes of Picard
curves whose Jacobian is isogenous to the product of elliptic curves can be bounded
by a constant not depending on q. Moreover, the moduli space of abelian surfaces
with CM by Z[(3] is one dimensional: Every abelian surface is isogenous to the
Jacobian of a hyperelliptic curve C. If Jo has CM by Z[(3], then C can be written
in the form

y? =25 4+ az® + b,

and j = b/a® determines the isomorphism class for a # 0.

From now on we restrict ourselves to the first case. For the other cases, see
Remark B.11

Let K be the CM field End(J¢) ® Q. The points on the Jacobian form an O-
module where O C Ok is an order in K containing the third roots of unity. Let w
be an element in O corresponding to the Frobenius endomorphism m,; of C, i.e.,
wP = 7,(P) for all P € Jo(F,) where the multiplication on the left-hand side is the
module multiplication. This property determines w uniquely. We have F(w) = 0.
We set w; = w and denote by ws, ..., ws the conjugates of w over Q. It is well
known that w;w; = ¢ and w; +W; is a totally real element (see, e.g., [Wat69]). Since
F(t) splits over Q((3), we can write

F(t) = (3 — a1t® + aot — a3)(t3 — art? + @zt — a3), a; € Z[C3).
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‘We put

(3.1) g(t) =13 — a1t? + ast — a3 .
Then F(t) = g(t)g(t) and

(3.2) #J0(Fy) = g(1g(1) .

We derive the following corollary.

Corollary 3.1. Let C be a Picard curve over F,. Then #Jc(F,) is the norm of
an element in Z[C3]. In particular, if £ =2 mod 3 is prime and £ | #Jc(F,), we
already have 0% | #Jc(F,).

We can reorder the elements w; such that g(¢) is the minimal polynomial of
w;, i =1,2,3 over Q((3), i.e.,

a1 = wi +wg +wsz, ag =wiws + wiws +wewz and az = wiwaws.

Lemma 3.1. Let C be a Picard curve whose Frobenius has the characteristic poly-

nomial F(t) = g(t)g(t). Then either g(1) or g(1) annihilates the elements in
Jo(Fy).

Proof. Let w be the element in Ok that represents the Frobenius endomorphism
as described above. It is clear that w- D = D for all D € Jo(F,) is equivalent to

Jo(Fy) C ker(w — 1). This implies (w — 1) divides either g(1) or g(1). O

We now consider the polynomial ¢(¢) in more detail. Using that ¢ = w;w; for
i=1,2,3, we have

(3.3) a3 = qa; -

By the triangle inequality we find

(3.4) la1] = w1 + wa + ws| < |w1| + Jwa] + |ws| < 37 .
Consequently,

(3:5) Ng(c)/e(ar) <9q .

Let ¢ = p™ with ¢ = 1 (mod 3). If p = 2 (mod 3), then n is even, so n = 2n;
for some n; € N. Then a3 = ep®"* for some € € Z[(3], €8 = 1, and thus, with
B3), a2 = a7ep™. On the other hand, if p =1 (mod 3) we have p = 77 for some
7 € Z[¢3]. We can write ¢ = p" = #"7". Then

(3.6) az = em®""2Fpk  where k € {0,1,...,[3n/2]} and € = 1.
By B3) we have ajemn3n—2kp* = p"@g, and therefore
ay = a—leﬂ,Sn—Qkpk—n'

We distinguish three cases:

(1) k < n: Here a; is divisible by 7" ~*. Let a} be an integer in Z[(3] such that
a; = a,7 %, We find that

g(t) =3 —adm" ke ¢ ai’lewznfkt — emdnT2kpk,
Using (3.3]), we see that

9p7l
No()/alar) < PR 9p".
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(2) k > n: Here a3 is divisible by p. It follows that the coefficient of t* in F(t)
is divisible by p. We find that

g(t) _ t3 _ a1t2 +a—1€ﬂ_3n—2kpk—nt _ 67T3n_2kpk.

(3.7) g(t) = 13 — a1t* + aren™t — en"q.

In the first and second case the Picard curve is not ordinary since its p-rank is
smaller than 3 (for the relationship between the L-polynomial and the p-rank see,
e.g., [Bou00]). These cases are extremely rare, so that from now on we restrict
ourselves to the third case.

The main point of our paper is to determine a; given agz, for which we dis-
cuss an algorithm in Section @l Note that we can bound the number of possi-
ble a3 as follows. There are [3n/2] 4+ 1 possibilites for k, and for each k we
have 12 possibilities to choose ag since there are exactly 12 solutions 7 to the
equation 7w = p. If 7 is one solution, then the other 11 solutions are given by

C37Ta C327T7 -, _<37Ta _4327‘-7 fa <3?7 Cgﬂ _ﬁa _<3?7 _Cgf

Remark 3.1. For the sake of completeness, let us consider the case that F(t) splits
over Q. (The numbering below corresponds to the cases on page 1989.)

(2) F(t) splits into two factors f;(t),7 = 1,2 of degree 2i: There are six possibil-
ities for f1(¢). Over Q((3), f2(t) decomposes as (2 —ait+az)(t? —art +az),
where asa@z = ¢ and a a3 = ga;. Thus, there is only a constant number of
possibilities for the group order of Jo(Fy).

(3) F(t) splits into three factors f;(t) of degree 2: Here for each f;(¢) we have

precisely six possibilities. Hence, there are at most g—? possibilities for F'(t).
We now give a refined version of Corollary Bl

Theorem 3.1. Let C be a Picard curve over Fy with ¢ =1 (mod 3) and £ a prime
such that £ =2 (mod 3). Then

Jo(F)0) = (202 x ZJ¢Z)",  with i € {0,1,2,3}.

Proof. Let D be an element in Jo(F,) of order ¢, and let o be the automorphism
of Jo(F,) corresponding to (3. Since ¢ # 3, D? and D are distinct elements
also of order ¢. Since Z/¢Z does not have an endomorphism of order 3, we have
D ¢ (D) (the subgroup generated by D in the Jacobian). Since D + D +
D =0, we get (D,D°) = Z/IZ x ZJIZ, and ¢ induces an endomorphism on
this group. Furthermore, if D; and D, are two distinct elements in Jo(Fy)[4],
then the two subgroups generated by D;, D, along with the action of o must
either be identical or their intersection contains only the identity element, since o
is a nontrivial endomorphism of order 3 acting on the intersection. Therefore, the
action of o decomposes Jo(Fy)[¢] into a product of disjoint vector spaces of the
form Z/¢Z x Z/¢Z. Noting that the ¢-torsion over the algebraic closure of F, has
rank < 6 yields the desired result. (I
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4. A BABY STEP—GIANT STEP ALGORITHM

We now show how to determine #.Jo(F,) = F(1) = g(1)g(1) using a time-
memory trade-off. To be precise, we determine the coefficients a1, as, a3z in (1)
using Lemma [3.Il For simplicity, we describe our algorithm only in the prime field
case; it can easily be adapted to the case ¢ = p™ with n > 1.

Since n = k in [B0]), we have exactly 12 candidates for as, corresponding to
the 12 solutions to p = 7. By applying our method to all solutions (e.g., on 12
independent machines), we can easily determine the correct choice of as. Thus,
here we restrict ourselves to the case that as = wp. Using (B1) with n = 1, we
then have g(1) = 1 — aj +@rm — mp. Since a1 € Z + Z[(3] C 3(Z + Z[V/-3]), we
can write a; = by + bay/—3, where b; = d;/2 with dy,dy € Z. Note that d; = ds
(mod 2). Hence,

g)=1—7ap—(1—m)b — (14 7)vV/—3bs.

Now let D be a divisor in Jo(F,). By Lemma Bl ¢(1)D = 0 or g(1)D = 0.
Without loss of generality assume that g(1)D = 0. Then

(1 —mp)D — (14 m)v/=3bsD = (1 — m)b1 D,
or, using v/—3 = 2¢3 + 1,
(4.1) 21— 7p)D — (14 7)(26s + 1)dsD = (1 — 7)dy D.

Now, df = 4b < 4|a1|? < 36p, that is, |di| < 6,/p, and dj = 4b3 < 4]a1|*/3 < 12p
and therefore |d2| < 24/3p. To find d; and d2, we mimick a baby step-giant step
approach: For all integer values ds with |ds| < 24/3p, store the left-hand side of
(@J) in a hash table (the “baby steps”), and then for all |d;| < 6,/p check if the
right-hand side equals one of the stored elements (“giant steps”). If this is the case
for a pair (dy,ds), then we put a; = (dy + day/—3)/2, and we have that 2¢(1)g(1)
is a multiple of the order of the divisor D. From this, the exact order can be
easily determined, as shown in the pseudo-code below. Note that with the correct
solution m, the algorithm is guaranteed to succeed, while it outputs “failure” only
if the input value for © was wrong.

Algorithm 4.1. Algorithm to compute ord D for D € Jo(F,).
INPUT: Divisor D € Jeo(F)), solution 7 to p = 77
OutpUT: ord D or “failure”.

(1) { Precomputation: }
A—2(1—mp)Dand B— (1+7)(2¢z+1)D and C «— (1 —m)D.
(2) M «— |2\/3p].
(3) 1o — A— MB and R — {(ro, M)}.
(4) { Baby steps: }
For n < 1,...,2M do the following:
Tn <— Trp_1+ B.
R—RU{(rn,M —n)}.
(5) S — 0 and to «— So-
If (s9,7) € R for some j € {—M, ..., M}, then a; < j/—3/2. GOTO Step
(8).
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(6) { Giant steps: }
For n «1,...,|6,/p] do the following:
Sy — Sp_1 + C.
If (s, j) € R for some j € {—M,..., M}, then a; « (n+jyv/-3)/2. GOTO
Step (8).
tn — tn—l - C.
If (t,,7) € R for some j € {—M,..., M}, then a; « (—n + j/=3)/2.
GOTO Step (8).
(7) { No match has been found, so m was wrong. }
Return “failure”.
(8) g—1—ay +aym —7p and N « 2gg. { N is a multiple of ord D. }
(9) { Determine ord D: }
Factor N into prime factors: N = H?:l pfi.
For i« 1,...,d find the smallest number E; such that (N/pf)D # 0.

(10) Return T« H?lefﬁEiH.

It is immediate that for each divisor D, Algorithm Il requires at most
4(3 +v3)/p < 19,/p additions in the Jacobian to execute the baby steps and
giant steps; the precomputation requires O(log p) operations. We need to store at
most 44/3p + 1 pairs (D, j) € Jo(Fp) x {—M,...,M}.

Next we discuss a variant of [£]] that is designed to address some of the issues
that arise in implementing the arithmetic in the Jacobians of Picard curves. In
particular, given two divisors Dy and Do, the standard addition and reduction for-
mulas compute D3 ~ —Dy — Ds. Let this addition and reduction be denoted by .
To compute Dy + Do, an additional inversion step is required. Correspondingly, let
the standard symbol + represent addition followed by the reduction and inversion.
Now, unlike the arithmetic for hyperelliptic curves, inversion is not free. We can
avoid the extra inversion step by working in the inverse class half of the time, with
respect to a standard double and add algorithm. To be more precise, using &, after
an odd number of operations, we will be in the inverse, and hence “wrong”, class.
This merely requires us to maintain a flag that keeps track of which of the two
possible classes our current element resides. Moreover, we can exploit that d; = da
(mod 2) to break the search space up into two pieces that can be processed in par-
allel. We give the pseudo-code of the new algorithm first, with the explanation to
follow. It might be helpful to note that the superscripts “+” and “-” as well as the
variable “toggle” are due to the inversion-freeness, while the subscripts “even” and
“odd” relate to breaking up the search space.

Algorithm 4.2. Algorithm to compute ord D, avoiding inversions.
INPUT: Divisor D € Jeo(F)), solution 7 to p = 7.
OutpuT: ord D, or “failure”.

(1) { Precomputation: }
Aeven — 2(1=7mp)D and A oqq4 « 2(1—7p)D—(1+7)(2(3+1)D—(1—7)D,
Bt — —2(1+7)(2¢ +1)D and B~ — 2(1 + 7)(2¢3 + 1)D,
Ct«—2(1—7)D and C~ «— —2(1 —7)D.

(2) M «— |/3p] + 1 and toggle < 1.

(3) r — Acven and 7., g < Aeven, and Reven «— {(r;en’o, 0)}.

even,0 even,
+ - +
Todd,0 < A oqq and Todd,o < A oqd, and Rogqq — {(rodd’O,O)}.
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(4) { Baby steps: }
For n <+ 1,..., M do the following:
If (toggle = 1)
Te-t/en,n — T;/cn,n—l D B+7
rgven,n — reiven,nfl D Bi’
T:dd,n — T:dd,nq @ BY,
Toddn < Toddn—1 ® B
Else
ret/en,n — reJrven,n—l D B_’
Tgven,n — Tc_vcn,n—l @ B+7
r;rdd,n — T;rdd,n—l ® B,
Todd,n < Toddn—1 P B*.
Reven < Reven U {(r:;ren,n’ n)v (re:\ren,nv —Tl)}
Rodd = Roda U {(rg—dd,n’ 1), (roqd,n —1)}-
toggle «— —toggle.
(5) S0 < 0.
If (s0,)) € Reven for some j € {—M,..., M}, then a; «— j/—3. GOTO
Step (8).
If (50, ) € Roda for some j € {—M, ..., M}, thena; < (1+(2j+1)v/~=3)/2.
GOTO Step (8).
(6) { Giant steps: }
toggle «— 1.
Forn «1,...,|3,/p] + 1 do the following:
If (toggle = 1) then s, « s,_1 D C™T.
Else s, « s,_1® C™.
If (8n,5) € Reven for some j € {—M,..., M},
then a; «— (—=1)"*n + j/=3. GOTO Step (8).
If (—5p,7) € Reven for some j € {—M,... , M},
then a; « (—1)"T1*in + j/=3. GOTO Step (8).
If (sn,J) € Roaq for some j € {—M,... , M},
then a; < (((=1)""2n + 1) + (2§ + 1)v/-3)/2. GOTO
Step (8).
If (—spn,7) € Roaq for some j € {—M,... , M},
then a; «— (((—=1)""'*™2n + 1) + (2j + 1)v/-3)/2. GOTO
Step (8).
toggle «— —toggle.
(7) { No match has been found, so = was wrong. }
Return “failure”.
(8) g—1—ay +aym —7p and N « 2gg. { N is a multiple of ord D. }
(9) { Determine ord D: }
Factor N into prime factors: N = H?zl pit.
For ¢ < 1,...,d find the smallest number E; such that N/pfiD #0.
(10) Return T« H?zlp?i_EiH.

7

We now explain Algorithm Let D € Jc(F,). In (1), if di,ds are even,
there exist integers k1, ky with |k1| < 3,/p and |k2| < /3p and such that d; = 2k;

License or copyright restrictions may apply to redistribution; see http://www.ams.org/journal-terms-of-use



POINT COUNTING ON PICARD CURVES 1995

(i = 1,2). Substituting into (£I]) gives
2(1 —7p) D — 2(1 4+ 7)(2¢3 + 1)k D = 2(1 — 7)k1 D.
In terms of Aeyen, BT and C* (Step (2) of Algorithm E.2), this means
(4.2) Acven + ko BT = k1C™.
If dy,dy are odd, we instead write d; = 2k; + 1 (¢ = 1,2). Then
2(1—=7p)D —2(1+7m)(2¢3 +1)D —2(1 —m)D] — (1 + 7)(2{3 + 1) 2ka D
=(1-m)2k D,

which in terms of A ,4q, BT and C* reads as

A gqq + koBT = k1O,

Now assume for some n and j we have ($,,5) € Reven (Which happens if d,dy
even). Then
(=1)?(Aeven + jBT) = (=1)"nC™*.
Comparing with ([£2)), we see that k1 = (—1)7*"n and ke = j. Substituting back
in for a; yields a; = (—1)7*"n + jy/=3. The additional check if (—s,,j) € Reven is
necessary to compensate for the lack of inversions when adding divisors. In fact, if
we instead found (—sy,,j) € Reven, then we have an extra inversion to compensate
for. We obtain
(=1)? (Aeven + jBT) = (=1)"*'nC*,

which implies a; = (—1)T"*!n + j/=3. A similar argument holds for searching
for k1, ko in case the d; are odd, in which case the match is found within Roqq. In
any case, by construction of a; and with ¢ =1 — a1 + @17 — 7p, 297 is a multiple
of ord D.

Note that Algorithm requires essentially the same number of operations in
the Jacobian as Algorithm EIl but each operation is cheaper since we use “@”
instead of “+7.

Remark 4.1.

(1) Note that in most cases, Algorithm 4.1 (resp. Algorithm 4.2) recovers not
only ¢g(1) but also the coefficients of the polynomial g(¢). This gives us
the whole L-polynomial of the curve C. The L-polynomial contains more
information than the group order of the Jacobian alone. In particular, we
find #C(Fgx) for all k € N.

(2) In SectionR2we discuss how to further reduce the running time and space
requirements by working with smaller bounds on the norm of a;.

4.1. Computing #J¢c(F,). If
ord D > 12p>/2 + 40p>/% +-12,/p,

then ord D has a unique multiple in the Hasse-Weil interval [(\/p —1)%, (\/p+1)°],
which equals #Jc(F,). For cryptographically interesting curves whose Jacobian
has a group order almost a prime, this is the most likely case.

If, on the other hand, more than one multiple of ord D lies in the Hasse-Weil
interval, instead of running the same algorithm with another divisor (which is not
only expensive but also might not yield the desired result either), there are two
ways to proceed.
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Let N = #Jc(F,). By Corollary Blif a prime ¢ with ¢ = 2 (mod 3) divides N,
then also ¢? | N. Hence,
11 | N.

£|(ord D), £=2 (mod 3)

Now assume ¢ is a prime such that ¢| J[ord D and ¢ = 1 (mod 3). Let D; =
(ord D/0)D. If £| | N, then (5 must permute the ¢-torsion points generated by D,
among themselves. Now let n € Z/IZ be a cube root of unity. If (3 acts cyclicly on

Dy, then nD; = ng or nDy, = ng. If neither holds, we can conclude that ¢£2 | N.

Thus, by checking the factors of ord D, we may be able to determine a larger
divisor of N than ord D itself, which may have a unique multiple in the Hasse-Weil
interval and we are done.

Otherwise, note that Algorithm (and 1)) is designed to find candidates for
the coefficients of g(t). In particular, if ord D is very small, there might be different
candidates for g(t). Hence, if the output ord D does not uniquely determine N,
instead of terminating we continue the computation from where the algorithm’s
GOTO command was executed. This produces further successful table lookups in
R that yield further candidates for g(¢). On completion of all giant steps, the set of
candidates for g(t) contains the correct polynomial. Only the proper value for g(1)
annihilates all divisors in the Jacobian. By testing the candidates with randomly
chosen divisors, wrong candidates can be eliminated and eventually #Jc(F,) can
be determined from the surviving candidate.

5. THE HASSE-WITT MATRIX

Using the Cartier-Manin operator or, more precisely, its concrete realization as
the Hasse-Witt matrix, we can deduce information on the L-polynomial modulo p
of a curve defined over a field of characteristic p provided that p is not too large.

5.1. The definition and consequences. If C is a Picard curve, the form of the
Hasse-Witt matrix is known explicitly.

Theorem 5.1. [Sar91] Let C : y3 = f(z) be a Picard curve defined over the finite
field F, of characteristic p. Set F(z,y) =y* — f(x) and let

(5.1) Fz, gt =Y cja'y.
0

Then the Hasse-Witt matriz of C is equal to
Cp—1,p—1 C2p—1,p—1 Cp—1,2p—1
Cp—2,p—1 C2p—2,p—1 Cp—2,2p—1
Cp—1,p—2 C2p—1,p—2 Cp—1,2p—2

Given a matrix A = (a;;) with entries in Fy, let A®) denote the matrix (af;)-
The next theorem gives a means to compute the L-polynomial modulo p.

Theorem 5.2. [Man65| Let C be a curve of genus g defined over a finite field
F, of characteristic p and let A be the Hasse-Witt matriz of C. Set Ag =
AA®P) ... AP =1 Suppose F(t) is the characteristic polynomial of the Frobenius
endomorphism and x4 (t) is the characteristic polynomial of Ag. Then

F(t)=(-1)t9xs(t) (mod p).
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In Section we show how to efficiently compute the Hasse-Witt matrix and
hence F(t) modulo p in the Picard case. Assume now that we know F'(¢) modulo
p. This information can be used to speed up the algorithms from Section [ as
follows. Recall case (3) on page 1990 where F'(t) splits into ¢g(¢)g(t) over Z[(3] with
g(t) = t2 — a1t? + agn"t — 7"q for some 7 € Z[(3], 77 = p and a; € Z[(3] not
divisible by p. We can write

F(t) =1° — c1t’ + cot” — e3t® + coqt® — 1¢’t + ¢ € Z[t],
where
a1 =Trg(e)/0(a1),

(5.2) c2 =Ng(s)/alar) + (@™ + aym™),
’ c3 =ap’m" + aim”

=Trg(¢y)/(a1)(@m" + ar1™") — No(ey)/glan) (7" + 7).
Using Theorem (2] we find ¢; modp. Now we have 12 possibilities for 7™ and
six possibilities for 7™ + 7™. Since we can run through all such possible solu-
tions, we can assume that we know 7. Then we can solve the system (52 for
(@™ 4 a17") mod p and Ng¢,)/g(a1) mod p. This yields di, d» modp in the
representation a; = (dy + dav/—3)/2.

Example. We illustrate the above by an example over the relatively small field
F,: = Fp(a), where p = 1249 and o? + 28a + 328 = 0. Consider the curve
C:y? =2+ for® + fixz + fo with

fo="T41la + 329, f1 =463 +807 and fo =38l + 84.

Then, modulo p, F(t) = t5+16t5 +60t* +47t3. Now choose 72 € Z[(3]\ Z such that
7272 = p?, for example, 72 = 871 — 560(3. From the L-polynomial we can compute
d; and dy modulo p where a; = (d; + d2y/—3)/2. Using that |a;| < 3p (see [B.4)),
we find a list of candidates for [a11,a12] in the representation a; = aj; + a12(s.
By choosing a random divisor D in the divisor class group of degree zero and
trying all possible candidates [dj,ds], we find that a3 = —548 4+ 169(3. Then

#Jc(F,2) = 3799499968769928913.

5.2. Computation. Now we describe how to efficiently compute the Hasse-Witt
matrix of a Picard curve C. If p =1 (mod 3), the Hasse-Witt matrix has the form

o
* %
*
If p=2 (mod 3), it looks like
*
* )
* %

in particular, C' does not have maximal p-rank.

For simplicity, let us concentrate on the case p = 1 (mod 3); the case p = 2
(mod 3) works analogously.

The matrix entry ¢,_1,—1 is the coefficient of zP~1yP~! in (G1]), which is equal

to
<p . 1)
p—1
3

2p—2
fpgl )
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where fﬁf 12 denotes the coefficient of zP~! in f2P~2/3. (In general, let f} denote
the j-th coefficient of f%/ 3.) Furthermore,

;il f225:127 Cp—2,p—1 = (Z) fsggz,
h f225__227 Cp—12p—2 = (’;;11) fﬁ:ll-
Lemma 5.1. Let p be a prime, p=1 (mod 3). Then (pgl) = (-1)* (mod p). In
particular, (1;;11) =1 (mod p).
3

Cp—1,p—1 =

Cp—2,p—1 =

Proof. We have

S1) _ - De=2) k) _ (21 (h)
(") = R e = EE = o)

For the second statement, it suffices to note that since p is odd, p =1 (mod 6) and
thus (p — 1)/3 =0 (mod 2). O

It remains to compute the coefficients of zP=2, 2P~ 22P=2 and 22’1 in hy(x) =
f@P=2/3 and of 2P~ in hy(x) = f(x)P~D/3. A naive implementation of this com-
putation would take O(p) operations in F,. Bostan, Gaudry and Schost [BGS04]
give a much faster algorithm for computing a fixed coefficient of a polynomial of
the form f" for some h € N. There, it is used to determine the Hasse-Witt matrix
of a hyperelliptic curve, but it can easily be adapted to Picard curves. We briefly
summarize the main idea and describe the differences in the Picard curve case.

Let us first consider hy (the argument for ho is analogous). For simplicity, we
write h instead of hi. The function h satisfies the differential equation

2(p—1)

1

fh' — Tf’h =0.
For the k-th coefficient of this identity we obtain
(5.3)
2(p—1
(k + 1) fohrss + (k - %)> i
4(p—1 8(p—1
+ ((k -1)- %) Jahi—1+ <(k —-3)— %) hip—3 =0,

where f(z) = 2* + fo2% + fiz + fo. Now let Uy, = [hg_3, ..., ht)t, and let A(k) be
the 4 x 4 matrix

0 1 0 0
0 0 1 0
0 0 0 1
B (k=) g LCEF-(k-2) AU (k1)
fok fok fok

The initial vector is o)
Up=10,...,0,fy = ]~
By @3), U1 = A(k+1)Uy. For the Hasse-Witt matrix we need the vectors Up_1q
and Usp—1. The algorithm from [BGS04] computes Uy 41 = A(k+1)--- A(1)Up in
time O(vk), where O(m) is the Soft-Oh notation that does not take into account
any contributions in terms of logm. Since that algorithm only works for matrices
whose entries are polynomials in k (and not rational functions), we have to slightly
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modify the sequence Uy. So define Vi, = f¥k!Uy. Then Vi1 = B(k + 1)V} where
B(k) = fokA(k) and Vj, is a sequence of matrices whose entries are polynomials in
k. Note that

V1= g_l(p_ DWp—1 = — g_lUp—lv

by Wilson’s lemma. The power f§ ~! can easily be determined using a square-and-
multiply technique. Now, since k! =0 (mod p) for k > p, the sequence V}, does not
make sense in F, = F,» for k¥ > p. For computing the (2p — 2)-th and (2p — 1)-st
coefficients of f(27=2)/3 we lift the problem to characteristic zero, more precisely,
to the unramified extension W of Q, with residue degree g. Since the p-valuation
of (2p —1)! is equal to 1, it is enough to do all computation with precision 2. Since
we easily check that (2p — 1)! = p (mod p?), we have

Vap—1 = pfs? DUpey (mod p?).

So we are left with the efficient computation of V,_; and V5,_1, which works just
as described in Sections 2 and 3 of [BGS04]. The running time of the algorithm is

O(/p log® ploglog® plog log log p)

operations in [Fy, where it is assumed that the multiplication of two polynomials of
degree n takes O(nlog(n)loglog(n)) operations.

6. RUNNING TIMES

We now discuss the running time complexity of our new method. As before, let
g=7p". Let N = #Jc(F,). As seen in the previous section, the Hasse-Witt matrix
can be computed in time 5(\/5)

In the prime field case, Algorithm 2 requires O(,/p) = O(N'/6) operations in
the Jacobian. No gain is achieved by combining it with the computation of the
Hasse-Witt matrix.

If n = 2, the most efficient approach is to first compute the Hasse-Witt matrix
and determine dj, dy modulo p (where a; = (d; + d2v/—3)/2). Then a slight modi-
fication of Algorithm 2] computes ord D for any D € Jo(F,) in a constant number

of steps. The overall running time is O(,/p).

TABLE 1. Running time complexities for computing N =
#Jc(F,). (For n =1 or n = 4: number of operations in F,.)

n Running time in terms of
(¢=p") p | a=p" | N=#Jc(F,)
| oWp | Olya) | owvo
9 Q(\/l—)) Q(q1/4) Q<N1/12)
3 O(vp) | O(¢"°) O(N'/1%)
4 O(p) | O(¢'") O(N'/12)
>4 ([GG03]) | O(pn®) | O(¢™n3) | O(NY/3n3)
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If n = 3, then d; and dy are bounded by O(p3/2). Upon computing the Hasse-
Witt matrix and determining d; modulo p, Algorithm takes O(pl/ 4) operations
in the Jacobian. Still, the total running time is 6(\/;5)

For n = 4, the d; are of size O(p?). Then Algorithm 2 requires O(p) operations
in the Jacobian, which results in an overall running time O(p).

For n > 4, the Gaudry-Gurel extension of Kedlaya’s algorithm [GG03] for com-
puting the cardinality of the Jacobian of a curve is definitely faster than our ap-
proach. It runs in time O(pn3).

We summarize our discussion in Table[Il If n = 1 or n = 4, the most time-
consuming step is the baby step—giant step algorithm. In this case, we give the
complexity in terms of operations in IF; rather than in Soft-Oh notation.

7. COMPUTATIONAL RESULTS

We implemented Algorithm [£2]in C++ using NTL. Here we give four examples,
three of which are over a finite prime field IF,,, and one over a field F,s where the
algorithm is most efficient (cf. Table [Il). In all examples, the Picard curve C is
given by the equation y3 = z* + fo2® + fiz + fo.

(1) We take p = 123456799903. Then p = 1 (mod 3), and one solution of
7T = p is given by 7 = —396954 — 271123(3 where (3 = (—1 + /=3)/2.
Since in cryptographic applications we aim for Jacobians with prime or
almost-prime group order, we first determine parameters fo, f; and fy for
C such that Jo(F,) has no 2- and 3-torsion points. We use

fo =17832302073, fi; = 31508807039, and fp, = 100619648414.

We then apply Algorithm 2] which finds a; = 186266 — 281004¢3. We
compute

#Jo(F,) = 1881666909417341162265915946849651,

which is a prime with 34 decimal digits. Once the correct element 7 was
found, this computation took 575.75 seconds on a 2000 Mhz laptop with
512 MB RAM. The total running time is about 12 times as high, given that
the algorithm has to be run for each of the 12 possible choices for 7. Recall
that the latter can be fully parallelized.

(2) Let p=251123481769 = 1 (mod 3) and C be the Picard curve

y® = 2t + 91045798812 2% 4 220534121135 2 + 188632117268

over F,. We find 7 = —356107 + 216933(3 and a; = 430420 + 480361(s.
Then #Jc (F,) = 15836576914121881401954674414636461, which has a 32-
digit prime factor.

(3) Let p = 5467598293543. Given our particular implementation, this is
roughly the largest prime for which we can run Algorithm entirely in
RAM memory. We apply our algorithm to 50 random Picard curves over F,,
with no 2- or 3-torsion. During the first few such computations, we observe
that only three different values of 7 ever occur as correct choices, namely
2494359 + 2142293(3, —2142293 + 352066(3, and —352066 — 2494359(s,
which differ by primitive cube roots of unity. For each curve, we thus use
Algorithm with these values of 7 first (and we are always successful in
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finding a; that way). For C with parameters
fo = 2089118456211, f; = 5172274005281, and fy = 2251178161215,
and with m = 2494359 + 2142293(3, we find that a3 = 236476 + 1436356(3.
This yields
#Jo(F,) = 163451862786655376815035856445333176273,
a 39-digit (127-bit) prime. The associated L-polynomial is
L(t) =1 + 963404 t + 5023890226968 t> — 7372470654968953727 ¢
+ 27468613631917591758867624 t* +-28800607179835035496000192697996 t°
+ 163451833986020728373740908484459374007 5.

For each given 7, Algorithm took just over two hours with a dual 2800
Mhz processor with 1.5 GB of RAM, with only one processor being used for
the computation. Because of memory constraints, the odd and even cases
were run in serial rather than in parallel.

(4) Now let p = 1000033 = 1 (mod 3) and let Fy = ;s = Fp(«) where a is a
root of the polynomial 3 4 594964t + 635999t + 958324. We choose

fo = 32340902 + 882832c + 836130,
fi = 2822740” + 299397 + 199524,
fo = 88913a% + 372958a + 979902,

to achieve that C : y® = 2% + fox? + fix + fo has a Jacobian without 2-
and 3-torsion points. We compute the Hasse-Witt matrix and determine
the L-polynomial of C' modulo p as

L(t) = t* + 948468 t* + 893878 ¢ + 810643.

For each choice m with 77 = p we then compute d; and dy modulo p. For
m=1154468017+554835313(3, we find d; mod p = 51565 and dy mod p €
{23327,976706}. Then a variant of Algorithm is run, which considers
only these congruence classes of d; mod p. We find a; = 985046624 —
1023360(3, and determine

#Jo (F ) =1000297037235511938842496644574071818992774646718689681 = 112%¢,

where ¢ is a 173-bit prime. Applying our baby step—giant step algorithm
took 570.32 seconds on the same machine as for (1), this time using an
implementation in Magma [Mag]. Again, the entire computation involves
12 such applications.

8. MISCELLANEOUS

8.1. Parallelization. It is possible to parallellize the algorithms of Section @ by
employing a divide-and-conquer approach based on congruences.

Let « € Z[(3] be fixed. We can write a; = 8 (mod «) for some residue 5 modulo
a. Then there exists v € Z[(3] such that a3 = § + ay. Substituting this into (31
we get

9g(1)=1-B+ay+B+ayr —mp=1—F+ fr —np—a +7ar.
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Assuming we know 3, we then have to solve for 7, which is similar to the situation
in Section Ml where we solved for a;. The advantage now is that the search for ~
occurs in the range

Since we may take |3| < |a|, this results in a speed-up of a single run of the
algorithm by a factor of |a|, and a decrease in the memory requirements by the
same factor. But since [ is unknown, this method has to be applied to all N(«)
different congruence classes modulo «. Thus, the overall running time increases
by a factor of || so that this parallelization is only interesting if there are N(«)
processors available, or if there is not enough memory available to store the /3p
baby steps as required by Algorithm

8.2. Norm of a;. Recall that in Section Hl we wrote a; = (d; + d2v/—3)/2, and
used the bound [B.3]) Ng(¢,)/q(a1) < 9¢ to bound |d;| < 6,/g and |da| < 24/3¢. Here
we report on experimental results that suggest that for the majority of curves, the
norm of a; is much smaller. Thus, Algorithms [4.1] and search ranges which are
unlikely to contain a;. This offers room for improvement, as we discuss below.

We worked with 62 prime fields F), with p =1 (mod 3) and p ranging from 397
to 500029. For each such field, for 1000 randomly chosen Picard curves with no
(1 — (3)-torsion, we calculated the norm of a1, and since a; # 0, we computed

k = [9p/No(cs)/e(a1) -
We give a sample of our results in Table2l Here, columns 2-7 show the number of
curves with k-value in the specified range, and the last column shows the median of
k. We see that the medians ranged between 12.22 and 13.8. The number of curves

TABLE 2. Sharpness of the bound B.5) on Ng(¢,)/g(a1). Number
of curves (out of 1000 random curves over F,, with irreducible L-
polynomials over Q) for which [9p/Ngc,)/0(a1)] = k.

. p k=1-3]4-6][7-9]10-19]20—29 [k > 30 || median |

20011 98 144 | 157 280 102 219 12.87
40009 113 144 | 153 254 117 219 12.31
60013 108 169 119 250 105 249 13.61
80071 111 162 139 270 91 227 12.32
100003 112 149 139 252 89 259 12.57
140053 101 153 121 267 117 241 13.8
180001 113 135 116 295 105 236 13.37
220009 115 130 143 277 88 247 12.95
260011 99 135 130 280 111 245 13.58
300007 110 168 126 255 107 234 12.6
340027 115 152 145 258 103 227 12.26
380041 106 164 | 136 274 105 215 12.2
420001 123 148 125 254 115 235 12.99
460039 107 140 124 294 100 235 13.07
500029 100 137 | 139 292 93 239 13.53
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TABLE 3. Expected speed-ups Sy when search for a; is restricted
to No(cy)/o(a1) < 9p/M. Here, Py is the fraction of curves from
Table P with k& > M.

(M 45 6 [ 7 ] 8]9 1 ]11]12]13]14]
Par [ 0.89]0.8410.79]0.75] 0.7 [0.66 | 0.61[0.57 [ 0.53 | 0.5 [ 0.47
Sa || 1.62]1.65]1.64 | 1.63 | 1.57 | 1.53 | 1.45 | 1.38 | 1.31 | 1.26 | 1.21

with k < 3 seemed to be consistently about 10%, so the extreme values for the
norm of a; (close to the theoretical bound) seem very rare. Thus, we can decrease
the memory requirement and the running time of Algorithm by searching for
a1 in a restricted range. The price to pay is that we are no longer guaranteed to
find a value for a;. Our algorithm is no longer deterministic, and we may have to
check more than one curve to successfully determine the L-polynomial of a Picard
curve. But with a careful choice of the search range for a;, the expected running
time will be shorter than with the deterministic variant, with the added advantage
of smaller memory requirements.

To be more precise, consider the following. If we run the deterministic version
of the algorithm, we expect, on average, to check 6.5 (out of 12) values of 7 before
we find a;. If we are to search for a; satisfying Ng¢,)/0(a1) < 9p/M, we expect
to check 6.5 values of 7 before finding a; if we have a curve with k& > M, and
all 12 values of 7 otherwise. For each such =, this search is by a factor v M
faster than in the deterministic version. With P;; denoting the probability that a
randomly chosen Picard curve has k > M, we expect to check 6.5+12(1/Py;—1) =
12/Ppr — 5.5 values of . Thus the overall speed-up of this approach is

6.5
- 12/Py — 5.5 VAL
Note that this assumes a serial setting, where the 12 values of 7 are computed
consecutively on a single machine. In Table 3], for sample values of M we give the
observed probabilities Pj; where the sample space is the set of all 62,000 curves for
which we calculated a; and k. The last line contains the corresponding expected
speed-ups. Using a value for M of about 5 seems optimal, but larger values of M
still yield an overall decrease in the running time, and also allow for the computation
of larger examples because of the decrease in memory requirements. The observed
crossover for the running time of the two variants occurs with M = 20.

S

9. CONCLUSION

We presented an algorithm in time and space O(,/q) for point counting on Picard
curves in large characteristic ;. It improves on the ordinary baby step-giant step
algorithm but is still exponential. Combined with the precomputation of the Hasse-
Witt matrix, it is possible to find cryptographically interesting curves over Fps in
less than 10 minutes on a single laptop. We were also able to count the number of
points for a Picard curve defined over a prime field of size ~ 5 - 102, which gave a
39-digit (127-bit) prime group order, the largest example computed so far.

However, computing the cardinality of a cryptographically interesting Jacobian
in the prime-field case still seems to be out of reach. For example, for a 156-bit
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Jacobian Jo(F,) we would have to work with a 52-bit prime p. Our algorithm then
would require about 230 &~ 10° operations in Jo(F,) for each of the 12 candidates
for , and a hash table with about 22° ~ 5-10% entries. Taking 32 bits for the hash
value of the divisors and 32 bits for the index, we obtain storage requirements of
about 4 GB RAM. (Note that one could reduce the number of “baby steps” by a
constant factor, but at the expense of increasing the number of “giant steps” by the
same factor.) Very recently, Gaudry and Schost [GS04] designed a space-efficient
variant of a baby step—giant step algorithm by Matsuo, Chao and Tsujii [MCT02]
that likely can be modified for our application. This should enable us to compute
even larger examples, and is future work.

Another possibility is the design of an algorithm that is less generic. For example,
one could use a method to find the ¢-torsion points of the Jacobian of a Picard curve
for small ¢ [ELW].

Our algorithm can also be used for hyperelliptic curves of genus 3 with an au-
tomorphism of order 4. Let C be a hyperelliptic curve of genus 3 over a field F, of
characteristic p # 2 and of the form

y? =27 + az® + bz® + cx,
where a,b,c € F,. If ¢ = 3 (mod 4), the L-polynomial of C splits. If g =1 (mod 4)
we proceed just as in the Picard case, but replacing the field Q(¢3) by Q(7).
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