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On Cryptography of 
“The Ubiquity of Elliptic Curves”
Dear Prof. Goins and Editors of the Notices of the AMS,

The article in the February issue of the Notices titled “The 
Ubiquity of Elliptic Curves” by Edray Herber Goins is an 
engaging introduction to the fascinating world of elliptic 
curves. The article mentions several important applications 
of elliptic curves in cryptography. As a cryptographer my-
self, I feel compelled to correct the record regarding several 
claims in the article.

The article sketches the elliptic-curve Diffie-Hellman 
protocol, which allows two parties to compute a shared 
secret from their public shares. Variants of this protocol 
secure much of today’s Internet, and its creators, Whitfield 
Diffie and Martin E. Hellman, were recognized for their 
contribution with the prestigious ACM A. M. Turing Award 
in 2015.

Using the cast of characters and notation of the article, 
Shuri and T’Challa negotiate a key using the Diffie-Hellman 
protocol by exchanging public shares [s]P and [t]P. Their 
shared secret, which only they can compute, is [st]P. (The ar-
ticle conflates authenticity, i.e., “Shuri and T’Challa can feel 
confident that they are indeed who they say they are” and 
secrecy, which is what the Diffie-Hellman key agreement 
offers, but this can be repaired with some modifications to 
the protocol.) The more substantive issue is that the article 
seems to imply that the security of the protocol rests on 
the hardness of recovering secret s and t from the public 
shares, known as the (elliptic curve) discrete logarithm 
problem. Hardness of this problem is necessary but not 
sufficient. The actual problem faced by the eavesdropper 
is to compute [st]P from [s]P and [t]P, which is known as 
the (Computational) Diffie-Hellman problem.

Although the distinction may appear to be subtle or 
even trivial (we do not know any candidate groups where 
the Computational Diffie-Hellman problem is easy but the 
discrete logarithm problem is hard), the grand program 
of precisely relating hardness assumptions and security 
of protocols such as this one has played a central role in 
development of cryptography as a rigorous discipline. A 
common misconception, which the article echoes, is that 
the attacker’s goal in breaking a cryptographic protocol 
is to recover secret keys of the honest participants. This 
is rarely the case; relatively few cryptographic definitions 
require the adversary to produce a secret key in its entirety. 
Instead, definitions typically focus on the damage that the 

New Online Notices Format
Dear editors,

I found the new Notices of the AMS webpage to be a step 
down from the previous version. One of the most annoying 
things is that I could no longer select a past issue I want 
from a pull-down menu and see a webpage with links to all 
the articles in that past issue. Clicking on the “back issue” 
link takes me to a page with only links to the entire PDF of 
the full volume of earlier issues. When would anyone ever 
want to download the entire volume of a journal? Readers 
are always looking for a specific article.

Please revert to the earlier format.

Sincerely,
Izube Reitung 

(Received March 21, 2019)

A NOTE FROM THE AMS. Thank you for sharing your 
comments; Notices online users have provided us with 
valuable feedback on the new webpage. This feedback 
has led to updates that include submenus to make 
navigation of the new format more user-friendly. These 
updates were released at the end of April, 2019. 
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rich and diverse field, with dozens of subareas with their 
own priorities and skillsets. It greatly benefits from con-
tributions by experts from other subjects, with the only 
prerequisite being an open mind and intellectual curiosity.

—Ilya Mironov,
San Francisco, CA

(Received March 14, 2019)

adversary seeks to inflict, such as reading a sent message 
or forging a signature.

As an example of elliptic curve cryptography in the real 
world, the article uses HomeKit, Apple’s smart appliances 
framework. HomeKit-compliant devices are expected to 
use a particular set of protocols and parameters, such as 
Curve25519 for encryption or 3072-bit prime modulus for 
password authentication.

The article claims inaccurately that the discrete logarithm 
problem in a 3072-bit prime field is as hard as AES-256. 
In reality, the (conjectured) security of 3072-bit discrete 
logarithm is a rough equivalent of AES-128. By comparison, 
to achieve parity with AES-256, one would have to use a 
modulus that is approximately five times as long. (See, for 
instance, NIST Special Publication 800-57 “Recommenda-
tion for Key Management.”)

The article concludes with an anecdote that somehow 
explains lukewarm adoption of the HomeKit specification 
with the software engineers’ unfamiliarity (due to their 
assumed unsophistication) when it comes to elliptic curve 
arithmetic. While I cannot offer any insight into HomeKit’s 
market strategy, I do disagree with the statement that soft-
ware developers are intimidated by elliptic curve cryptog-
raphy. In fact, quite the opposite is true.

After more than a decade of cautious experimentation 
by the industry and efforts by standardization bodies such 
as NIST, ANSI, or IETF, elliptic curve cryptography adoption 
kicked into high gear when Suite B was released by NSA in 
2005. In its announcement NSA strongly endorsed several 
elliptic curve-based protocols. Transport Layer Security 
(TLS), the protocol behind the secure version of HTTP, 
incorporated support for elliptic-curve key agreement 
starting in 2006. The Bitcoin protocol, as described in the 
2008 paper, is based on a (Koblitz) elliptic curve. Following 
Bitcoin, virtually all blockchains use some elliptic curves 
for their public-key operations, and, thanks to the recent 
boom in cryptocurrencies, elliptic curve arithmetic has been 
implemented by enthusiasts on every conceivable hardware 
platform and in a myriad of programming languages.

To the best of my knowledge, the primary source linking 
HomeKit’s woes with its Curve25519 requirement was a 
Forbes article from July 2015 (https://www.forbes.com/
sites/aarontilley/2015/07/21/whats-the-hold-
up-for-apples-homekit). Forbes’s story is, however, more 
nuanced and positive. The first—unoptimized—ports of 
elliptic curve cryptography mandated by HomeKit were 
indeed unacceptably slow, such as needing 40 seconds to 
open a smartlock. Later implementations, assisted by spe-
cialized hardware and additional memory, turned out to 
be much more efficient. If anything, we can conclude that 
engineers successfully internalized necessary concepts from 
computational number theory, refactored their implemen-
tations, and achieved their performance targets.

I’d like to conclude my letter on an optimistic and 
welcoming note. Modern cryptography is a remarkably 
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