
710    Notices of the AmericAN mAthemAticAl society Volume 67, Number 5

KEYSTONES

Computer systems that need to account for uncertainty—
such as those enabled by artificial intelligence (AI)—require 
novel approaches to evaluate their trustworthiness. These 
systems exhibit probabilistic behavior that depends on 
data from sources (sensors and computation) with varying 
degrees of trust, uncertain availability, and complex sto-
chastic relations. Hence, describing the valid behavior of a 
probabilistic system and verifying that an implementation 
satisfies a formal specification require new approaches [1]. 
Furthermore, the problem becomes more challenging when 
adversaries can influence decisions (to induce erroneous 
detections or misinterpretation of the state of operations 
and more generally to force wrong decisions) by manip-
ulating observations or the results of actions taken by an 
AI-enabled system (a system designed to perform tasks that 
normally require human intelligence, such as visual per-
ception, threat assessment, or complex decision making). 
Therefore, evaluating trust in the presence of adversaries 
requires the triad of describing the relevant threats, estab-
lishing a set of assurance mechanisms to counter those 
threats, and characterizing valid behavior in a way that is 
amenable to verification. While a comprehensive solution 
to the problem of evaluating trustworthiness in adversar-
ial settings is an open problem, its solution will rely on 
mathematics at various levels, from modeling threat and 

counterthreat behaviors and valid behavior of a system 
to designing robust protection mechanisms and Bayesian 
inference engines needed to estimate trust.

The MITRE Corporation is addressing the trust inference 
question in two specific AI applications. First, we have de-
veloped a trust inference engine for the widely important 
problem of trust in positioning, navigation, and timing 
(PNT) information. Such inference considers multiple 
sources of information, such as the Global Positioning Sys-
tem (GPS) and other sensor inputs, situational awareness 
information, and auxiliary sources (e.g., network data). 
The challenge is to fuse trust assumptions and assessments 
of these sources into useful assurance metrics that can be 
scrutinized and refined. Our solution, PNTTING (PNT Trust 
Inference Engine) facilitates this trust fusion according to 
probabilistic models with rigorous semantics, leveraging 
the emerging work in probabilistic programming lan-
guages (e.g., languages such as Anglican [2] or Gen [3]). 
PNTTING’s probabilistic models describe relations between 
inputs and outputs and how inputs are transformed and 
combined. PNTTING encodes input transformations and 
other relations via probabilistic models developed by as-
surance model designers and PNT engineers.

Second, the work on PNTTING is being extended to 
address the problem of evaluating the extent to which we 
can trust the decisions made by autonomous vehicles (AVs) 
in adversarial environments. The goal of this new effort is 
to develop a similar formal framework and a probabilistic 
inference engine to assess AV decision-making platforms. 
Vehicles belong to a class of cyber-physical systems that 
can be exploited to cause serious harm. Thus, assessing the 
validity of an AV decision-making platform in adversarial 
conditions is a critical problem that requires modern prob-
abilistic modeling concepts [4], as well as state-of-the-art 
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probabilistic computing concepts [3], to attain rigor and 
practicality.

Our methods to evaluate trust leverage the vast research 
done in probabilistic modeling and inference [2], [3], [5], 
[6]. Adaptation of these methods leads to many open math-
ematical questions, including: What is the effect of our prior 
assumptions of trust? How much computation is needed 
for accurate trust inference? What is the dependence of this 
inference on the possible metrics for validity? Answering 
these questions requires logic, statistical methods, theory of 
algorithms, and advanced programming language concepts.
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Graduation: an intersection of who 
you are and who you will become.

Graduate Student Members: Is this your big year? If 
you are graduating this year, take advantage of your 
discounted AMS Introductory Membership rate next 
year! This rate is available for five continuous years 
as you transition through your early career. For more 
information, watch for your 2021 membership renewal 
coming this August and receive 25 AMS “points”* 
when you renew as an Intro member!

* Apply points toward the purchase of AMS products, including book 
purchases, and even as a partial payment toward your next membership.purchases, and even as a partial payment toward your next membership.

The AMS will continue to 
support you on your journey!
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