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Much of human activity involves assets, objects that hold
value that can be transferred between users, such as gold,
cash, or stocks. In the modern era, we want some assets
to be digital, or stored entirely as computer data. Since
there are no physical items (like gold bars) to represent
such an asset, its existence is equivalent to having a com-
puterized ledger (or state) of the asset, which keeps track
of how much of the asset each user owns, and a protocol, a
set of rules that define how the ledger changes and govern
user actions involving the asset.
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Formost currencies such as the USD (USDollar), banks
already accomplish digital assets by storing the ledger (say,
how many USD each user owns) as numbers in some data-
base; people can withdraw/transfer funds by running soft-
ware that interacts with the database according to protocol.
However, we might want digital assets to have additional
“democratic” properties:
1. The asset should be decentralized: there is no single

central authority that could render the protocol unus-
able by failing and/or purposefully denying service to
its users.

2. The asset should be permissionless: anyone should be
able to become a user of the asset if they follow the
protocol.

Banks fail these objectives. For example, if a bank is shut
down (via computer failure, government coercion, etc.),
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the users lose access to their assets immediately. We call a
digital asset that fulfills these additional properties a cryp-
tocurrency. The word blockchain refers to an instantiation
of a cryptocurrency-inspired protocol; it has also become
the name of the field of research for these protocols.

Even as a mathematician with little interest in finan-
cial speculation, I enjoyed the mathematical content lying
underneath the digital gold rush of cryptocurrencies and
blockchain. I wrote this specific paper to answer the ques-
tion, “what aspects of blockchain might be interesting
for a mathematical audience?” What I mean by “mathe-
matical” also includes fields adjacent to mathematics (ba-
sically, fields where practitioners prove theorems):
1. Since a blockchain saves some state across different

users, it is natural to study it with distributed systems
theory, especially consensus, which studies: “how do
we get 𝑛 nodes to agree on something, where the net-
work and/or some of the nodes can be faulty?”

2. Game theory and mechanism design are very relevant
as blockchain participants are usually dealing with
money. These fields predict user behavior and align
the incentives of the users with those of the protocol
designer.

3. Many primitives in blockchain depend on understand-
ing what is “easy” or “hard.” In particular, blockchain
tries to serve large numbers of users while keeping cer-
tain actions difficult to prevent attacks on the system.
These are the fundamental problems of cryptography.

4. Cryptocurrencies (or currencies built on top of cryp-
tocurrencies!) are financial assets. Mathematical fi-
nance studies these objects and associated phenom-
ena.

To start, let us try to create a cryptocurrency from scratch,
leading to the main ideas of Bitcoin. After that section, I
will introduce case studies of specific topics. As they are
mostly independent, I invite the reader to skip around
guided by their own interests and background; for exam-
ple, “Consensus Meets Blockchain” would be more inter-
esting for a reader who is already familiar with and/or in-
terested in theoretical computer science.

We Build a Cryptocurrency
First, we need to identify and authenticate users. We
do this with a digital signature protocol, which provides
pairs of public and private keys. The public key acts as an
“account” (a user can have many public keys) that owns
some amount of the asset, and the private key is kept by
the owner and can be used to sign messages. Digital sig-
natures allow anyone to verify (with the help of the asso-
ciated public key) that it is extremely unlikely for anyone
other than the owner of the matching private key to have
signed the message. Messages are to be broadcast (sent to
all users).

𝐵𝐺 𝐵1 𝐵2

𝐵3

𝐵′3

𝐵4

Figure 1. A representative visualization of many blockchains
inspired by Bitcoin.

Second, users need to be able to send assets. We al-
low users to create transactions, which are messages of the
form “𝑥 sends amount 𝑧 to 𝑦” (signed by 𝑥), where 𝑥 and
𝑦 are public keys representing their owners. A block is a
collection of transactions. It is dangerous for blocks to be
“taken out of context” since they can be mutually exclusive
(for example, maybe the transaction “𝑥 sends 𝑧 Bitcoin to
𝑦” was put in two blocks 𝐵 and 𝐵′, so we do not want to
double-count that as part of the same history). This mo-
tivates having each block refer to a particular state of the
blockchain from which the block dictates the next steps to
take; in other words, a block is a “state transition function”
from a specific state to the next. Putting it together, each
block should contain:
1. a reference to a parent block (if 𝐵1 is 𝐵2’s parent, we say

that 𝐵2 is 𝐵1’s child);
2. a set of transactions;
3. a digital signature of the block publisher.
Complementing this design, at the beginning of our

protocol, we can define a genesis block 𝐵𝐺, a block encod-
ing an empty state with no parent. Then, we can visualize
blocks as the nodes of a graph where each block has a di-
rected edge towards its parent, which is a tree where each
block 𝐵 identifies a unique chain 𝐵 → 𝐵𝑘 → 𝐵𝑘−1 →⋯𝐵𝐺.
Thus, each block 𝐵 corresponds to a unique state defined
by the empty state iteratively updated by the transactions
chain in the reverse order 𝐵𝐺 , … , 𝐵𝑘, 𝐵.

Note that our blockchain can fork, which happens when
we have two different child blocks with the same parent.
We say that a block 𝐵′ is a descendant of another block 𝐵 if
there is a directed path from 𝐵′ to 𝐵 (resp., from 𝐵 to 𝐵′) in
this graph. We say that two blocks conflict if neither are de-
scendants of the other (equivalently, when the two blocks
appear in different paths in a fork). Two conflicting blocks
correspond to different and possibly incompatible states;
in particular, the leaf blocks (blocks with no children) are
the candidates for “latest” states of the blockchain. We
now have a problem: “how do we resolve forking?”

To resolve forking, we need a rule that tells a user which
block to consider as the “true state.” We need to consider
users having potentially different views (the set of blocks
they have seen), which can happen because of network la-
tency, attackers, etc. Abstractly, we need a fork-choice rule
that takes as input (𝑉, 𝐵), where 𝑉 is a user’s view and 𝐵 is
a block in the view with at least one child, that outputs a

NOVEMBER 2021 NOTICES OF THE AMERICAN MATHEMATICAL SOCIETY 1741



unique child block of 𝐵. If we repeat the fork-choice rule
starting at the genesis block, we are guaranteed to end up
at a leaf block in𝑉 , whichwe call the head of the chain of the
view. The protocol-following user is to consider the head
of the chain as storing the “true history” of their view.

Forks are hard to avoid because they can be created non-
maliciously. For example, in Figure 1, the fork between 𝐵3
and 𝐵′3 may have occurred because an honest miner pub-
lished block 𝐵′3 off 𝐵2 before seeing 𝐵3 in his view. On the
other hand, malicious forking can be very damaging. The
typical example of this is a double-spending attack, where
the attacker 𝑥 gets the other users to accept a block 𝐵 that
includes a transaction 𝑇 where 𝑥 paid some money, ob-
tains some (real-life) service in return for 𝑇, and then gets
the other users to accept a forked chain starting from the
parent of 𝐵. If successful, then 𝑇 is effectively forgotten
and the attacker can spend the money again in the future.

With these considerations, it is very important to have
a fork-choice rule that is “robust” to forking. We now list a
few intuitive approaches to fork-choice rules and why they
fail:
1. Favor the “earliest” created child block when we see a

fork: timestamps are easy to fake.
2. Take an arbitrary function of the child blocks (repre-

sented as integers/strings), and pick the block with
the smallest function value: an attacker can eventually
fork via a block with an even smaller value.

3. Pick the child block that would eventually lead to the
longest chain of blocks: an attacker can just create a
very long chain.

4. Have some sort of “vote” on the child blocks: an
attacker can create many different accounts to get a
higher number of votes.

Many of these attacks can be implemented as Sybil attacks,
a generic term for when an attacker creates many users to
deceive other users about the true state of the chain, includ-
ing (but not limited to) creating frequent forking. Sybil re-
sistance is especially important for blockchain because we
want cryptocurrencies to be permissionless. The protocol
designer needs to balance two forces:
1. The easier it is to publish blocks, the more susceptible

the blockchain is to forking and Sybil attacks.
2. The harder it is to publish blocks, the slower the rate

of transaction processing becomes.
Finally, we have not yet addressed the “leader selection”
problemof “who publishes the blocks?” Each blockchain
addresses all of these issues differently, starting with Bit-
coin.

Bitcoin; Proof-of-Work
Bitcoin [Nak19] is the first and still-dominant cryptocur-
rency and blockchain. Its approach to Sybil resistance is
making block publication difficult, with the idea that if

we make it costly to do a useful action, then it is costly
to abuse/fake that action. This approach also addresses
the leader selection problem: the user who performs the
difficult action fastest gets to publish blocks.

First, if wemake block publication “difficult,” then only
certain users with access to computational resources would
attempt to publish blocks; these users are called miners,
though there is no “official” protocol labeling of miners
and any user can theoretically be a miner. To incentivize
miners to include their transactions and also to perform
the “difficult” block publication, users are to include a fee
in each transaction they create, which goes to the miner
who includes the transaction.

Now, our goal is for block publishing to be “difficult”
but for verification of a valid block to be “easy” (for the
sake of other users). The clever idea that Bitcoin uses is
to use a (cryptographic) hash function, which is a function
which is fast to compute but whose outputs look “essen-
tially random,” so that it is hard to find an input that en-
forces some property on the output. Specifically, if we
have the output of such a function ℎ be represented as bi-
nary strings, then if we ask a miner to some input 𝑥 to the
function that has an output starting with 𝑘 0’s for some
“difficulty parameter” 𝑘, the best thing the miner can do
is to repeatedly try random inputs and then getting a sat-
isfactory output roughly 1/2𝑘 of the time, which requires
an expected time of 2𝑘 rounds. This design is called proof-
of-work because whenever a miner finds a successful 𝑥, it
“proves” that the set of all miners did some (random) to-
tal amount of work (with expected total computation of
2𝑘 rounds). This repetitive process feels like and is thus
referred to as mining, which is also why the block publish-
ers are called miners. Under this design, the next user to
mine a block will essentially be randomly chosen, with
eachminer having the probability of being selected to pub-
lish a block proportional to their computational power.

Proof-of-work1 leads to the narrative that Bitcoin uses a
lot of electricity—people are incentivized to buy machines
optimized for computing these hash functions. In ex-
change, this “wasteful” plan is an elegant response against
Sybil attacks: if making a block were free, then the network
would be flooded with valid blocks, and the users would
be hard-pressed to find consensus.

Specifically, miners follow the following protocol:
1. We define the following fork-choice rule: each user

(in their view) is to consider the leaf block with the
highest total difficulty in its chain to be the head
of the chain. This rule is often called the (mislead-
ing) longest chain rule (it should really be renamed

1We academics are well aware of the “academic proof-of-work”: research pa-
pers are like blocks where we cite previous papers as (multiple)“parents,” where
we pay the “work” of peer-review to have papers published, else the archive of
academia would be flooded with (more) useless papers.
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“heaviest chain rule”). The miner uses the longest
chain rule to obtain their head of the chain 𝐵𝑃 .

2. The miner then computes a difficulty 𝑘, a value dy-
namically set by the protocol that changes with time
to target a specific rate of block generation for the
blockchain.

3. The miner collects the transactions they want into a
block (usually, the miner just picks a maximum num-
ber of transactions in the “pool” of outstanding trans-
actions, sorted by the highest fees). We represent this
set of transactions by some string2 𝑇.

4. The miner looks for a string (typically called a nonce,
something to be used just once) 𝑆 such that the con-
catenation 𝑆||𝑇 satisfies

ℎ(𝑆||𝑇) = 00⋯0⏟⎵⏟⎵⏟
𝑘 0’s

𝑏1𝑏2𝑏3⋯⏟⎵⎵⏟⎵⎵⏟
any bits

,

so that the first 𝑘 bits of the hash result are equal to
0. Here, ℎ is a protocol-agreed hash function and 𝑘 is
the aforementioned difficulty.

5. Theminer publishes a block 𝐵 with content (𝑆||𝑇) and
parent 𝐵𝑃 .

6. The miner receives a block reward (new Bitcoin gener-
ated and given to the miner directly from the proto-
col) and the fees from the transactions included in the
block.

This protocol aligns the incentives for the blockchain: the
users are incentivized to tip theminers with fees to include
their own transactions and the miners are incentivized to
do the computational work in order to receive the block
award and the fees.

Most cryptocurrencies take on the same basic skeleton
of Bitcoin. I mention two more (and only two, to not ex-
ceed the Notices bibliography item limit):
• Ethereum [W+14], the second largest blockchain, also

implements a ledger for its cryptocurrency, Ether.
However, the blockchain also stores smart contracts
(executable source code), making it more of a “vir-
tual computer.” Thus, the state of Ethereum also con-
tains statements such as “𝑥 has smart contract 𝑦” on
top of statements such as “𝑥 has 𝑦 Ether.” Transac-
tions can also be of the form “associate the smart con-
tract 𝑦 to 𝑥” or “run the smart contract associated with
𝑥.” As a consequence, many types of “software” have
been written on Ethereum, including games, decen-
tralized autonomous organizations (where users can
put in stake to get voting rights), and decentralized ex-
changes (where users can trade assets built on top of
Ethereum).

2For the big picture it is sufficient to assume that 𝑇 is just a concatenation of
strings encoding individual transactions; the technical implementation involv-
ing Merkle trees is slightly different.

• Zcash, based on [SCG+14], is one of the leading
blockchains for private transfers. Despite the name,
“cryptocurrencies” usually do not offer privacy past the
pseudonymity of public keys. In the vast majority of
designs (including Bitcoin), anyone can, in principle,
keep track of the balances of all addresses. The proto-
col in [SCG+14] provides one transparent and one pri-
vate chain. In the private chain, zk-SNARKs (a crypto-
graphic tool that we will introduce later) provide argu-
ments that valid transactions have occurred, without
leaking information about the sender, the receiver, or
the amount, while being able to detect, e.g., invalid
transactions.

Consensus Meets Blockchain
A traditional consensus protocol, as found in distributed sys-
tems theory, is a set of rules to be followed by a set of repli-
cas (users) sending messages to each other and changing
internal states in order to agree on some value. Faulty repli-
cas might crash and malicious replicas might attack the
system (in cryptocurrencies, this is especially relevant as
greed attracts malicious users). The usual approach in the
field is to assume that no more than some fraction (usu-
ally 1/3) of the replicas are byzantine (having completely
unpredictable behavior) and then try to have the other hon-
est (protocol-following) replicas agree. Specifically, during
the execution of the protocol, a replica can be instructed to
(irreversibly) commit to a value, and the goal is for all hon-
est replicas to commit to the same value. Different consen-
sus protocols optimize for different properties, such as:
• safety: it is impossible to commit two conflicting3 val-

ues;
• liveness: it is always plausible to eventually have every-

one commit values;
• low complexity: not too many (and/or too long) mes-

sages are sent over the network.
There are a few differences between the usual assumptions
of consensus and blockchain, such as:
• The typical use case of a distributed system is a data-

base with a small number of replicas (such as 4). The
permissionless nature of blockchain (in particular, a
byzantine user can pretend to bemany users) operates
under higher scale.

• The non-byzantine replicas in distributed systems are
typically “obedient” nodes; the non-byzantine users
in blockchain are typically “rational” human actors
who must be incentivized (such as by fees) to perform
costly actions.

3This word depends on context. If the value is, e.g., a number, “conflicting” sim-
ply means “different.” In more involved contexts, such as when the values repre-
sent the state of some machine, “conflicting” would mean representing incom-
patible states, analogous to conflicting blocks in different forks in blockchain.
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In most consensus protocols, there is a leader replica
proposing values and “phases” of replicas acknowledging
these values; the phases need to be carefully designed to
avoid well-coordinated attacks by byzantine actors. Practi-
cal Byzantine Fault Tolerance (PBFT) [CL99] is representa-
tive of this school, guaranteeing safety when less than 1/3
of replicas are byzantine. It mainly4 operates as follows:
1. Pre-prepare phase: a leader proposes a value and

broadcasts it as a message.
2. Prepare phase: if a replica receives a value, it broad-

casts a prepare message.
3. Commit phase: if a replica receives matching prepare

messages from 2/3 of all replicas, it broadcasts a com-
mit message; it internally commits the value if it re-
ceivesmatching commitmessages from 2/3 of all repli-
cas.

It is interesting (and exciting) that Bitcoin, in particular
proof-of-work, provides a new approach to consensus that
basically avoids the concepts of leaders or phases. This is
why Bitcoin’s proof-of-work design is also calledNakamoto
Consensus, despite itsmotivation as a Sybil resistancemech-
anism.

Nakamoto Consensus does not have safety in the tra-
ditional consensus sense, though it is natural to interpret
it as having “probabilistic safety”: blocks on the longest
chain are likely to be “safe,” but it is plausible for any
block to be “undone” if a chain with higher difficulty ap-
pears. As a case in point, [ES14] analyzes selfish mining
attacks. The main idea is that if the attackers have a “se-
cret chain” consisting of a valid chain of unpublished but
successfully “mined” (that is, with the correct nonces com-
puted) blocks, they can delay the publication of the chain
until the rest of the miners catch up. This wastes the other
miners’ progress, so the attackers end upwithmore relative
revenue. The tradeoff is that this delay may cause them to
waste their own publication if the rest of the miners pub-
lish a competing block quickly.

We now give some details. In [ES14]’s setup, the attack-
ers have total computation power (interpreted as a fraction
of total computational power of all users) 𝛼 ∈ [0, 1/2).
With Bitcoin’s design, this means that at any moment, the
next block is mined (but not necessarily published) by the
attackers with probability 𝛼 and is mined (and immedi-
ately published) by a non-attacker miner with probability
(1 − 𝛼), with the attackers being a minority. The authors
then model the attacker’s strategy as a Markov chain with
states:
1. 0′: the chain is forked, with one leaf block published

by the attackers and one not (the authors assume that

4I am omitting some details, such as the“view change” operation for when a
leader takes too long and the other replicas select a new leader. This is not just
a matter of convenience; the protocol needs to protect against potentially byzan-
tine leaders.

1

0′

0

2 3 4 ⋯

Figure 2. The Markov chain for selfish-mining.

a non-attacker wouldmine on one of these two blocks
randomly via some fixed Bernoulli distribution, while
the attackers would mine on the attacker-published
block);

2. 0: there is a unique public head of the chain 𝐵; the
attackers have no mined-but-unpublished chains that
would be longer than 𝐵 if published.

3. 𝑖 ∈ ℕ: there is a unique public head of the chain 𝐵;
the attackers have amined-but-unpublished chain (ex-
tending 𝐵 or forking one of its ancestors) such that, if
published, would be 𝑖 blocks ahead of 𝐵.

State transitions happen when a block is mined, with nu-
ances depending on the state and whether the attackers
or non-attackers mine the block. For example, if a non-
attacker publishes a block at state 𝑖 ≥ 3, the state moves to
𝑖 − 1 since the attackers’ unpublished chain’s lead over the
public chain has decreased by 1 block. However, if a non-
attacker publishes a block at state 2, the proposed strategy
is having the attackers publish their two blocks immedi-
ately, skipping past5 state 1 to state 0. See Figure 2 (essen-
tially [ES14, Figure 1]) for a visualization.

By computing the transition probabilities and keeping
track of the probabilistic block rewards, the authors of
[ES14] quantify the attack in terms of additional revenue
to the attackers. This work is one of the first mathematical
approaches to Bitcoin’s safety. In a similar vein, [SZ15] an-
alyzes Bitcoin’s susceptibility to double-spending attacks
and proposes GHOST, a replacement for the longest chain
rule with nicer properties.

Themain idea of proof-of-stake, an alternative design par-
adigm to proof-of-work, is to disincentivize bad behavior
by threatening to slash (take away) a user’s stake (money
that they commit to the protocol). In effect, proof-of-stake
tries to obtain the benefits of proof-of-work through
game theory, replacing “do work to earn the right to an ac-
tion” with “do an action for free, but be susceptible to los-
ing money.” This is analogous to allowing a tenant to live
in an apartment but seizing their deposit if they commit
bad behavior. Proof-of-stake protocols are highly desired

5The authors do not explicitly justify why the attackers do not stay at state 1. My
interpretation is that if they do, they have two block rewards at risk if the non-
attackers catch up (which advances the state to 0′, from which the attackers are
likely to lose the rewards). In contrast, if the attackers arrive at state 1 from
state 0 instead of 2, only a single block reward is at risk if the attackers stay at
1, so the cost-benefit analyses differ. It may be helpful to envision an additional
state to disambiguate the two state 1’s.
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because they avoid “useless” work, similar to the pursuit
of “clean energy.”

Proof-of-stake protocols tend to be similar to tradi-
tional consensus protocols.6 They also have their own
weaknesses; in particular, [BCNPW19] shows that after
making some assumptions, every “longest-chain variant”
proof-of-stake protocol contains one of two properties, ei-
ther of which makes the protocol vulnerable to a different
attack. This result has an “impossibility theorem” flavor
reminiscent of Arrow’s Theorem [Arr50] from voting the-
ory.7

With proof-of-work inspiring, e.g., Nakamoto Consen-
sus and proof-of-stake inspiring, e.g., HotStuff8 [YMR+19],
it is natural to ask the following question.

Question 1. Using concepts blockchain popular-
izes such as proof-of-work and proof-of-stake (and
also VDFs, SNARKs, etc. which we will see later),
can we innovate designs in consensus and other
subfields (for example, self-stabilization studies how
replicas in a potentially corrupted state can guaran-
tee returning to a “good” state) of distributed sys-
tems?

We end with a final voting analogy—when we do not
have a central authority, the users need to have some
sort of “voting.” Standard consensus protocols such as
PBFT use acknowledgment messages as votes to ensure
safety, where voting power is proportional to the number
of users (assuming there are not enough byzantine repli-
cas to break protocol by, e.g., voting twice). Sybil attacks
in a permissionless blockchain make such systems ineffec-
tive, so wemust find an alternative to “voting with number
of users.” Indeed, proof-of-work is “voting with compu-
tational work” and proof-of-stake is “voting with staked
money”!

Mechanism Design; Gas Markets
Mechanism design and game theory are everywhere in
blockchain since we must always consider the incentives
of the various parties. For example, game theorists study
auctions where participants bid money to win one or more
rewards. Most proof-of-work blockchains involve trans-
action creators bidding fees to win the service of being

6A heuristic reason for this similarity is that if we incentivize (via rewards and
punishment) “rational” validators to act as “obedient” honest nodes in the tradi-
tional protocol, we reduce to a similar setup as a traditional consensus protocol.
7Tangent: one interpretation of Arrow’s Theorem is “if we do not want a dic-
tatorship, then our voting system will have some inadequacies (which dictator-
ships avoid).” Analogously, if we do not want a central authority, then our
blockchain will have inadequacies (which central authorities avoid)!
8HotStuff [YMR+19] is a consensus protocol modelled after proof-of-stake
blockchain protocols; the paper also presents an abstract framework that gener-
alizes several existing protocols.

included in a block, so they can naturally be modelled as
auctions.

An Ethereum transaction includes a gas limit (in abstract
units of gas), which estimates how complex the operation
is for the Ethereum “computer,” and a gas price, which is
the amount the user is willing to pay per unit of gas. For
example, a simple Ether transfer has a gas limit of 21000.
If the user bids a gas price of 2 × 10−7 Ether for such a
transaction, then the user would pay the product 0.0042
Ether to a miner including the transaction in a block.

From the miner’s perspective, the miner is incentivized
to just take the maximum number of transactions they can
fit, sorted by the highest gas prices. This means the high-
est gas price bidders “win” and then pay exactly what they
bid, a design called a first-price auction. Finding optimal
strategies is difficult in a first-price auction, especially with
limited information. In practice for Ethereum (everything
discussed so far also applies to Bitcoin and similar proof-
of-work designs), participants often overbid, causing sharp
spikes in gas prices.

In auction theory, such situations can often be im-
proved by second-price auctions which enjoy better theoreti-
cal properties. In our case, “second-price” actually means
that each transaction included in a block would pay the
miner the lowest bid among them. However, blockchain
miners can do things traditional auctioneers cannot; they
can include fewer transactions or create “fake” transac-
tions themselves. For example, the blockchain might want
a miner to include the maximum of three transactions
in each block, but the top three gas prices have values
{10, 2, 1}, which would offer value 3 to the miner includ-
ing all of them. Then the miner is incentivized to include
just the first transaction or make two fake transactions
at 10 each (e.g., to pretend they are processing the maxi-
mum number of three transactions), both with a profit of
10. In summary, auction theory works differently under
blockchain, so we need new ideas.

EIP-1559 is a proposal for revising the Ethereum gas
market. Its main idea is to incentivize transaction creators
to bid close to a default value known as a “base fee,” so
the user experience is closer to, e.g., Amazon where a buyer
simply pays a posted price. Counterintuitively, it also asks
the base fee portion to be destroyed permanently instead
of being given to the miner (otherwise, the miner could
collude with users to simulate a first-price auction).
1. From a state of the protocol, one can deterministically

compute a base fee. The idea is that the base increases
under high trading activity and decreases under low
trading activity.

2. A transaction replaces the concept of the single gas
price by a tip and fee cap. If a transaction has a tip
𝑡, fee cap 𝑓, and gas limit 𝑔 is included in a block
with base fee 𝑟, then the creator of the transaction pays
𝑔 × min(𝑟 + 𝑡, 𝑓).
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3. The miner receives 𝑔 × min(𝑡, 𝑓 − 𝑟); note this corre-
sponds to the base fee being destroyed.

The report [Rou20] contrasts this design with the status
quo. The positive predictions are that there would be vari-
ance reduction, easier user discovery of optimal fees, resis-
tance against fake transactions, and (beneficial) deflation.
However, [Rou20] argues that the average transaction fee
will not change significantly and in periods of high de-
mand the situation can revert to that of a first-price auction,
where users might start inflating their tips.

Question 2. [Rou20] mostly analyzes single
blocks. What can we say about EIP-1559 dynam-
ics (base fee changes, collusion, etc.) over longer
time periods?

Verifiable Delay Functions
With all this talk of proof-of-work and proof-of-stake, a
fun mathematical tangent happens with “proof-of-time,”
which would be a way to prove that a certain amount of
time9 has elapsed. This is almost what happens in proof-
of-work, though a miner running 10 mining machines
would on average use 1/10 the time to mine a block.10

Thus, what we want is a family of functions such that:
1. given a parameter 𝑇, we can generate a specific func-

tion 𝐹 such that it takes around 𝑇 time to compute,
and this cannot be easily parallelized;

2. after computing 𝐹, we obtain a short proof that allows
others to verify the computation very quickly.

If both conditions are satisfied, we call such a function a
verifiable delay function (VDF).

Why would we want such a function? It is actually
not to replace proof-of-work.11 The primary application
of VDFs to blockchain is generating randomness on the
blockchain, a problem much trickier than it appears to
be. As an example, suppose we want to generate a ran-
dom number, but the result may benefit some users and
hurt others (such as a lottery, settling some bet on the
blockchain, or choosing the block proposer in proof-of-
stake). One naive way to generate the randomness would
be to, e.g., hash the data of a block and look at its first bits.
However, a miner who mines 𝐵 will immediately know
whether the result benefits her. This means she might de-
cide to censor (not publish) the block, spoiling our goal.

9Yes, there are also terms such as proof-of-space, proof-of-authority, and
even proof-of-useful-work floating around.
10As in high school physics, work is (hashing) power multiplied by time.
11In proof-of-work, if Alice has 60% of the resources in the world and Bob has
the other 40%, then Alice publishes 60% of the blocks. However, if we naively
replace the proof-of-work by computing a VDF, then Alice would publish near
100% of the blocks, because her VDF-machine is simply faster than Bob’s. This
promotes a monopoly, which is against the decentralizing goal of blockchain.

If we instead feed the data in the block to a VDF before
hashing, then the miner cannot figure out the answer in
advance. If the miner still wants to publish the block (e.g.,
for the block reward), the miner would mine the block. In
summary, we have incentivized fair randomness by mak-
ing sure that the last actor cannot peek ahead at the an-
swer. It is also important for the function to be efficiently
verifiable so that the other users of the chain can be con-
vinced that the function was computed correctly.

Two of the earliest VDFs by Wesolowski [Wes20] and
Pietrzak [Pie19] use the following idea: if we have a group
element 𝑔 of some finite group 𝐺 of unknown order (a
concept we discuss more in the next section), then we do
not know of a better way of computing 𝑔2𝑇 than doing 𝑇
repeated squarings starting from 𝑔. Specifically:
1. To set up the VDF (with domain 𝑋), find an abelian

group 𝐺 of unknown order and a hash function
𝐻∶ 𝑋 → 𝐺. Then save the parameters (𝐺,𝐻, 𝑇).

2. To evaluate the VDF on 𝑥 ∈ 𝑋 , output 𝑦 = [𝐻(𝑥)]2𝑇
and a proof 𝑃.

To give a specific example on how 𝑃 is generated, we
show Wesolowski’s [Wes20] method. Instead of showing
𝑃 directly, first we outline how a prover and a verifier can
engage in an interactive proof (we will discuss interactive
proofs in more detail soon) protocol as follows:
1. First pick a 𝑇. As an example, assuming 109 operations

a second, a 5-minute VDF might have 𝑇 around 240.
2. The prover and verifier compute 𝑔 = 𝐻(𝑥) ∈ 𝐺. The

prover then computes 𝑦 = 𝑔2𝑇 in 𝑂(𝑇) time.
3. The verifier gives the prover a random prime 𝑞 (say,

sampled uniformly around a certain size such as 2512).
4. The prover computes 𝑠, 𝑟 ∈ 𝐙, where 2𝑇 = 𝑠𝑞 + 𝑟 with

0 ≤ 𝑟 < 𝑞, and sends 𝑃 = 𝑔𝑠 to the verifier. As 𝑠 is
approximately 2𝑇/𝑞, computing 𝑔𝑠 takes 𝑂(𝑇) opera-
tions, a linear overhead to computing the VDF itself.

5. The verifier computes 2𝑇 (mod 𝑞) (which should
equal 𝑟) and checks that 𝑃𝑞𝑔𝑟 = 𝑦. Computing 2𝑇
(mod 𝑞), 𝑃𝑞, 𝑔𝑟 takes 𝑂(log(𝑇)), 𝑂(log(𝑞)), 𝑂(log(𝑟))
operations, respectively, all of which are fast.

Finally, we can remove the interactions required with
the well-known Fiat-Shamir heuristic (using randomness to
simulate verifier choices). Instead of asking the verifier for
𝑞, the prover and verifier can both generate 𝑞 by using some
(public) hash function that takes (𝐺, 𝑥, 𝑦, 𝑇) as input and
returns a random prime 𝑞. Then the prover can just give 𝑃
to the verifier as if she received 𝑞 from the verifier in the
interactive proof, and the verifier performs an identical
verification with the same 𝑞.

1746 NOTICES OF THE AMERICAN MATHEMATICAL SOCIETY VOLUME 68, NUMBER 10



Question 3. What are other ways to use VDFs cre-
atively? For example, VDFs can be used to, e.g., cre-
ate an unbiased “random beacon” that broadcasts
randomness at set time intervals, which can be use-
ful for situations beyond blockchain.

Cryptography and Number Theory
Most of the cryptography blockchain research is concen-
trated in the fairly specialized “program” of interactive
proofs and SNARKs (which I cover in the next sections),
but there are occasional ad-hoc problems that may be in-
teresting to non-specialists, especially number theorists. I
now give a couple of examples.

First, constructing groups of unknown order is useful
for several applications; we already saw it in VDFs, and it
also comes up in SNARKs (in particular DARKs). One nat-
ural idea is an RSA group, where a trusted authority multi-
plies two big primes to obtain 𝑁 = 𝑝𝑞 and then “throws
away” 𝑝 and 𝑞. Given 𝑁, we can do computations in the
multiplicative group (ℤ/𝑁ℤ)∗, but we do not know the or-
der of this group without the factorization of 𝑝𝑞. In the de-
centralized context of blockchain, however, such construc-
tions involving a central authority are usually undesirable.

The more popular constructions of groups of unknown
order involve ideal class groups of imaginary quadratic
fields, which I now present (omitting some technical de-
tails). In short, an imaginary quadratic field is an algebraic
extension

ℚ(√𝑑) = {𝑥 + 𝑦√𝑑|𝑥, 𝑦 ∈ ℚ},
where 𝑑 is a negative square-free integer. We define the
discriminant Δ to be 𝑑 if 𝑑 ≡ 1 (mod 4) and 4𝑑 otherwise.
Each such field𝐾 creates a ring of integers𝒪𝐾 . The ideal class
group ℎ(Δ) is the quotient group of the group of non-zero
fractional ideals of 𝒪𝐾 modded out by the principal frac-
tional ideals. The order of ℎ(Δ), also called the class number
of 𝐾, is a number that is believed to be difficult to compute
for sufficiently large Δ (assuming Δ ≡ 1 (mod 4)), which
means we can generate an ideal class group randomly and
be fairly sure that the group order is hard to compute. For
additional information, see [Wes20] for the proposal of
using ideal class groups for VDFs, [BFS20] for the appli-
cation to DARKs, or [DGS20] for a mathematical review
of these constructions and a proposal of using Jacobians
of hyperelliptic curves ([Lee20] gives counterpoints to the
proposal).

Question 4. How easy is it to get “partial informa-
tion” from an ideal class group? For example (a
specific question from Dan Boneh), given 𝑑 (equiv-
alently Δ), how hard is it to determine if |ℎ(Δ)| is
divisible by 3 or some other small prime?

Second, in blockchains (and more generally) it is often
desired to have efficient and secure multiparty computation
(MPC) where several users can collectively perform a com-
putation requiring no trust in each other. For example,
a blockchain may require a user to provide randomness.
When several users want to act as a single user, they can
use an MPC to jointly compute the randomness.

MPCs usually rely on some deterministic functions that
simulate randomness (like hash functions, but with more
requirements). One promising proposal uses the Legendre
symbol (𝑥

𝑝
), which equals 1 if 𝑥 ∈ (ℤ/𝑝ℤ)∗ is a quadratic

residue (equal to the square of some element) modulo the
prime 𝑝 and −1 otherwise; it obeys many nice properties
and is easy to compute. Given a secret key 𝑘 ∈ ℤ/𝑝ℤ, de-
fine

𝐿𝑝,𝑘(𝑥) = (𝑥 + 𝑘
𝑝 ).

See https://legendreprf.org/bounties for references
and bounties (for both theoretical and computational re-
sults) related to this construction.

Question 5. Given a small, say 𝑂(log(𝑝)), number
of different evaluations of 𝐿𝑝,𝑘(𝑥), is it possible to
recover 𝑘 with high probability?

Interactive Proofs; SNARKs
Interactive proofs is a subfield of cryptography that is evolv-
ing rapidly due to blockchain. Informally, an interactive
proof is a protocol for a prover to convince a verifier (we can
think of both as people armed with computers) of some
fact by sending messages over potentially many rounds. A
nice example of an interactive proof relevant to blockchain
is the “sumcheck” protocol from [LFKN92]. In this proto-
col, the prover tries to convince the verifier that the prover
performed the computation ∑𝛼∈{0,1}𝑛 𝑃(𝛼) = 𝛽, where 𝑃
is a known 𝑛-variate polynomial of low degree over some
finite field 𝐹.
1. The protocol has 𝑛 rounds. In round 𝑖 ∈ {1, 2, … , 𝑛},

the prover sends the polynomial

𝑝𝑖(𝑋𝑖) = ∑
𝛼∈{0,1}𝑛−𝑖

𝑃(𝑐1, … , 𝑐𝑖−1, 𝑋𝑖, 𝛼),

where the 𝑐𝑖 are field elements to be received from the
verifier. At the beginning of round 𝑖, the prover knows
𝑐1 through 𝑐𝑖−1. In particular, at the beginning of the
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first round the prover does not have any 𝑐𝑖 and the
expression also involves no 𝑐𝑖.

2. After receiving the polynomial in round 𝑖, the verifier
computes 𝑆 𝑖 = ∑𝑋𝑖∈{0,1} 𝑝𝑖(𝑋𝑖); then:
(a) if 𝑖 = 1, the verifier checks 𝑆1 = 𝛽;
(b) if 𝑖 > 1, the verifier checks 𝑆 𝑖 = 𝑝𝑖−1(𝑐𝑖−1).
Afterwards, the verifier gives a random 𝑐𝑖 ∈ 𝐹 to the
prover.

3. After all 𝑛 rounds, the verifier checks if 𝑃(𝑐1, … , 𝑐𝑛) =
𝑝𝑛(𝑐1, … , 𝑐𝑛).

This algorithm is essentially a commitment to the compu-
tation which is narrowed down via the challenges 𝑐𝑖 given
by the verifier one variable at a time. Its correctness is
based on the fact that it is extremely unlikely (assuming
𝑃 is of low degree) that the prover can “keep up the act” if
the prover did not in fact have such a computation. This
idea is revisited frequently in deeper parts of blockchain
research.

In blockchain, the main interactive proof systems peo-
ple study are (zk)-SNARKs, or (zero-knowledge) succinct non-
interactive arguments of knowledge. Informally, the impor-
tant terms are:
• Zero-knowledge: the proof is done in a way that the veri-

fier is convinced that the prover knows some informa-
tion 𝑠, but the verifier does not gain any knowledge
about 𝑠. For example, it is possible to create a proof
that two graphs are isomorphic without giving away
any information about the actual isomorphism. Note
that a digital signature is exactly a zero-knowledge
proof that the signer knows the secret key.

• Succinct: the proof generation time is fast (usually lin-
ear in computation length) and the verification time is
fast (usually sublinear in computation length). Note
that the latter requirement implies sublinear proof
size (since it takes time for the verifier to read the
proof).

• Non-interactive: the total communication is one mes-
sage sent by the prover. The name is unfortunate as
most interactive proofs we see in practice are techni-
cally “non-interactive interactive proofs” thanks to the
Fiat-Shamir heuristic (recall our VDF presentation).

SNARKs were introduced into blockchain via [SCG+14]
to introduce private transactions via the zero-knowledge
property. However, the more important12 goal of SNARKs
is providing succinct verified computation. A blockchain
fundamentally tries to save a shared state, which is the re-
sult of a sequence of state transition computations (such
as blocks). Specifically, we may want to prove statements
of the form “when the user 𝑥 (the prover) performed

12Case in point: one of the most important proposals for scaling Ethereum is
called “zk-Rollup” because of the usage of SNARKs in combining transactions
and saving space; what is important here is entirely the succinctness of the
SNARK and the “zk” part is actually irrelevant.

some computation 𝐶 from state 𝑆, using her own secret
information 𝑤 (say 𝑥’s secret key), the new state is 𝑆′ =
𝐹((𝑆, 𝐶), 𝑤),” where 𝐹 is a function encoding state transi-
tion. If we can provide easily verifiable (succinct) proofs
of such computations, then a blockchain can just put the
proofs of the computations “on-chain” (as transactions)
and have much of the computation be done “off-chain”
instead.

Given an arbitrary computation, a SNARK typically con-
verts the computation from “circuit” form (composed of
logic gates) into polynomial equations via a process called
“arithmetization.” Since we can combine many linear
equations into a single polynomial equation, polynomi-
als13 are very important in scaling blockchains. SNARKs ig-
nited a period of rapid cryptography research that resulted
in many variations. I will just name a couple:
• STARKs [BSBHR19], which are transparent, meaning

they do not require a trusted setup like the [SCG+14]
SNARKs. As a bonus, STARKs are believed to be post-
quantum secure. However, STARKs have much larger
proofs than SNARKs due to the lack of preprocessing.

• DARKs [BFS20], which use groups of unknown order
to achieve transparency with better asymptotic proof
size and similar verification time compared to STARKs,
but loses some “in-practice” efficiency and loses post-
quantum security. As a theoretical contribution, the
paper [BFS20] also gives a framework which can be
used to express the other proposed SNARKs, including
STARKs.

Question 6. Can we design other post-quantum
SNARKs besides STARKs? In general, there is much
interest in designing SNARKs which push any met-
rics (proof size, verification speed, post-quantum
resistance, etc.) farther.

Recursive SNARKs and Pairs of Elliptic Curves
While it is old news by now, I have always found it pleasant
that something as “pure” as elliptic curves have found their
way into cryptography. In blockchain, a particularly cute
extension of this story is the appearance of amicable pairs
of elliptic curves in the study of recursive SNARKs.

In standard blockchains, a new usermust download the
entire history to be completely sure that what they have is
valid. A recursive SNARK design uses SNARKs recursively
to prove statements of the form

𝐹(𝐹(…𝐹(𝐹(𝑆0, 𝑤0), 𝑤1, …))) = 𝑆,
which says “the initial state 𝑆0, which was correctly iter-
atively updated until it now equals 𝑆.” Such guarantees

13The choice of polynomials is what makes ideas such as the aforementioned
sumcheck algorithm important.
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would greatly reduce the total amount of data that users
would need to hold. The key step of a recursive SNARK is
to create a different SNARK that verifies the computation
of verifying the first SNARK.

The construction of SNARKs in [SCG+14] is associated
with a triple (𝐸, 𝑞, 𝑟), where 𝐸 is an elliptic curve over the
finite field 𝔽𝑞, 𝑟 is the prime order of some subgroup in 𝐸,
and (𝐸, 𝑞, 𝑟) is ordinary and pairing-friendly. Sketching the
essential details:
1. An elliptic curve 𝐸 over 𝔽 is a group of solutions to a

particular family of polynomial equations over some
field 𝔽. For us, we always have 𝔽 = 𝔽𝑞 for some prime
𝑞. For cryptographic operations, typically we focus our
attention on some subgroup of prime order 𝑟 within
𝐸, so we always specify (𝐸, 𝑞, 𝑟) in conjunction.

2. The embedding degree of (𝐸, 𝑞, 𝑟) is the minimal natural
number 𝑘 such that 𝑟|(𝑞𝑘 − 1). It only depends on 𝑟
and 𝑞, though those are always in context of 𝐸.

3. We call (𝐸, 𝑞, 𝑟) pairing friendly if 𝑟 > √𝑞 and the em-
bedding degree of (𝐸, 𝑞, 𝑟) is not too big.14

4. We call (𝐸, 𝑞, 𝑟) ordinary if gcd(𝑞 + 1 − |𝐸|, 𝑞) = 1, a
technical condition (again, this depends only on 𝐸
and 𝑞, but we always consider the triple in our appli-
cations) which guarantees that the embedding degree
of (𝐸, 𝑞, 𝑟) is not too small.15

With these assumptions, we can create a SNARK which
proves that the prover performed some computation in 𝔽𝑟
arithmetic, while the SNARK itself involves 𝔽𝑞 arithmetic.
Thus, if we have an elliptic curve 𝐸 over 𝔽𝑞 encoding com-
putations in 𝔽𝑟, to perform the key recursive SNARK step,
we want to verify computations done in 𝔽𝑞, meaning we
want a different elliptic curve 𝐸′ over some 𝔽𝑞′ which has
an order 𝑞 subgroup.

Thus, to perform this operation ad infinitum, we want
an infinite walk in the pairing friendly graph of elliptic
curves:16

• Each vertex of the graph is a pairing friendly and ordi-
nary (𝐸, 𝑞, 𝑟).

• We have an edge (𝐸, 𝑞, 𝑟) → (𝐸′, 𝑞′, 𝑟′) if 𝑞 = 𝑟′.
The easiest way to create an infinite walk is via a self-
loop/1-cycle, but this is impossible since we cannot have
𝑞|(𝑞𝑘 − 1). It is then natural to ask the following question.

14Depending on source, I have seen this to mean bounded above by some con-
stant times log(𝑟) or a straight constant such as 50. The main idea here is that if
it is too small, we cannot compute pairings efficiently on them, which is needed
for the underlying cryptography.
15Small embedding degree leads the discrete logarithm problem to be more eas-
ily broken, so it is also not desirable. A non-ordinary or supersingular curve
can only have embedding degree at most 2 over a prime field 𝔽𝑞.
16As defined in https://coinlist.co/build/coda/pages/theory.

Question 7. Can we find/classify pairs (or longer
cycles) of ordinary pairing-friendly elliptic curves
𝐸1 over 𝔽𝑞 and 𝐸2 over 𝔽𝑟 such that |𝐸1| = 𝑟 and
|𝐸2| = 𝑞, ideally with larger embedding degrees
than 6?

As of now, the only known family for 2-cycles is a fam-
ily of pairs of MNT cycles of (lower than desired for us)
embedding degrees (6, 4). [CCW19] proves that cycles of
MNT curves must be of lengths 2 or 4, with embedding
degrees (6, 4) or (6, 4, 6, 4), so this direction is a dead end.
They also show that 2-cycles for certain pairs of small em-
bedding degrees are not possible, though slightly bigger
degrees remain open.

Decentralized Finance; CFMMs
Broadly speaking, finance happens when there are (finan-
cial) assets. Assets include money, gold, stocks, or more
complicated instruments, such as derivatives, contracts con-
taining logic depending on other assets. Assets generate
markets, mechanisms/protocols where they can be traded.
The amount of assets available on a market to trade is
called liquidity. Classical mathematical finance studies
these financial objects. Decentralized finance (DeFi) does
the same, except with financial objects that exist on a
blockchain.

Many of these concepts are fairly close to traditional fi-
nancial concepts, and can be studied similarly. For exam-
ple, many tokens (currencies built on top of a blockchain,
usually Ethereum) are analogous to pachinko balls (assets
bought with money that can be used to perform specific
tasks) or stocks (assets that can pay money later or be used
as governance). Also, stablecoins are tokens that are de-
signed to stay at a fixed value “in the real world,” like how
Hong Kong pegs its currency to a constant multiple of the
USD. However, some concepts are truly unique to DeFi. I
introduce one now.

Traditionally, a market maker is a person working for
a stock exchange who adjusts (based on market condi-
tions) assets available for market participants. The mar-
ket maker “balances” the exchange (by creating positions
where other participants can both buy and sell) andmakes
money “from the spread” (by buying the same assets at
slightly lower prices and selling at slightly higher prices).
Blockchain allows automated market makers, which are
smart contracts that provide this type of service with no
(or optional) human oversight.

Uniswap (https://uniswap.org/) is such an auto-
mated market maker. Uniswap is a smart contract that
holds an amount 𝑋 of one asset and 𝑌 of another, which
allows people to trade between the two assets as long as
they keep 𝑋𝑌 to be some “constant” (not accounting for a
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trading fee). Uniswap is extremely successful: it provides
more than 2 billion dollars of liquidity, completely auto-
mated.

Formally, [AC20] generalizes Uniswap (and other
similar protococols) to constant function market makers
(CFMMs). These are defined by a trading function 𝜙∶ ℝ𝑛

+ ×
ℝ𝑛
+ × ℝ𝑛

+ → ℝ and a set of reserves 𝑅 ∈ ℝ𝑛
+. 𝑅 encodes

the amounts of 𝑛 types of coins a smart contract holds.
Besides 𝑅, the trading function takes as input Δ ∈ ℝ𝑛

+ (a
trader’s offer to the contract) and Γ ∈ ℝ𝑛

+ (what the trader
wants in return). The CFMM then accepts the trade (Δ, Γ)
if and only if 𝜙(𝑅, Δ, Γ) = 𝜙(𝑅, 0, 0); alternatively, it accepts
a trade if and only if the trading function is kept constant,
hence the name. Afterwards, the coins are exchanged, and
𝑅 now equals 𝑅 + Δ − Γ.

In this framework, Uniswap is an 𝑛 = 2 CFMM with

𝜙(𝑅, Δ, Γ) = (𝑅1 + 𝛾Δ1 − Γ1)(𝑅2 + 𝛾Δ2 − Γ2),
where (1 − 𝛾) is the percentage fee of a trade. Balancer
(https://balancer.finance/) and Cycle (https://
www.curve.fi/) are two more automated market makers
which can be expressed as CFMMs. CFMMs are a great
starting point for DeFi research due to their balance be-
tween mathematical clarity, simplicity, and actual usage.

The work [TW] is an example of traditional mathemati-
cal finance applied to (a slight variation of) Uniswap. The
work takes the perspective of the liquidity provider (LP),
which we can think of as the17 person who owns the two
assets held by Uniswap. If 𝑋𝑡 and 𝑌𝑡 are the amounts of
the two assets held by the smart contract at time 𝑡, then
the wealth of the LP is defined by 𝑋𝑡 +𝑌𝑡𝑆𝑡, where 𝑆𝑡 is the
external price, or how much a unit of the second asset is
worth in terms of the first. For example, the LP could be
holding 𝑋𝑡 USD and 𝑌𝑡 Ether in Uniswap, while 𝑆𝑡 is the
(current) price of Ether in USD. Then the wealth is a mea-
sure of how much the LP’s assets are valued in USD. The
authors make a few assumptions:
1. 𝑆𝑡 follows a discrete simple random walk with (multi-

plicative) steps 𝑒±𝛿 for some constant 𝛿;
2. the “outside world” is modeled by a single trader

(whom we call OT for “outside trader”) with unlim-
ited assets who trades with Uniswap if and only if
the trade makes them money; e.g., if they can trade
𝑥 of the first asset for 𝑦 of the second asset such that
𝑦𝑆𝑡 > 𝑥, they do.

The authors’ goal is to find

lim
𝑡→∞

𝔼[log(𝑋𝑡 + 𝑌𝑡𝑆𝑡)]
𝑡 ,

the asymptotic geometric return of the LP’s wealth. Their
main idea is defining 𝑆∗𝑡 = 𝑋𝑡/𝑌𝑡, the implicit price; one way
to motivate this quantity is to consider the feeless 𝛾 = 1
17In reality, there would be potentially many LPs all contributing different
amounts of liquidity.

limit, where the OT’s strategy essentially becomes keeping
the ratio of 𝑋𝑡/𝑌𝑡 equal to 𝑆𝑡. Then, the authors note that
𝑀𝑡 = log(𝑆𝑡/𝑆∗𝑡 ) follows a random walk where:
1. the state space has (2𝑘+1) states (𝑘 ∈ ℕ being a derived

quantity from 𝛾 and 𝛿) labeled {𝑠𝑖| − 𝑘 ≤ 𝑖 ≤ 𝑘};
2. at each step we go from 𝑠𝑗 “up” to 𝑠𝑗+1 with probability

𝑝 or “down” to 𝑠𝑗−1 with probability (1 − 𝑝) for some
constant 𝑝;

3. if we attempt to go “up” at 𝑠𝑘, then a trade happens:

the LP changes 𝑋𝑡 to 𝑋𝑡(𝑒
𝛿

𝛾+1 ) and 𝑌𝑡 to 𝑌𝑡(𝑒
−𝛾𝛿
𝛾+1 ) and𝑀𝑡

stays at 𝑠𝑘. A similar result happens if we go “down”
at 𝑠−𝑘.

We “hit the boundary” exactly when the OT can make
money by trading with the LP; the changes to 𝑋𝑡 and 𝑌𝑡 are
obtained by solving for the optimal trade amount from the
OT’s perspective. The random walk has the very nice prop-
erty that after resolving each trade, the resulting 𝑆𝑡 and 𝑆∗𝑡
make it so that 𝑀𝑡 is unchanged, which has no obvious
reason of being true! Using this and other properties of
the random walk, [TW] derives a closed formula for the
desired asymptotic return.

Question 8. Can we generalize this type of analy-
sis (wealth growth, liquidity growth, expected trade
volume, etc.) to other CFMMs? Do we always get
a random walk with nice properties, or did we just
get “lucky” with a particularly nice 𝑀𝑡?
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