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AN INFINITELY-OFTEN ONE-WAY FUNCTION

BASED ON AN AVERAGE-CASE ASSUMPTION

E. A. HIRSCH AND D. M. ITSYKSON

Abstract. We assume the existence of a function f that is computable in polynomial
time but cannot be inverted by a randomized average-case polynomial algorithm.
The cryptographic setting is, however, different: even for a weak one-way function,
a successful adversary should fail on a polynomial fraction of inputs. Nevertheless,
we show how to construct an infinitely-often one-way function based on f .

§1. Introduction

Let Σ be a finite alphabet. We consider functions acting from Σ∗ to Σ∗, where Σ∗

is the set of finite words in the alphabet Σ. We say that a function f is one-way if it
is easy to compute but hard to invert. It is commonly assumed that a function is easy
to compute if it can be computed in polynomial time. There are several approaches to
defining the hardness of inverting a function.

• Worst-case one-way functions. A polynomial-time computable function is said
to be worst-case one-way if its inverse cannot be computed in polynomial time.
The main drawback of this definition is that there may be very few inputs difficult
for inverting, so that the function may be in fact easily inverted for almost all
inputs. The existence of worst-case one-way functions is equivalent to P �= NP.

• Cryptographic one-way functions. A polynomial-time computable function is said
to be cryptographic one-way if for some positive constant c every randomized
polynomial-time algorithm for inverting it fails with probability at least 1

nc for
all inputs of sufficiently large length n. No reasonable complexity assumption is
known that would imply the existence of cryptographic one-way functions.

• Average-case one-way functions. In average-case complexity theory, one con-
siders a computational problem together with a distribution on the inputs (in-
stances). A problem equipped with a distribution on the inputs is called a dis-
tributional problem. We consider only polynomial-time samplable distributions,
i.e., distributions that can be generated in polynomial time from a uniform dis-
tribution. The first definition of an average-case polynomial algorithm is due
to Levin [6]. According to Levin, an algorithm runs in polynomial time on the
average if there exists a positive number ε such that the expectation of T ε(x)
over all inputs x of length n is O(n), where T (x) is the running time of the
algorithm on the input x. An equivalent definition was suggested by Impagliazzo
[4]; in accordance with that definition, a problem can be solved in polynomial
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time on the average if there exists an algorithm for solving this problem with two
parameters, x (input) and δ (“give up” probability), such that its running time

is bounded by a polynomial in |x|
δ and it “gives up” with probability at most δ

(otherwise giving the correct answer). There are two ways to define the hardness
of inverting a function f in the average-case complexity setting:

– The problem of inverting f with a polynomial-time samplable distribution
on the inputs of f cannot be solved by any average-case polynomial-time ran-
domized algorithm with bounded error. In this case, f is called an average-
case one-way function.

– The problem of inverting f with a polynomial-time samplable distribution
on the outputs of f cannot be solved by any average-case polynomial-time
randomized algorithm with bounded error. In this case, one says that the
problem of inverting f is hard on the average. The existence of problems
hard on the average is equivalent to (NP,PSamp) � AvgBPP, where
(NP,PSamp) is the set of NP problems with polynomial-time samplable
distributions and AvgBPP is the set of distributional problems that can
be solved in polynomial time on the average by randomized algorithms with
bounded error (this follows from the fact that any distributional NP search
problem with a polynomial-time samplable distribution can be reduced to
a search problem with a uniform distribution [5], and any search problem
with a uniform distribution can be reduced to some decision problem [1]).

The existence of average-case one-way functions implies the existence of average-
case hard problems, since a polynomial-time samplable distribution on the inputs
of a function generates a polynomial-time samplable distribution on the outputs
of this function.

The existence of cryptographic one-way functions implies the existence of average-
case one-way functions (this is an easy consequence of the fact that the existence of
weak one-way functions is equivalent to the existence of strong one-way functions [3]);
this implies the existence of problems hard on the average, which in its turn implies
(NP,PSamp) � AvgBPP. Whether (NP,PSamp) � AvgBPP implies the exis-
tence of cryptographic one-way functions is a most important open problem. Whether
(NP,PSamp) � AvgBPP implies the existence of average-case one-way functions is
also an open problem. Levin [7] showed that if there exists a hard-on-the-average prob-
lem of inverting a length-preserving function with a uniform distribution, then there also
exists an average-case one-way function (these two conditions are too strong, one cannot
satisfy them using any known complete problem in the class (NP,PSamp)).

The existence of problems hard on the average implies the existence of worst-case
one-way functions, i.e., P �= NP. The converse implication is an open problem.

There are three main differences between the approaches to the problem of inverting
functions in cryptography and average-case complexity theory.

(1) A successful cryptographic adversary may err on a polynomial fraction of inputs
[3, Definition 2.2.2], while an average-case polynomial-time algorithm cannot
spend exponential time on a polynomial fraction of inputs [2, 6].

(2) A (polynomial-time samplable) probability distribution in the cryptographic set-
ting is taken over the inputs of a function, while in the average-case setting,
it is usually taken over the outputs (i.e., over the instances of the problem of
inverting the function); see, e.g., [4, 7]. Note that it is not known whether a
polynomial-time samplable distribution on the outputs is necessarily dominated
by a distribution induced by a polynomial-time samplable distribution on the
inputs.
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(3) To solve a problem in polynomial time on the average, one must solve it for all
input lengths, while in the cryptographic case, a successful adversary is allowed
to solve it for infinitely many input lengths. We do not know whether this
discrepancy in the definitions can be overcome, and we follow the average-case
tradition. Thus, the function we obtain is hard to invert only for infinitely many
input lengths.

In this paper, we overcome the difficulty described in item (1) above: we prove that
the average-case hardness of inverting a function implies the cryptographic hardness of
inverting a related function for infinitely many input lengths. Namely, we show how to
pad any function in such a way that we can use any polynomial-time algorithm that
inverts the padded function for a noticeable fraction of inputs for inverting the original
function in polynomial time on the average. The reduction essentially uses the fact that
the algorithm for inverting the padded function works for all sufficiently large input
lengths, so that we do not overcome the difficulty described in item (3). We do not
attempt to resolve the difficulty from item (2) either.

Our method employs the following simple idea of Impagliazzo’s proof of [4, Proposi-
tion 3], which allows one to obtain an average-case polynomial-time algorithm from an
algorithm that works on a fixed fraction (1− 1

nk ) of inputs. Bogdanov and Trevisan used
this idea to prove that the existence of an algorithm for a version of the bounded halting
problem that fails on a fraction 1

n of inputs implies the average-case tractability of all
NP languages with polynomial-time samplable distributions ([1, Proposition 3.5]). The
trick is that if one pads the input, the probability of failure decreases. We adapt this
method to the problem of inverting a function. However, instead of taking a particular
function, we show how to modify any function.

Our main result is the following theorem.

Theorem 3. If there exists a length-preserving polynomial-time computable function f
that cannot be inverted in bounded error randomized average-case polynomial time with a
polynomial-time samplable distribution on its inputs, then there exists a length-preserving
function that is cryptographic one-way for infinitely many input lengths.

1.1. Organization of the paper. In §2 we rigorously define the notions we use. In §3
we prove the main result (Theorem 3).

§2. Preliminaries

2.1. Average-case complexity. In this subsection, we define the key notions of the
average-case complexity theory. Essentially, we follow [2].

We restrict ourselves to the two-letter alphabet {0, 1}; the set of all words in this
alphabet is denoted by {0, 1}∗. By cn we denote the string consisting of n symbols c,
where c ∈ {0, 1}.

Definition 1. An ensemble of distributions is a collection D = {Dn}∞n=1, where Dn :
{0, 1}n → R is a distribution on the inputs of length n (i.e.,

∑
a∈{0,1}n Dn(a) = 1).

An ensemble of distributions is said to be polynomial-time samplable if there exists a
polynomial-time randomized algorithm obtaining 1n (the string consisting of n ones) as
the input whose outputs are distributed according to Dn.

In [1], Dn is defined not only on strings of length n, but possibly on strings of close
lengths. In the case of polynomial-time samplable distributions, these approaches are
equivalent. The uniform distribution U is determined by the ensemble of distributions
Un, where Un is the uniform distribution on {0, 1}n.
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Definition 2. A function f : {0, 1}∗ → 2{0,1}
∗
is polynomial-time verifiable if the length

of every string in its output is bounded by a polynomial in the length of the input and
there exists a polynomial-time computable function v such that

∀x, y ∈ {0, 1}∗ v(x, y) = 1 ⇐⇒ y ∈ f(x).

Definition 3. A distributional search problem (f,D) consists of a polynomial-time ver-
ifiable function f : {0, 1}∗ → 2{0,1}

∗
and an ensemble of distributions D.

Remark 1. Bogdanov and Trevisan [2] considered distributional search problems for NP
languages instead of multivalued polynomial-time verifiable functions. These approaches
are obviously equivalent.

Following Impagliazzo [4] and Bogdanov and Trevisan [2], we define average-case
polynomial-time algorithms as polynomial-time algorithms that are allowed to “give up”
(by outputting a special symbol ⊥).

Definition 4 (cf. [2, Definition 4.2]). A distributional search problem (f,D) can be
solved in polynomial time on the average if there exists an algorithm A(x, δ) such that

• A runs in time polynomial in |x| and 1
δ for any x in the support of D and any

positive δ;
• if f(x) �= ∅, then A(x, δ) ∈ f(x) ∪ {⊥};
• Prx←Dn

{A(x, δ) =⊥} ≤ δ.

Definition 5. The complexity class FAvgP consists of all distributional search problems
that can be solved in polynomial time on the average.

Definition 6 (cf. [2, Definition 4.3]). A distributional search problem (f,D) can be
solved in randomized polynomial time on the average if there exists a randomized algo-
rithm A(x, δ) such that

• A runs in time polynomial in |x| and 1
δ for any x in the support of D and any

positive δ;
• if f(x) �= ∅, then Pr{A(x, δ) /∈ f(x) ∪ {⊥}} ≤ 1

4 , where the probability is taken
over the random bits of A;

• Prx←Dn
{Pr{A(x, δ) = ⊥} ≥ 1

4} ≤ δ, where the inner probability is taken over
the random bits of A.

Definition 7. The complexity class FAvgBPP consists of all distributional search prob-
lems that can be solved in randomized polynomial time on the average.

The following definition of (deterministic) reductions is a special case of randomized
heuristic search reductions [2, 5.1.1]. It is not known whether FAvgBPP is closed under
these randomized reductions, but it is closed under the deterministic ones. In this paper,
we use only deterministic reductions.

Definition 8. Consider two distributional search problems (f,D) and (f ′, D′). We say
that (f,D) reduces to (f ′, D′) if there are polynomial-time computable functions h and
g such that the following three assertions hold true:

• f(x) �= ∅ =⇒ f ′(h(x)) �= ∅;
• y ∈ f ′(h(x)) =⇒ g(y) ∈ f(x) for any y and x with D|x|(x) > 0;
• there is a polynomial p(n) such that∑

h(x)=x′, |x|=n

Dn(x) ≤ p(n) ·D′
|x′|(x

′)

for any x′.
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(The last condition is called the domination condition.)
Now we formally verify that both FAvgP and FAvgBPP are closed under such

reductions.

Lemma 1. If a problem (f,D) is reducible to (f ′, D′), then (f ′, D′) ∈ FAvgP implies
(f,D) ∈ FAvgP.

Proof. Let A′(y, δ) be an average-case polynomial-time algorithm for (f ′, D′). Let q be
a polynomial such that maxx∈{0,1}n |h(x)| ≤ q(n). Define

A(x, δ) = g

(
A′

(
h(x),

δ

p(|x|)q(|x|)

))

(we assume that g(⊥) =⊥). Clearly, the algorithm A is polynomial in |x| and 1
δ and does

not output wrong answers when f(x) �= ∅. The probability of the “give up” answer can
be estimated as

Pr
x←Dn

{A(x, δ) =⊥} =
∑

A′(h(x), δ
p(n)q(n) )=⊥

Dn(x)

≤
∑

A′(y, δ
p(n)q(n) )=⊥

p(n)D′
|y|(y) ≤ p(n)q(n)

δ

p(n)q(n)
= δ. �

Lemma 2. If a problem (f,D) is reducible to (f ′, D′), then (f ′, D′) ∈ FAvgBPP implies
(f,D) ∈ FAvgBPP.

Proof. The construction of the new algorithm A and the estimation of the probability of
the “give up” answer are similar to the deterministic case (see Lemma 1):

Pr
x←Dn

{
Pr{A(x, δ) =⊥} ≥ 1

4

}
=

∑
Pr{A′(h(x), δ

p(n)q(n) )=⊥}≥ 1
4

Dn(x)

≤
∑

Pr{A′(y, δ
p(n)q(n) )=⊥}≥ 1

4

p(n)D′
|y|(y) ≤ p(n)q(n)

δ

p(n)q(n)
= δ.

The additional condition for randomized algorithms can also be verified easily:

Pr{A(x, δ) /∈ f(x) ∪ {⊥}} ≤ Pr

{
A′(h(x),

δ

p(n)q(n)
) /∈ f ′(h(x)) ∪ {⊥}

}
≤ 1

4
. �

2.2. Infinitely-often one-way functions. In this section, we define infinitely-often
one-way functions, which differ from “standard” one-way functions in that they are hard
only for infinitely many (rather than for almost all) input lengths. In other words, in
contrast to, e.g., [3, Definition 2.2.1], a successful adversary must invert the function for
all sufficiently large input lengths, while in the “classical” definition, it suffices to invert
the function for infinitely many input lengths.

Definition 9. A polynomial-time computable function f : {0, 1}∗ → {0, 1}∗ is a strong
infinitely-often one-way (i.o. one-way) function if for any polynomial p(n) and any ran-
domized polynomial-time algorithm B,

∀N ∃n > N Pr{B(f(x)) ∈ f−1(f(x))} <
1

p(n)
,

where the probability is taken over x uniformly distributed on {0, 1}n and over the
random bits used by B.

As in the “usual” case, we also define weak infinitely-often one-way functions (cf. [3,
Definition 2.2.2]).
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Definition 10. A polynomial-time computable function f : {0, 1}∗ → {0, 1}∗ is a weak
i.o. one-way function if there exists a polynomial p(n) such that for any randomized
polynomial-time algorithm B,

∀N ∃n > N Pr{B(f(x)) /∈ f−1(f(x))} >
1

p(n)
,

where the probability is taken over x uniformly distributed on {0, 1}n and over the
random bits used by B.

Theorem 1. The existence of weak i.o. one-way functions implies the existence of strong
i.o. one-way functions.

Proof. The proof reproduces the proof of [3, Theorem 2.3.2] (for “usual” one-way func-
tions) word for word. �

§3. Main result

3.1. Strategy of the proof. We assume the existence of a length-preserving function
f : {0, 1}∗ → {0, 1}∗ such that the problem of inverting f with the uniform1 distribution
on the inputs of f cannot be solved in randomized polynomial time on the average.
Note that f is not necessarily a weak i.o. one-way function. Indeed, suppose that f is
polynomial-time invertible on a set of probability (1− 1

2
√

n ), and invertible in time Ω(2n)
on the other inputs. In this case, f may be hard to invert in polynomial time on the
average, but it is not weakly i.o. one-way. We shall show how to modify f so as to make
it weakly i.o. one-way.

The main idea of the proof is to supply the original function with a padding. Namely,
we define a new function fp(x, y) on pairs of strings; it applies f to the first argument

and replaces the second argument by 1|y|. Note that the probability of an input fp(x, y)
does not depend on the length of the padding (i.e., the length of y): this probability
is exactly 2−|f(x)|. By definition, a randomized average-case polynomial-time algorithm
must solve much more instances for greater lengths (the error probability is a constant),
and padding allows us to put instances of smaller lengths among instances of higher
lengths.

We show that the problem of inverting f is average-case reducible to that of inverting
fp. Indeed, in order to invert f on a string y, it suffices to invert fp on the pair (y, 1).
To verify the domination condition, we must specify an economical encoding of pairs
(to satisfy this condition, we are allowed to increase the length of the input only by a
logarithmic number). The details of the encoding are described in the next section.

Assume that there is a randomized polynomial-time algorithm B that inverts fp with
error 1/n: Pr{B(fp(z)) ∈ f−1

p (fp(z))} ≥ 1 − 1
n , where the probability is taken both

over z and over the random choices of B. Now we define a randomized average-case
polynomial-time algorithm A(z, δ) that inverts fp. The paradigm is as follows: increase

the padding of the input z → z1	
1
δ 
 and then use B.

Since the probability of the input does not depend on the length of the padding, the
error probability of A is at most 1

n+ 1
δ

≤ δ. Thus, inverting fp and, by the above reduction,

inverting f are randomized average-case tractable, contradicting the assumption.

3.2. Details of the proof. Throughout this section, log denotes the binary logarithm.
Given a number n, we denote its binary representation by n2 (in particular, for a string
x, we denote the binary representation of its length by |x|2).

1Later we shall show that here one can take any polynomial-time samplable distribution.
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Definition 11. We say that a string x ∈ {0, 1}∗ is correct if

• x contains at least one occurrence of 0; let xk = 0 be the first such occurrence;
• |x| ≥ 2k − 1;
• the substring xk+1 . . . x2k−1 is the binary representation of a number l such that
|x| ≥ 2k + l − 1.

Given a correct string x, its main part is the substring x2k . . . x2k+l−1, and its padding
is the suffix x2k+l . . . x|x|.

Definition 12. Let π : {0, 1}∗ → {0, 1}∗ be the function that maps a string x to the cor-
rect string π(x) with the main part x and the empty padding, i.e., π(x) = 1	log |x|
0|x|2x.

Remark 2. Note that π is injective.

Definition 13. Let f : {0, 1}∗ → {0, 1}∗ be a length-preserving function. We define
a new (also length-preserving) function fp as follows: if there are y and z such that

x = 1	log |z|
0|z|2zy, then fp(x) = 1	log |z|
0|z|2f(z)1|y|; otherwise fp(x) = x.

Definition 14. Given a length-preserving function g and a distribution D, let Dg be the
distribution of the outputs of g whose inputs are sampled according to D. In particular,

Ug(y) =
∑

g(x)=y

2−|x| = |g−1(y)| · 2−|y|.

Lemma 3. If x = 1	log |z|
0|z|2z1t, then

Ufp(x) = |f−1(z)| · 2−|z|−2	log |z|
−1 = Ufp(x1s)

for any s ≥ 0. If x is a correct string whose padding contains zeros, then Ufp(x) = 0. If
a string x is incorrect, then Ufp(x) = 2−|x|.

Proof. In the first case, one should sum the probabilities for all the different paddings of
a given length. The other two cases are trivial. �

Lemma 4. For any length-preserving function f , the problem (f−1, Uf ) is reducible to
(f−1

p , Ufp).

Proof. To satisfy Definition 8, we put

h(x) = π(x),

g(y) =

{
x if y = π(x),

y otherwise,

p(n) = 2n3.

If f is invertible on x, then fp is invertible on π(x). If fp is invertible on π(x), then
g(f−1

p (π(x))) ∈ f−1(x). If f is not invertible on x, then trivially Uf (x) = 0. Let n = |x|.
Finally, if x′ = π(x), then, by Lemma 3,

Ufp(x′) = |f−1(x)| · 2−n−2	log n
−1 ≥ 1

2n3
· |f−1(x)|2−n

=
1

p(n)
Uf
n (x) =

1

p(n)

∑
π(y)=x′

Uf
n (y).

The last identity is valid because π is injective. (If x′ cannot be represented as π(x),
then the domination condition is satisfied trivially.) �
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Theorem 2. Let f be a length-preserving polynomial-time computable function. If there
exists a randomized polynomial-time algorithm B such that, for a constant c > 0 and
every integer n, we have

Pr
x←U

fp
n ,r←Us(n)

{B(x) ∈ f−1
p (x)} ≥ 1− 1

nc
,

where r is the string of random bits used by the algorithm B and s(n) is a polynomial,

then (f−1
p , U

fp
n ) ∈ FAvgBPP.

Proof. Since one can verify the answer of B, we assume that B either correctly inverts
fp or gives up. We also assume that B returns an element of f−1

p (x) whose padding does
not contain zeros.

First, we prove that

(1) Pr
x←U

fp
n

{
Pr

r←Us(n)

{B(x) /∈ f−1
p (x)} ≥ 1

4

}
≤ 4

nc
.

Indeed, if this inequality fails, then

Pr
x←U

fp
n ,r←Us(n)

{B(x) /∈ f−1
p (x)} =

∑
x∈{0,1}n

Ufp
n (x) · Pr

r←Us(n)

{B(x) /∈ f−1
p (x)}

≥
∑

x∈{0,1}n

Prr←Us(n)
{B(x)/∈f−1

p (x)}≥ 1
4

Ufp
n (x) · Pr

r←Us(n)

{B(x) /∈ f−1
p (x)} >

1

4
· 4

nc
=

1

nc
,

contradicting the assumption on B.
The new algorithm A(x, δ) performs as follows. If x is an incorrect string, then

A(x, δ) = x. If x is a correct string whose padding does not contain zeros (note that if the
padding contains zeros, then Ufp(x) = 0), then we pad x and run B. More precisely, let
|x| = n, Δ = �( 4δ )1/c�, N = n+Δ. Define σ(x) = x1Δ. If B(σ(x)) =⊥, then A(x, δ) =⊥;

otherwise A(x, δ)1Δ = B(σ(x)), i.e., A discards Δ trailing 1’s of the answer of B and
outputs the result.

Then

Pr
x←U

fp
n

{
Pr

r←Us(N)

{A(x, δ) /∈ f−1
p (x)} ≥ 1

4

}

≤ Pr
x←U

fp
n

{
Pr

r←Us(N)

{B(σ(x)) /∈ f−1
p (σ(x))} ≥ 1

4

}

Lemma 3
= Pr

y←U
fp
N

{
∃x(x ∈ {0, 1}n ∧ y = σ(x)) ∧ Pr

r←Us(N)

{B(y) /∈ f−1
p (y)} ≥ 1

4

}

≤ Pr
y←U

fp
N

{
Pr

r←Us(N)

{B(y) /∈ f−1
p (y)} ≥ 1

4

}
(1)

≤ 4

Nc
< δ. �

Corollary 1. Let f be a length-preserving polynomial-time computable function. If
(f−1, Uf

n ) /∈ FAvgBPP, then for any randomized polynomial-time algorithm B and any
constant c > 0, there exist infinitely many n ∈ N such that Prx←Un,r←Us(n)

{B(fp(x)) ∈
f−1
p (fp(x))} < 1− 1

nc .

Proof. This follows from Theorem 2, Lemma 4, and Lemma 2. �
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Using Theorem 1, we obtain the following assertion.

Corollary 2. If there exists a length-preserving polynomial-time computable function f
that cannot be inverted in randomized average-case polynomial time (i.e., (f−1, Uf ) /∈
FAvgBPP), then there exists a length-preserving strong i.o. one-way function.

Corollary 2 formally requires that the function used in the assumption have a uniform
distribution on its inputs. However, the assertion is true for any other polynomial-time
samplable distribution on the inputs.

Theorem 3. If there exists a length-preserving polynomial-time computable function f
that cannot be inverted in randomized average-case polynomial time on a polynomial-
time samplable distribution D (i.e., (f−1, Df ) /∈ FAvgBPP), then there exists a length-
preserving strong i.o. one-way function.

Proof. Let s : {0, 1}m(n) → {0, 1}n be a polynomial-time sampler for D, i.e., D = Us.
Without loss of generality we may assume that m(n) ≥ n and m(n) is a strictly monotone
increasing polynomial function. We define a function fs as follows:

fs(x) =

{
f(s(x))1m(n)−n if ∃n(m(n) = |x|),
x otherwise.

We reduce (f−1, Df ) to ((fs)−1, Ufs

). To satisfy Definition 8, put

h(y) = y1m(n)−n,

g(x) = s(x),

p(n) = 1.

The domination condition is satisfied because Df (y) = Ufs

(h(y)).
Since FAvgBPP is closed under reductions, we have ((fs)−1, Ufs

) �∈ FAvgBPP.
Now the theorem follows from Corollary 2. �
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