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resumably hard mathematical problems
stand at the core of modern cryptography. A typical security proof for a
cryptographic protocol relates its resistance against a particular attack to the
hardness of some mathematical problem. Very few
problems have survived thorough cryptanalysis,
the most established ones being the integer factorization problem and the discrete logarithm
problems on finite fields and elliptic curves.
Other problems have been suggested, related,
for example, to hyperelliptic curves, lattices [42],
error-correcting codes [31], or multivariate polynomial equations [35] (the so-called postquantum
cryptographic algorithms). They are currently less
trusted than the three previous ones, but they
might join or replace them in the future.
In this paper we discuss three alternative
computational problems: namely the balance, representation, and factorization problems in finite
non-Abelian groups. Interestingly, these problems
can be seen as generalizations of the Rubik’s Cube.
The famous 3D puzzle is notoriously “hard” [12],
but of course not in a cryptographic sense. Computer programs solve it instantaneously, and
even human champions need less than ten seconds. Nevertheless, the “extensions” considered
in this paper were proposed as the core computational problems underlying the security of Cayley
hash functions, an elegant construction of a very
important cryptographic primitive.
For the cryptographic applications to be secure,
the balance, representation, and factorization
problems must be computationally hard. These
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problems are of course easy for the Rubik’s Cube.
They are also easy in a few other particular cases,
but they may still be hard in general. In fact,
they are strongly connected to famous problems
in group theory and can be seen as algorithmic
versions of a twenty-year-old conjecture of Babai
on the diameters of Cayley graphs. Although the
conjecture is now proved for all parameters of
interest in cryptography, many of the proofs are
nonconstructive, hence useless, to “break” the
functions.
In the last twenty years, the cryptography
community (for Cayley hash functions) and the
mathematics community (for Babai’s conjecture)
have been working independently on very similar
problems. The goal of this paper is to bridge the
results obtained by the two communities, with the
cryptographic application in mind. In particular, we
review known results coming from both sides, we
provide some general attacks and design principles
for the Cayley hash function construction, and
finally we propose some parameters that can be
considered as “safe” from our current knowledge
of these problems.
Notation. In this paper, p will always be a prime
and n a positive integer. We write Fq for the finite
field with q elements. We identify the finite field
Fpn with Fp [X]/(q(X)), where q is an irreducible
polynomial over Fp . If K is a finite field and m is a
positive integer, we write SL(m, K) for the special
linear group of degree m over K, in other words,
the group of m-by-m matrices over K with determinant 1. We write P SL(m, K) for the projective
special linear group of degree m over K, which is
the quotient of SL(m, K) by the set {λI, λ ∈ K}.
Finally, we write Sn for the group of permutations
on n elements.
Outline. The remainder of this paper is organized
as follows. In the first section we recall the Cayley
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hash function construction and its main advantages over other cryptographic hash functions. In
the second section we define the balance, representation, and factorization problems and show
their connection with the security of Cayley hash
functions, Babai’s conjecture, and the Rubik’s Cube.
In the third section we describe general methods
to solve these problems in particular cases, and
we provide particular parameters that appear as
a cryptographic challenge today. We conclude the
paper in the fourth and final section.

hard” means that no big cluster of computers can
perform a given task. A computational complexity
of 280 operations is currently considered out of
reach [16].
Classical hash functions like the NIST’s standard
hash algorithms [34] mix pieces of the message
again and again until the result looks sufficiently
random. The design of these functions may somehow look like a sack of nodes that may discourage
its study outside the cryptography community.
In contrast, Cayley hash functions have a clear,
simple, and elegant mathematical design.

Cayley Hash Functions
In this section we first recall the definition and the
main properties of cryptographic hash functions,
a very important cryptographic primitive. We then
recall the definition of Cayley hash functions, an
interesting family of hash functions based on
non-Abelian groups.
Cryptographic Hash Functions
Hash functions are a fundamental building block
in cryptographic protocols, in particular in digital
signature schemes and message authentication
codes. A hash function is a function that takes
as inputs bitstrings of arbitrary length and then
returns bitstrings of fixed finite small length.
Additionally, the function is typically required to
be collision resistant, second preimage resistant,
and preimage resistant.
Definition 1. Let n ∈ N and let H : {0, 1}∗ →
{0, 1}n : m → h = H(m). The function H is said to
be [32]:
• collision resistant if it is “computationally
hard” to find m, m0 ∈ {0, 1}∗ , m0 ≠ m,
such that H(m) = H(m0 );
• second preimage resistant if, given m ∈
{0, 1}∗ , it is “computationally hard” to find
m0 ∈ {0, 1}∗ , m0 ≠ m, such that H(m) =
H(m0 );
• preimage resistant if, given h ∈ {0, 1}n ,
it is “computationally hard” to find m ∈
{0, 1}∗ such that h = H(m).
In cryptographic protocols, the output of a hash
function is often used as a small digest of its
input aimed to represent this input uniquely. Since
hash functions are not injective, this “uniqueness”
is of course only “computational”. The words
“computationally hard” can be understood in two
different ways. From a theoretical point of view, it
means that no probabilistic algorithm that runs in
polynomial time in n can succeed in performing
the task for large values of the parameter n with
a probability larger than the inverse of some
polynomial function of n [17]. On the other hand,
from a practical point of view, “computationally
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A Construction Based on Cayley Graphs
Given a (multiplicative) group G and a subset
S = {s1 , . . . , sk } thereof, their Cayley graph is a kregular graph that has one vertex for each element
of G and one edge between two vertices v1 and v2
if and only if the corresponding group elements
gv1 , gv2 satisfy gv2 = gv1 si for some si ∈ S. We
can build a hash function from this graph as
follows. The message m is first written as a string
m = m1 . . . mN where mi ∈ {1, . . . , k}. Then the
group product
h = sm1 sm2 . . . smN
is computed and mapped onto a bitstring. A hash
function constructed in this way is called a Cayley
hash function. The initial and final transformations
do not influence the security. In the rest of the
paper, we will consider hash functions as functions
from {1, . . . , k}∗ to G.
The computation of a hash value amounts to a
walk in the corresponding Cayley graph. To make
the computation more efficient, the four Cayley
hash functions proposed in the literature use the
matrix groups SL(2, K) or P SL(2, K), where K is
either Fp or F2n [48], [45], [9], [38]. Cayley hash
functions are rather slow for most parameters,
but in some contexts they perform better than the
standard SHA-1 [11]. One big advantage of Cayley
hash functions over classical hash functions is that
their computation can be very easily parallelized:
large messages can be cut into various pieces
distributed to different computing units, and the
associativity of the group ensures that the final
result can be recovered from all partial products.
As we will see below, the overall security of
Cayley hash functions (their collision, second
preimage, and preimage resistance) may depend
on the group and the generators used. The group
structure also induces some properties that may
be undesirable in some applications. For example,
given the hash value of m and m0 , it is possible
to compute the hash value of m||m0 . However,
additional design components can solve this
problem [36].
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Balance, Factorization, and Representation
Problems

versions of old questions and some long-standing
open problems in group theory.

In this section we introduce the mathematical
problems at the core of the security of Cayley hash
functions. We then link them to famous problems
in group theory and with the Rubik’s Cube.
Security of Cayley Hash Functions
The collision, second preimage, and preimage
properties of Cayley hash functions can easily be
translated into group-theoretic problems.
Definition 2. Let G be a group and let S =
{s1 , . . . , sk } ⊂ G be a set generating this group. Let
L ∈ Z be “small”.
• Balance problem: Find an “efficient” algorithm that returns two words: m1 . . . m`
and m10 . . . m`0 0 Q
with `,Q
`0 < L, mi , mi0 ∈
{1, . . . , k}, and smi = smi0 .
• Representation problem: Find an “efficient” algorithm that returns a word m1 . . .
m` with ` < L, mi ∈ {1, . . . , k}, and
Q
smi = 1.
• Factorization problem: Find an “efficient”
algorithm that, given any element g ∈ G,
returns a wordQ
m1 . . . m` with ` < L, mi ∈
{1, . . . , k}, and smi = g.
Again, the word “small” can be understood in
two different ways. Messages larger than a few
gigabytes can hardly make sense in practice. On the
other hand, from a theoretical point of view, “small”
means polylogarithmic in the size of the group,
considering a family of groups with increasing
sizes. The word “efficient” means the opposite of
“computationally hard”.
Without the length constraint, the representation problem would be trivial, since s or d(s) = 1
for any s ∈ G. With the stronger requirement of
finding a product of minimal length, it becomes
NP-hard [15], [22]. The factorization problem was
described by Lubotzky as a “noncommutative analog of the discrete logarithm problem” [30, p. 102].
Indeed, both the representation and the factorization problems are equivalent to the discrete
logarithm problem in Abelian groups if we forbid
trivial solutions [6]. On the other hand, the balance
problem becomes trivial in Abelian groups.
In general, the factorization problem is at least
as hard as the representation problem, which is
at least as hard as the balance problem. Clearly, a
Cayley hash function is collision resistant if and
only if the balance problem is hard, it is second
preimage resistant only if the representation
problem is hard, and it is preimage resistant if and
only if the corresponding factorization problem is
hard. Interestingly, the balance, representation, and
factorization problems can be seen as constructive
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Link with Babai’s Conjecture
The first question (coming back to Dixon [14]) is the
probability that a random set of elements in a finite
non-Abelian group generates the whole group. This
probability is arbitrarily close to 1 for sets of two
elements if the groups are large enough [25], [29].
Given G and S, it is then natural to ask for the
maximal length of all minimal representations of
the elements of G as products of the elements of S.
In other words, we are interested in the diameter
of the corresponding Cayley graph.
This diameter can easily be lower bounded
by log|S| |G| using the pigeon-hole principle, but
it is not known whether the bound is tight in
general. A large source of graphs with logarithmic
diameter is provided by expander graphs [21].
Roughly speaking, an expander graph is a regular
graph such that any set of its vertices has a
comparatively large set of neighbors. An intense
research effort in the last ten years has recently
culminated in proving that, for any non-Abelian
finite simple group, there exists a symmetric set
of generators such that the corresponding Cayley
graph is an expander [8]. Expander graphs are very
important for computer science, with a wide range
of applications.
In general, Cayley graphs are expected to have
polylogarithmic rather than logarithmic diameters.
More precisely, a conjecture made by Babai in
the early 1990s states that the diameter of any
undirected Cayley graph of a non-Abelian simple
group is bounded by a polynomial function in the
size of the group [3], [20]. Directed Cayley graphs
can be included as well in the conjecture without
strengthening it [2].
Interestingly, the factorization problem discussed in this paper can be seen as providing a
constructive proof of Babai’s conjecture. By definition, “small” factorizations exist in Cayley graphs
with logarithmic or polylogarithmic diameter, but
this does not imply that they can be efficiently
computed with a polynomial time algorithm. In this
sense, the cryptanalyst’s task seems harder than
just proving Babai’s conjecture. On the other hand,
cryptanalysts may not need a constructive proof
for all parameter sets but only for a large fraction
of parameters in some relevant subfamilies.
A “Toy” Example: The Rubik’s Cube
We now express the link between the factorization
problem and the Rubik’s Cube. Let E be the set of
all possible configurations of the Rubik’s Cube, including configurations obtained by disassembling
and reassembling it. The permutation group G
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on E acts naturally on the cube: to each g ∈ G
we can associate the image by g of the initial
configuration of the cube. The Rubik’s group is
the subgroup GR that is generated by the six elementary rotations of the faces. The Rubik’s group
1
has order |GR | = 12
12!8!38 212 and is isomorphic
7
11
to (Z3 × Z2 ) Ï ((A8 × A12 ) Ï Z2 ), where × and Ï
are respectively the direct and semidirect group
products [10]. Solving the Rubik’s Cube amounts
to solving the factorization problem for the group
GR and the set S containing the six rotations of the
faces.

Rubik’s for Cryptographers
After twenty years of research on Babai’s conjecture,
particularly intense after a breakthrough result
of Helfgott in 2005 [20], Babai’s conjecture has
been proved for any generator set of any group
of Lie type with a bounded rank [41], [7]. Helfgott
and Seress [19] have also obtained a slightly
weaker quasipolynomial bound for the diameter
of permutation groups. However, most of these
proofs are nonconstructive. Constructive proofs
are available only for the four parameter sets
that were proposed for Cayley hash functions, for
permutation groups, and for a few “well-chosen”
generator sets in other groups. In this section, we
briefly survey these results and we conclude with
a cryptographic challenge.
General Techniques
The mathematical structure of Cayley hash functions makes them more vulnerable to attacks that
would exploit this structure. Two main attack
techniques and design principles can be inferred
from our experience.
A first important category of attacks is subgroup
attacks. If G has a subgroup tower decomposition
G = G0 ⊃ G1 ⊃ G2 ⊃ · · · ⊃ GN = {1} and if
|Gi |/|Gi+1 | is “small” for all i then, given any
set S = {s1 , . . . , sk }, the representation problem
can be solved as follows. We generate random
(1)
products of the si until we get an element s1 ∈ G1 ,
and we repeat the operations until we get a set
(1)
(1)
S(1) = {s1 , . . . , sk0 } that can generate all the
elements of G2 . We then recursively repeat the
procedure, starting from the group G1 and the
set S (1) . A representation with the elements of S
can be obtained by substitutions. The complexity
of this attack is roughly max i |Gi |/|Gi+1 |, but it
can be reduced to max i (|Gi |/|Gi+1 |)1/2 using a
meet-in-the-middle strategy. These attacks can be
extended to solve the factorization problem as well,
and the condition that all the quotients |Gi |/|Gi+1 |
are “small” can sometimes be replaced by a weaker
one.
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A simple example of a subgroup attack is
the “level-by-level” resolution method for the
Rubik’s Cube: each level can be associated to
the subgroup of the Rubik’s group containing all
the permutations that preserve the levels solved
so far. Since the order of GR is very smooth,
many other subgroup attacks can be constructed
against the Rubik’s Cube. A similar idea was used by
Dinai [13] for the group SL(2, Z/pk Z) which has the
subgroup tower SL(2, Z/pk Z) ⊃ SL(2, Z/pk−1 Z) ⊃
· · · ⊃ SL(2, Z/pZ) ⊃ {I}. If p is “small”, then
the factorization problem can be solved for any
generator set of this group. Finally, two subgroup
attacks against a Cayley hash function proposed
by Tillich and Zémor [45] were provided in [44],
[40]. In matrix groups, the orthogonal, triangular,
or diagonal subgroups can typically be exploited.
The simplest subgroup attacks can be prevented
by choosing the group G carefully. The minimal
requirement is that the cardinalality of G has a
“large” factor, but additional requirements may be
needed depending on the group family.
A second very important category of attacks is
that of lifting attacks. To describe their principle,
let us suppose that G is SL(2, Fp ). There is a
natural homomorphism from SL(2, Z) to SL(2, Fp )
given by the “reduction modulo p”. A lifting attack
for SL(2, Fp ) will “lift” the generators on SL(2, Z)
and then try to “lift” the element to be factored
on the subgroup of SL(2, Z) generated by the lifts
of the generators. Factoring elements in SL(2, Z)
is usually easier (when a factorization exists) than
in SL(2, Fp ). This is mainly because factorizations
are unique in infinite groups if the generators
are properly chosen, and the elements composing
a factorization can then often be recovered one
by one. Once a factorization over SL(2, Z) has
been obtained, a “reduction modulo p” provides a
factorization over SL(2, Fp ). Therefore the hardest
part of a lifting attack is typically the lifting part
itself.
This part seems “hard” in general, but it is easier
when the generators have a special structure. In the
first Cayley hash function proposed by Zémor [48]
with G = SL(2,
 Fp ), the generator set was chosen
as S = { 10 11 , 11 01 } to improve the efficiency of
the function. However, these two matrices are
so “small” that they generate the whole group
SL(2, Z+ ). Factorizations in this infinite group
could be easily computed with the help of Euclid’s
algorithm [47]. Interestingly, all the lifting attacks
against Cayley hash functions have used a connection between 2-by-2 matrices of particular forms
and the Euclidean algorithm. In the cryptanalysis
of LPS and Morgenstern hash functions [9], [38]
using the groups P SL(2, Fp ) and P SL(2, F2n ), the
natural lifts of the generators did not generate
a dense subgroup of their infinite counterparts.

Notices of the AMS

Volume 60, Number 6

However the generators (chosen in both cases to
achieve an optimal output distribution) had natural
symmetries that allowed one to reduce the lifting
part to the resolution of a quadratic diophantine
equation [46], [37], [36]. Finally, the cryptanalysis
of the Tillich-Zémor hash function [45] consisted of
lifting and factoring special elements of SL(2, F2n )
on SL(2, F2 [X]) and then of combining these
elements in SL(2, F2n ). The lifting part crucially
needed the fact that the Tillich-Zémor generators
had very “small” coefficients in SL(2, F2n ) [18],
[39].
Lifting attacks are harder to prevent than
subgroup attacks, since they have become more
and more sophisticated over the years. However,
the attacks have always required special properties
of the generators (either “small” or “symmetric”) to
perform the lifting part itself. In all cases, simple
modifications of the generators were proposed
to counter the attacks, and these variants have
remained unbroken so far.
Particular “Broken” Instances
While cryptographers have been trying to break
Cayley hash functions, mathematicians have studied the diameter of Cayley graphs and tried to prove
Babai’s conjecture. The conjecture has been proved
for almost all sets of generators in symmetric and
alternating groups by Babai and Hayes [5]. The
proof is constructive, hence permutation groups
must be avoided in cryptographic applications
(see also [23]). For the group SL(2, Fpn ), Babai et
al. [4] provided a set of 3 generators such that
the diameter of the corresponding Cayley graph is
O(log(pn )), together with a constructive algorithm.
Kantor [24], Riley [43], and Kassabov and Riley [26]
provided factorization algorithms with shorter
and shorter lengths for well-chosen couples of
elements in SL(m, Fp ) and SL(m, Fpn ), m ≥ 3. More
generally, there exists a constant C such that any
finite simple non-Abelian group G has a set S of at
most four generators such that every element of G
can be written as a product of elements of S ∪ S−1
of length smaller than C log |G| [1], [26].
A Cryptographic Challenge
Although Cayley hash functions can be broken
for permutation groups and for a few specific
parameters in other groups, determining their
security remains an open problem in general.
In particular, essentially nothing is known for
“generic” parameters of special linear groups.
Challenge 1. Solve the balance, representation, or
factorization
problem for G := SL(2, F2n ) and S :=
n
 
o
t1 1
t2 1
, where t1 := X 3 and t2 := X + 1.
1 0 , 1 0
June/July 2013

The Tillich-Zémor parameters were equivalent
to a similar set with t1 := X and t2 := X +1 [47], [18].
Although our set also contains “small” matrices
for efficiency reasons, the core ingredient in the
cryptanalysis of the Tillich-Zémor hash function
(an algorithm of Mesirov and Sweet related to
the Euclidean algorithm [33]) does not seem to
generalize to our parameters [18], [39] (in particular
in the light of Lauder’s results on generalizations
of Mesirov-Sweet’s algorithm [28]).

Conclusion
Cayley hash functions are very appealing to cryptography. They have a simple and elegant design,
a nice mathematical structure, and a natural parallelism. However, their main security properties
rely on the hardness of mathematical problems
that are nonstandard to cryptography. The recent
cryptanalysis of all Cayley hash function proposals
(Zémor, Tillich-Zémor, LPS, Morgenstern) has cast
doubts on the hardness of these mathematical
problems in the cryptography community.
In our opinion, these doubts are unjustified or
at least premature. The four Cayley hash functions that were broken had parameters that seem
particularly weak a posteriori. The cryptanalysis
techniques used against these functions cannot be
easily applied to other parameters. In particular,
small changes in the four functions make them
immune against existing attacks. The mathematical
problems supporting the security properties of
Cayley hash functions have a rich history in mathematics, if not in cryptography. They originate at
least in the work of Babai in the late eighties and in
particular to its conjecture on the diameter of the
Cayley graphs of finite non-Abelian simple groups.
The research on these problems has been very
active and has involved distinguished mathematicians such as Babai, Bourgain, Gamburd, Green,
Helfgott, Kantor, Lubotzky, Tao,…. Nevertheless,
with the exception of permutation groups, very
few instances have been solved today after twenty
years.
The Rubik’s Cube is a notoriously hard mechanical puzzle… for humans. The factorization
problem in non-Abelian groups is its natural
mathematical generalization. If it turns out to be
“hard” enough, this problem could be very useful
in cryptography. It is also interesting in its own
right, intersecting and connecting group theory,
graph theory, number theory, combinatorics, the
Euclidean algorithm,…. Any new result on secure
and unsecure Cayley hash function instances will
be beneficial not only to cryptography but also to
the numerous applications of Cayley graphs and
expander graphs in mathematics and computer
science. From a purely cryptographic point of
view, the challenge is to find a set of parameters
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that leads not only to hard problems but also to
reasonably efficient implementations.
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Assistant Professor
of Mathematics
The Department of Mathematics at ETH Zurich
(www.math.ethz.ch) invites applications for
an assistant professor position in mathematics.
Candidates should hold a PhD or equivalent
and have demonstrated the ability to carry out
independent research work. The new professor
will be expected to teach undergraduate
(German or English) and graduate courses
(English) for students of mathematics, natural
sciences and engineering.
This assistant professorship has been established
to promote the careers of younger scientists.
The initial appointment is for four years with
the possibility of renewal for an additional
two-year period.
Please apply online at www.facultyaffairs.ethz.ch
Applications should include a curriculum vitae
and a list of publications. The letter of application should be addressed to the President of
ETH Zurich, Prof. Dr. Ralph Eichler. The closing
date for applications is 30 September 2013.
ETH Zurich is an equal opportunity and family
friendly employer and is further responsive
to the needs of dual career couples. In order
to increase the number of women in leading
academic positions, we specifically encourage
women to apply.
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