
Letters to the Editor

are trying to “help” create standards 
that are meant to secure businesses 
and governments worldwide, includ-
ing the US government. On the other 
hand, in pursuit of their signals intel-
ligence (SIGINT) goals they subvert 
the very standards they are supposed 
to be helping create.
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An Introductory Book in 
Network Science is Needed
Network science is currently a hot 
topic (Notices, September 2014, page 
868). Recent developments have 
shown clearly that most realistic 
systems do not work in isolation, e.g., 
epidemics without borders, financial 
crises, internet security, etc. The 
Wikipedia page on network science 
shows the importance of this topic. 
I believe that this way of thinking 
should be taught to senior under-
graduate students. Although there 
are good advanced books and review 
articles, so far I have not found an 
introductory book about this topic. 
Such a book should contain a large 
section on exercises and solution 
hints. I hope that such a book will 
appear soon.
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Remain Skeptical Despite NSA's 
Claims
In response to the recent publica-
tion, “The Mathematics Community 
and the NSA” by Michael Wertheimer 
[Notices, February 2015], I want to 
urge the AMS and Notices readers to 
remain skeptical of the claims of the 
NSA [National Security Agency]. NSA 
leaks over the last 18 months clearly 
show that the NSA is subverting 
encryption standards. Thanks to the 
leaks we now know this as fact, and 
most would agree it's not really even 
up for debate. One of the NSA pro-
grams that seeks to subvert encryp-
tion is called BULLRUN. As a short 
and sweet piece of evidence I'll cite a 
New York Times article entitled “Doc-
uments Reveal NSA Campaign against 
encryption.” In the now-leaked, pre-
viously classified NSA 2013 budget 
request, a portion of the resources for 
its BULLRUN program are allotted to 
“Insert vulnerabilities into commer-
cial encryption systems, IT systems, 
networks, and endpoint communica-
tions devices used by targets.” This 
is an internal NSA document that 
the agency never imagined would be 
publicly available. Matthew Green, 
a cryptography professor at Johns 
Hopkins University, recently wrote in 
his blog a detailed response to Wert-
heimer's article. Green's response has 
a number of points that indicate that 
the NSA intentionally backdoored 
the Dual_EC_DRBG algorithm. One 
of the pieces of evidence is a now-
public email from NIST's own John 
Kelsey [NIST is the National Institute 
for Standards and Technology]. In 
the email he raised concerns about 
how the two default points for the 
algorithm (P and Q) were generated. 
When he asked where Q came from he 
was told: “Q is (in essence) the public 
key for some random private key. It 
could also be generated like a(nother) 
canonical G, but the NSA kyboshed 
this idea, and I was not allowed to 
publicly discuss it, just in case you 
may think of going there.” Basically, 
Q could have been randomly gen-
erated but NSA told them not to 
talk about it. What we really have 
here is a clear example of NSA's very  
conflicting goals. On one hand, they 
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