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The Algebraic EraserTM for RFID.

This talk will present the Algebraic EraserTM (AE) which encrypts data by erasing information using group actions on

monoids. It will be demonstrated that the AE is an ideal primitive for use within lightweight cryptography such as RFID

tags. Applications to authentication, encryption, untraceability, etc. will be given. This work was supported by SecureRF

Corporation. (Received February 21, 2007)
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