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An adequate specification of security goals is a crucial point in the design of cryptographic protocols. The talk discusses
the problem of finding definitions that adequately formalize the intuition of a “secure key establishment” and enable
meaningful security proofs.

The main focus of the talk is on group key establishment where the number of protocol participants can be greater
than 2. Here the assumption that all protocol participants are honest is not necessarily justified, therewith raising the
question of provable security guarantees in the presence of malicious insiders. It turns out that the establishment of
such security guarantees does not necessarily require a significant loss in terms of efficiency. Combining provable security
guarantees and acceptable efficiency seems to be possible.
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