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COMPUTING PRIME DIVISORS IN AN INTERVAL

MINKYU KIM AND JUNG HEE CHEON

Abstract. We address the problem of finding a nontrivial divisor of a com-
posite integer when it has a prime divisor in an interval. We show that this
problem can be solved in time of the square root of the interval length with a
similar amount of storage, by presenting two algorithms; one is probabilistic
and the other is its derandomized version.

1. Introduction

Integer factorization is one of the most challenging problems in computational
number theory. It has been studied for centuries, and it has been intensively in-
vestigated after introducing the RSA cryptosystem [18]. The difficulty of integer
factorization has been examined not only in pure factoring situations but also in
various modified situations. One such approach is to find a nontrivial divisor of a
composite integer when it has prime divisors of special form. These include Pol-
lard’s p−1 algorithm [15], Williams’ p+1 algorithm [20], and others. On the other
hand, owing to the importance and the usage of integer factorization in cryptog-
raphy, one needs to examine this problem when some partial information about
divisors is revealed. This side information might be exposed through the proce-
dures of generating prime numbers or through some attacks against crypto devices
or protocols.

This paper deals with integer factorization given the approximation of divisors,
and it is motivated by the above mentioned research. More precisely, we are mainly
interested in finding a nontrivial divisor of a composite integer N when it has a
divisor in an interval [α, β].

The declared problem can be solved in O(β−α) time with trial division, while
finding all the divisors in the interval. For sufficiently small interval length β−α, all
divisors in the interval can be recovered in polynomial time in logN using Copper-
smith’s method [5,6] for finding small roots of modular polynomial equations. For
relatively small α and large β, it is sufficient to use Pollard’s algorithm [15, The-

orem 1], with which one can find a nontrivial divisor in deterministic Õ(β1/2+γ)
time for any γ > 0, or to use Pollard’s rho method [17], which runs in O(β1/2) time.
However, for large α and large β−α, for example, when the most significant bits of
a divisor are known, the exhaustive search combined with Coppersmith’s method
is the best known algorithm to find a divisor in an interval. Moreover, there is no
known algorithm for finding a divisor in an interval with birthday complexity, that
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is, the square root of the interval length, even though it is a natural requirement
to design such an algorithm.

In this paper, we present two algorithms, one is probabilistic and the other is
its deterministic version, for achieving birthday complexity in finding a divisor in
an interval. The proposed algorithms can find a nontrivial divisor of a composite
integer N when it has a prime divisor in an interval, at around the time of the
square root of the interval length with a similar amount of storage. As a result,
using the proposed deterministic algorithm, we can check the existence of prime
divisors in the interval, and if they exist, we can find all such prime divisors, by
recursively applying the proposed deterministic algorithm at most logN times, in
combination with a primality test such as [1] and a procedure to check that an
integer belongs to the interval.

Our algorithms basically work by solving the discrete logarithm problem over
(Z/nZ)∗, where n is an unknown divisor of the target composite integer N . To
solve this problem efficiently, we adapt a multipoint evaluation method of univari-
ate polynomials, as that of Pollard [15], who used it to give a deterministic time
algorithm for finding divisors less than some integers. At the heart of the determin-
istic argument is the distribution of smooth numbers, that is, to take small integers
to generate a large subgroup of (Z/NZ)∗. We note that this approach was originally
used for devising a deterministic primality test under some condition by Konyagin
and Pomerance [9].

Compared to previous algorithms to find a divisor in an interval, the proposed al-
gorithms are more efficient for some parameters. The complexity of Coppersmith’s
method depends on not only the interval length but also the relative size of the
divisor for the target composite number N . In contrast, the proposed algorithms
mainly depend on the interval length. This difference leads to a situation where
our algorithms are better than Coppersmith’s method. As logN becomes larger
or log(β − α) gets closer to logα, our algorithms become more efficient than Cop-
persmith’s method. For example, roughly speaking, when logN = 4�, logα = �,
log(β − α) = 2�/3, the proposed algorithms run in O(2�/3) time , whereas Copper-
smith’s method runs in O(25�/12) time, which is less efficient.

Compared to Pollard’s algorithm [15], the proposed algorithms are better for
the case that β − α is significantly smaller than β. We also note that by combin-
ing our techniques in Section 5 and Pollard’s technique in [15, Section 2] one can
obtain another deterministic algorithm suitable to the interval case, but it is not
as efficient as our solution. The detailed explanation can be found in Section 5.5.
In fact, one may consider applying Pollard’s kangaroo method [17] to find a factor
in an interval. Pollard’s kangaroo method solves the discrete logarithm problem
by finding a collision between two sequences which are generated by iteratively
applying a function f to two distinct starting points. The main reason why this
method works is that a collision between these two sequences is always preserved
after applying f . However, this method as well as Pollard’s rho method for the
discrete logarithm [17] uses an iteration function f which does not satisfy that
f(x mod p) = f(x) mod p. Such an iteration function does not preserve a collision
modulo p after its applications, and so cannot be used for integer factorization.

The remainder of this paper is organized as follows. In Section 2, we introduce
notation and a theorem about smooth integers necessary for devising our deter-
ministic algorithm. We start to present our algorithms by giving Lemma 3.1 in
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Section 3, which is frequently used in the paper. We also present Pollard’s al-
gorithm [15, Theorem 1] in Section 3. The proposed probabilistic algorithm is
described in Section 4, and its derandomized version is given in Section 5. Our
deterministic algorithm mainly consists of two subroutines, Algorithm 1 and Al-
gorithm 2. First, we explain what can be done with these subroutines, and then,
we describe our deterministic algorithm. The detailed explanation of these two
subroutines is provided in the subsequent sections. In Section 6, we compare our
algorithms mainly with Coppersmith’s method. The final section summarizes the
result of the present study and discusses further research.

2. Preliminaries

Let a, b be integers. If a divides b, this is denoted by a | b; otherwise, a � b. We
write aν ‖ b if aν | b and aν+1 � b for some integer ν. In this case, we say aν exactly
divides b. Let νa(b) denote the nonnegative integer such that aνa(b) ‖ b. Let ϕ(·)
denote the Euler totient function and let ω(m) denote the number of distinct prime
divisors of an integer m. Let ordm(a) denote the order of a modulo m, i.e., the
smallest positive integer n satisfying an ≡ 1 mod m. When using this notation, we
will always assume that gcd(a,m) = 1. We will use “log” for the binary (base 2)
logarithm and use “ln” for the natural (base e) logarithm. We denote [α, β] as the
set of all integers α ≤ i ≤ β.

We say an integer n is y-smooth if it is free of prime factors exceeding y. Let
ψ(x, y) denote the number of y-smooth integers n ≤ x. The following theorem,
proved in [9], gives a lower bound on ψ(x, y), which will be used to prove our main
results.

Theorem 2.1 (Konyagin and Pomerance). If x ≥ 4 and 2 ≤ y ≤ x,

ψ(x, y) > x1−lnln x/ ln y.

We use Mp(d) to denote the number of operations in a ring R for multiplying
two polynomials in R[X] of degree less than d, and we use the notation M(k) for
the number of bit operations to perform a multiplication modulo an integer of k-
bit size. As a result, the number of bit operations to multiply two polynomials of
degree less than d over Zm is denoted by Mp(d)M(logm). Note that from [19], we
currently have

M(k) = O(k log k loglog k) = Õ(k),

Mp(d) = O(d log d loglog d) = Õ(d),

where Õ(�) denotes O(� (log �)O(1)).

3. Basic lemma and Pollard’s algorithm

3.1. Basic lemma. Before describing our algorithms in the subsequent sections,
we first give a lemma that is a slight modification of the lemma given in [15].
Note that the following lemma relies on a classical algorithm to evaluate univariate
polynomials at multiple points, and it will be frequently used in this paper.

Lemma 3.1. Given positive integers N, g, h, and δ with 1<g, h<N , gcd(gh,N)=
1, we can determine whether there is an integer x ∈ [1, δ] with

gcd(gx − h,N) > 1,(3.1)
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and if so, find the least x satisfying (3.1) in

O
(
(log δ+loglogN)Mp(δ

1/2)M(logN)
)

(3.2)

bit operations by using storage for O(δ1/2 log δ logN) bits.

Proof. Let L = �δ1/2�. Since any integer 1 ≤ x ≤ δ can be written as x = jL− i for
some integers 0 ≤ i ≤ L−1, 1 ≤ j ≤ L, we can check the existence of x satisfying
(3.1) by testing if there is some i, j such that

gcd(gjL − hgi, N) > 1.(3.3)

A naive approach is to test (3.3) for all pairs (i, j), which take O(δ), but we want
to do it more efficiently.

We first compute the polynomial

F (X) =
∏

0≤i≤L−1

(
X − hgi

)
mod N.

Then, we evaluate F
(
gjL

)
mod N and compute dj = gcd

(
F (gjL) mod N,N

)
for

each 1 ≤ j ≤ L. If there exists an integer 1 ≤ j ≤ L with dj > 1, we take the least
such number, say v, and then, we find the greatest u satisfying gcd(gvL−hgu, N) >
1. Note that such u always exists since

F
(
gvL

)
≡

∏
0≤i≤L−1

(
gvL − hgi

)
≡ 0 mod p,

for some prime divisor p of dv. Thus, we have the least solution x := vL − u
satisfying (3.1). Otherwise, if there is no such j satisfying dj > 1, we conclude that
there is no x ∈ [1, δ] satisfying (3.1).

It is a classical result [7, Section 10] that all the coefficients of F can be computed
with O(logLMp(L)) operations in Z/NZ and the polynomial F can be evaluated at
multiple points gjL for all 1 ≤ j ≤ L with O(logLMp(L)) operations in Z/NZ, us-
ing storage for O(L logL) elements in Z/NZ, which is at most O(L logL logN)
bits. In addition, we perform GCD computation at most 2L times, requiring
O(L loglogN M(logN)) bit operations [7, Section 11]. Since L ≤ Mp(L), the overall
complexity becomes O

(
(logL+loglogN)Mp(L)M(logN)

)
bit operations. �

Using FFT-based multiplication algorithms, (3.2) becomes Õ(δ1/2 logN) bit op-
erations. Note that this is the typical situation we have in mind while applying
Lemma 3.1.

3.2. Pollard’s algorithm. We note that Pollard’s algorithm will be used as a sub-
routine of our new deterministic algorithm. For easy reference and a self-contained
paper, we present Pollard’s algorithm [15] and its analysis. Pollard’s algorithm
always computes a nontrivial divisor of an integer N , provided that it has a prime
divisor less than or equal to β. Let γ be a positive real number. Pollard’s algorithm
works as follows:

(1) For 2 ≤ a ≤ A := �βγ�, do
(1.a) If gcd(a,N) > 1, then output this and stop.
(1.b) Compute the least integer xa ∈ [1, β−α] satisfying (3.1) with g = a,

h = 1, by using the technique described in Lemma 3.1.
• If gcd(axa − 1, N) < N , then output this and stop.
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• If there is no such xa, then state that N has no prime divisor
≤ β, and stop.

(2) Let H be the least common multiple of x2, . . . , xA.
• If zH + 1 divides N for some integer 1 ≤ z ≤ C(1/γ)1/γ , output
this and stop; otherwise, state that N has no prime divisor ≤ β,
and stop.

In the above description, C is the number defined in the following lemma, which is
essentially proved in [15, Section 2].

Lemma 3.2. Let p be a prime and u > 1. There is a constant C > 0 such that,
given a prime p, the minimal z-th power nonresidue mod p is less than p1/u for
any divisor z of p− 1 with z > Cuu.

Proof. We know that ψ(x, x1/u) = ρ(u)x + O(x/ log x) for a Dickman function
ρ(u) = u−O(u). Thus, there is a constant C > 0 such that ψ(x, x1/u) ≥ x

Cxx for any
integer x. Suppose that there exists a divisor q of p− 1 with q > Cuu such that all
integers up to p1/u are q-th power residues mod p. Since any product of q-th power
residue is also a q-th power residue, we have at least φ(p, p1/u) q-th power residues
in [1, p− 1]. However, it is impossible because φ(p, p1/u) ≥ p/(Cuu) is larger than
(p− 1)/q, the number of all q-th power residues in [1, p− 1]. �

3.2.1. Analysis. Suppose that there is a prime divisor p of N with p ≤ β. Then for
any integer a relatively prime to N there is certainly the integer xa in Step (1.b),
since ap−1 ≡ 1 mod p by Fermat’s little theorem. If gcd(axa − 1, N) is less than N ,
we find a nontrivial divisor of N .

We now assume that gcd(a,N) = 1 and gcd(axa − 1, N) = N for any integer
2 ≤ a ≤ A. Let H = lcm(x2, . . . , xA). We claim that any prime divisor p of
N with p ≤ β is of the form p = zH + 1 for some integer z ∈ [1, Cuu], where
u = 1/γ. Since axa ≡ 1 mod p and xa is minimal with this property, we have
xa | p − 1 for each a and so H | p − 1. Suppose that there is a prime divisor p of
N with z := (p − 1)/H > Cuu. Then, by Lemma 3.2, there exists a z-th power
nonresidue mod p, say b, less than A. Since b is z-th power nonresidue mod p,
we have b(p−1)/z 	≡ 1 mod p, which contradicts the fact that H = (p − 1)/z is a
multiple of xb = ordp(b). Thus, if gcd(axa − 1, N) = N for any 2 ≤ a ≤ A, the
described algorithm outputs a nontrivial divisor of N in Step (2).

The overall complexity of Pollard’s algorithm is

O
(
βγ(log β+loglogN)Mp(β

1/2)M(logN)
)

(3.4)

bit operations by using the storage for O(β1/2 log β logN) bits.

4. Probabilistic algorithm

In this section, we present our probabilistic algorithm for computing a nontrivial
divisor of a composite integer N , provided that the target integer N has a prime
divisor p in the interval [α, β]. In the remainder of this paper, we will always assume
that N is an odd integer, and not a perfect power. Note that we can efficiently
factor N if N ≥ 2 is a perfect power, i.e., if N = nk for some integers n ≥ 2, k ≥ 2
[14, Section 3.6].
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4.1. Algorithm description and complexity. Let us take a positive integer
a, which is relatively prime to N , and let ha ≡ aβ−1 mod N . Let p denote an
unknown prime divisor of N . Since ap−1 ≡ 1 mod p by Fermat’s little theorem and
β − 1 − (p − 1) = β − p ∈ [0, β − α], if β � N , there is an integer xa ∈ [1, β − α]
satisfying d := gcd(axa − ha, N) > 1, and such an integer can be computed by
applying the technique described in Lemma 3.1 to g = a, h = ha, and δ = β−α. If
d < N , a nontrivial divisor of N is found. If d = N and ya is even, we also hope to

find a nontrivial divisor of N by computing gcd(aya/2
i − 1, N) for i = 1, . . . , ν2(ya),

where ya = β − 1− xa. This is summarized in the following:

(1) Choose an integer a uniformly at random in {2, . . . , N−1}.
• If gcd(a,N) > 1, then output this and stop.

(2) Compute xa ∈ [1, β − α] such that d = gcd(axa − aβ−1 mod N,N) > 1 by
applying the technique described in Lemma 3.1.

• If d < N , then output this and stop.
• If there is no such xa, then state that N has no prime divisor in the
interval [α, β] and stop.

(3) If ya := β − 1 − xa is even, then compute di = gcd(aya/2
i − 1, N) for

i = 1, . . . , ν2(ya).
• If 1 < di < N for some 1 ≤ i ≤ ν2(ya), output this and stop.

(4) Output “failure” and stop.

Since Step (3) can be performed with one exponentiation in (Z/NZ)∗ by an
exponent less than β and ν2(ya) GCD computations, the proposed probabilistic
algorithm takes

O
(
(log δ+loglogN)Mp(δ

1/2)M(logN) + log β loglogN M(logN)
)

(4.1)

bit operations. Under the conditions log β ≤ δ1/2 and logN ≤ δ, this is equal to

O(log δMp(δ
1/2)M(logN))

bit operations. The storage requirement is O
(
δ1/2 log δ logN

)
bits.

4.2. Success probability. The starting point to analyze success probability is the
following theorem [2, Section 3].

Theorem 4.1 (Bach [2]). Let N be an odd positive integer, not a prime power and

let its complete factorization be N =
∏�

i=1 q
ei
i . Let λ = lcm(ϕ(qe11 ), . . . , ϕ(qe�� )).

We consider the subset K of (Z/NZ)∗:

K = {1 ≤ a < N : gcd(a,N) = 1 and aλ/2 ≡ ±1 mod N}.
Then, we have the following:

• K is a proper subgroup of (Z/NZ)∗, and hence, |K| ≤ ϕ(N)
2 .

• For any a ∈ (Z/NZ)∗ \ K and y ∈ Z such that ay ≡ 1 mod N , we must

have ν2(y) ≥ 1 and ay/2
k ≡ 1 mod N , but ay/2

k+1 	≡ ±1 mod N for some
0 ≤ k < ν2(y).

Based on this theorem, we can compute the success probability of our probabilis-
tic algorithm as follows. Let a be a positive integer that fails to find a nontrivial
divisor ofN by applying Lemma 3.1. If a is chosen uniformly at random from the set
{1 ≤ b ≤ N − 1 : gcd(b,N) = 1}, by Theorem 4.1, with probability of at least 1/2,

we have that a 	∈ K, and so ya is even and 1 < gcd(aya/2
k+1 ± 1, N) < N for some
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0 ≤ k < ν2(ya). Thus, if a 	∈ K, then one of gcd
(
aya/2

i − 1, N
)
for i = 1, . . . , ν2(ya)

must be a nontrivial divisor of N . This shows that our algorithm succeeds with a
probability of at least 1/2.

5. Deterministic algorithm

The drawback of the algorithm described in the previous section is that we do
not know exactly how many a’s are to be tested or how to choose a to split N ,
and hence, the algorithm works probabilistically. However, under the Extended
Riemann Hypothesis (ERH), we can actually prove the existence of a positive in-
teger a ≤ 2 ln2N such that one of gcd(a,N), gcd(aya − 1, N), gcd(aya/2 − 1, N),

. . . , gcd(aya/2
ν2(ya) −1, N) gives a nontrivial divisor of N by applying the following

theorem to G = K.

Theorem 5.1 (Bach [3]). Assuming the ERH is true, for any positive integer
n and any proper subgroup G � (Z/nZ)∗, the least positive integer a such that
a ∈ (Z/nZ)\G is at most 2 ln2(n), and the least positive integer b such that b ∈
(Z/nZ)∗\G is at most 3 ln3(n).

The question is whether one can give another deterministic algorithm without
unproven assumptions as in the ERH, while maintaining the complexity at the
same level as the probabilistic algorithm. In this section, we answer this question
successfully.

5.1. Algorithm description. To derandomize our probabilistic algorithm, we will
give additional strategies to find a nontrivial divisor when we have gcd(aya−1, N) =
N for many integers a. We first present these procedures, and then state our
deterministic algorithm. The detailed analysis of our algorithm is given in the
subsequent section.

As a first step, we extend the final process in the probabilistic algorithm to
enhance the possibility of finding a nontrivial divisor of N . That is, one might

be able to find a nontrivial divisor of N by computing gcd(aya/s
i − 1, N), 1 ≤ i ≤

νs(ya), for prime divisors s of ya. In fact, this is a process for checking whether there
is a prime divisor s of ordN (a) with 1<gcd(aordN (a)/s−1, N)<N , which is equivalent
to the existence of a nontrivial divisor n of N satisfying ordN (a) 	= ordn(a). The
obstacle to apply this approach is that the prime divisors of ya are unknown and the
size of ya is almost β, but we want to keep the complexity at the level of (β−α)1/2.
In the following lemma, we show how to overcome this problem.

Lemma 5.2. Let N be a composite integer that has a prime divisor p in the interval
[α, β], δ = β − α, and let a be an integer with gcd(a,N) = 1. Given an integer
y ∈ [α−1, β−1] satisfying ay ≡ 1 mod N , for any γ > 0, we can compute a nontrivial
divisor of N or the order of a modulo N including its complete factorization in

O
(
δγ log β(log δ+loglog β)Mp(δ

1/2)M(log β) + log β(log β+loglogN)M(logN)
)

bit operations by using storage for O(δ1/2 log δ log β) bits, where δ = β − α. More-
over, whenever we fail to obtain a nontrivial divisor of N , we have that ordN (a) =
ordn(a) for any divisor n of N .

Proof. See Section 5.3. �



346 MINKYU KIM AND JUNG HEE CHEON

In the next step, we try to find a nontrivial divisor of N using the information
gathered by applying Lemma 5.2 to many integers a. Note that if we fail to find a
nontrivial divisor by applying Lemma 5.2 to an integer a, we obtain the order of a
modulo N and its complete factorization. At first glance, this information does not
seem useful because we also know that ordN (a) is equal to ordn(a) for all divisors
n of N . However, gathering such integers and comparing their orders, we can go
further to find a nontrivial divisor of N .

To explain this method more precisely, let us consider the situation where we
have two different integers a and b along with their order modulo N . If d :=
gcd(ordN (a), ordN (b)) is greater than 1, we still have another chance to find a
nontrivial divisor of N . This is because two integers g := aordN (a)/d mod N and
h := bordN (b)/d mod N have the same order d modulo N , which implies that there
is an integer x ∈ [1, d] such that d′ = gcd(gx − h,N) > 1. Thus, by applying
Lemma 3.1, we may be able to find a nontrivial divisor of N . The problem is
that when d > β − α this approach requires more computation than (β − α)1/2,
which is an undesirable result. However, this problem can be overcome by applying
the Pohlig-Hellman technique because the typical situation we encounter is that
ordN (a) and ordN (b) are (β − α)-smooth and their complete factorizations are
known. This is summarized in the following lemma.

Lemma 5.3. Let a, b be two distinct integers that are relatively prime to N . Assume
that ordN (a), ordN (b), and their complete factorizations are known. We can find
either a nontrivial divisor of N or a generator of the subgroup of (Z/NZ)∗ generated
by a and b in

O
(
log d loglogN Mp(s

1/2)M(logN) + log2d M(logN)
)

bit operations by using storage for O(s1/2 log s logN) bits, where s is the largest
prime divisor of d = gcd

(
ordN (a), ordN (b)

)
.

Proof. See Section 5.4. �

Our new deterministic algorithm works by repeatedly applying the two steps
and Lemma 3.1 to the integers in the interval

[
2, (lnN)1/(1−ε)

]
, where ε denotes a

positive real number with N ε=min{β,N1/2}. The detailed procedure is described
in the following :

(I) For a = 2 to A := 
(lnN)1/(1−ε)�, do
(1) Check if a is relatively prime to N .

• If gcd(a,N) > 1, then output this and stop.
(2) Compute xa ∈ [1, β − α] such that d = gcd(axa − aβ−1 mod N,N) > 1 by

applying the technique described in Lemma 3.1.
• If d < N , then output this and stop.
• If there is no such xa, then state that N has no prime divisor in the
interval [α, β], and stop.

(3) Apply the algorithm associated with Lemma 5.2, called Algorithm 1, with
inputs a and ya = β − 1− xa. (Algorithm 1 is described in Section 5.3)

• If a nontrivial divisor of N is found, then output this and stop.
• Otherwise, Algorithm 1 outputs ordN (a) including its complete fac-
torization.

(4) If a = 2, set b = a; otherwise, do
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(4.a) Apply the algorithm associated with Lemma 5.3, called Algorithm 2,
with inputs a, b, and complete factorizations of ordN (a), ordN (b).
(Algorithm 2 is described in Section 5.4)

• If a nontrivial divisor of N is found, then output this and
stop.

• Otherwise, Algorithm 2 outputs a generator ζ of the subgroup
generated by a and b, and ordN (ζ) including its complete
factorization.

(4.b) Set b = ζ.

(II) State that N has no prime divisor in the interval [α, β].

5.2. Analysis. We claim that the described algorithm always terminates by giving
a nontrivial divisor of N . We note that the main idea for the deterministic argument
was originally used for devising a deterministic primality test under some condition
by Konyagin and Pomerance [9].

Assume that we fail to find a nontrivial divisor of N by applying Step (1),
Step (2), and Step (3) to all 2 ≤ a ≤ A. In this case, we know ordN (a) including
its complete factorization and ordN (a) = ordn(a) for any divisor n of N . To prove
the claim, it is sufficient to show that the subgroup G of (Z/NZ)∗ generated by the
set S = {2, . . . , A} is not cyclic. This is because, if G is not cyclic, we encounter
two integers a and b in Step (4) such that the subgroup generated by a and b is not
generated by a single element, and thus the algorithm has to terminate with the
first bullet point of Step (4.a).

It now remains to show that G is not cyclic. If G is cyclic, then |G| is equal
to the least common multiple of ordN (2), . . . , ordN (A). We also know that |G|
is a divisor of q − 1 for any prime divisor q of N because ordN (a) = ordq(a) and
ordq(a) divides q − 1. Thus, taking q as the prime divisor of N less than or equal

to N ε = min{β,N1/2}, we have

|G| < q ≤ N ε.

On the other hand, since

ψ
(
N, (lnN)1/(1−ε)

)
> N ε

by Theorem 2.1, and G is generated by 2, . . . , A = 
(lnN)1/(1−ε)�, the subgroup G
has more than N ε elements. Thus, there is a contradiction.

Finally, referring to Lemma 3.1, Lemma 5.2, Lemma 5.3, and the fact that
ordN (a) is δ-smooth, gcd(ordN(a), ordN(b)) ≤ N , and A ≤ log2N , we obtain the
following theorem.

Theorem 5.4. If a composite integer N has a prime divisor in the interval [α, β],
for any γ > 0, we can find a nontrivial divisor of N in

O
(
δγ log4N Mp(δ

1/2)M(logN)
)

(5.1)

bit operations by using storage for O(δ1/2 log δ logN) bits, where δ denotes β − α.

In the following two subsections, we present the proof of Lemmas 5.2 and 5.3.
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5.3. Proof of Lemma 5.2. First, suppose that ordN (a) has a prime divisor s > δ.
In this case, we can always find a nontrivial divisor of N as follows. Noting that
ordN (a) | ϕ(N), we know that s | N or s | q − 1 for some prime q | N . If s is a
divisor of N , then gcd(y,N) gives a nontrivial divisor of N . Now, we assume that
s | q − 1 for some prime q | N . If s is a divisor of q − 1 for some prime divisor
q ∈ [α, β] of N , y + 1 becomes a nontrivial divisor of N because there is only one
multiple of s in the interval [α − 1, β − 1], and both y and q − 1 are multiples of s
in this interval.

It remains to consider the case that all the prime divisors s > δ of ordN (a) are
divisors of q − 1 for some prime divisor q 	∈ [α, β] of N , and there is at least one
such s. Since such integers s do not divide p− 1 and ordp(a) | p− 1, we have that
ordp(a) 	= ordN (a) and ordp(a) is δ-smooth. This implies that am ≡ 1 mod p, but
am 	≡ 1 mod N , where m is the largest δ-smooth divisor of y. Thus, gcd(am−1, N)
becomes a nontrivial divisor of N .

Second, suppose that all the prime divisors of ordN (a) are at most δ. Let m be
the integer defined as above. We can computem including its complete factorization
by recursively applying Pollard’s algorithm [15, theorem 1] at most log y times; the
detailed procedure is presented below (Step (3)).

Let s be a prime divisor of m and let es be the least nonnegative integer such

that gcd(amses−νs(m) −1, N) > 1. If ds := gcd(amses−νs(m) −1, N) < N , a nontrivial
divisor of N is found; otherwise, we have ses ‖ ordn(a) for any divisor n of N .
Thus, if ds = N for all prime divisors s of m, we have ordN (a) =

∏
prime s |m s es

and ordN (a) = ordn(a) for any divisor n of N .
The overall procedure, denoted as Algorithm 1, is summarized in the following:
Given inputs N , a, and y such that ay ≡ 1 mod N , do

(1) Compute gcd(y,N).
• If it gives a nontrivial divisor of N , then output this and stop.

(2) Check if y + 1 divides N .
• If so, then output this and stop.

(3) Compute the largest δ-smooth divisor m of y including its complete factor-
ization as follows:
(3.a) Compute two nontrivial divisors d1, d2 = N/d1 by applying Pol-

lard’s algorithm described in Section 3.2 on inputs (y, δ), where the
first argument y denotes the integer which we want to factor, and
the second argument δ denotes an upper bound of its prime divisors.

(3.b) Test if d1, d2 ≤ δ.

(i) For di ≤ δ, apply Pollard’s algorithm on inputs (di, d
1/2
i ).

• If it fails to factor di, output this as a prime divisor ≤ δ
of n.

• Otherwise, recursively apply this step to two divisors of
di, respectively.

(ii) For dj > δ, apply Pollard’s algorithm on inputs (dj , δ).
• If it fails to factor dj , stop to find a prime divisor ≤ δ of
n using dj .

• Otherwise, recursively apply Step (3.b) to two divisors
of dj , respectively.

(3.c) Gathering all prime divisors obtained in the first bullet point of
Step (3.b)(i), we can find m and its complete factorization.
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(4) For each prime divisor s of m, compute the least nonnegative integer es
satisfying gcd(amses−νs(m) − 1, N) > 1.

• If one of these greatest common divisors is less than N , then output
this and stop.

• Otherwise, output ordN (a) =
∏

prime s |m s es .

Since a GCD computation takes O(loglogN M(logN)) bit operations and an
exponentiation in Z/NZ by an exponent less than m requires O(logmM(logN))
bit operations, Step (1), Step (2), and Step (4) can be done in

O
(
logm(logm+loglogN)M(logN)

)
(5.2)

bit operations. In addition, since we apply Pollard’s algorithm at most log y times
in Step (3), for any γ > 0, the number m can be computed in

O
(
δγ log y(log δ+loglog y)Mp(δ

1/2)M(log y)
)

(5.3)

bit operations. Finally, combining (5.2), (5.3), and m ≤ y ≤ β, we achieve the
claimed complexity.

5.4. Proof of Lemma 5.3. Before going to the proof of Lemma 5.3, we present a
technical lemma. We note that the original idea of Lemma 5.5 and Lemma 5.3 is
adopted from [9] as the deterministic argument in Section 5.2.

Lemma 5.5. Let a, b be two integers with

ordN (a) = se and bs
e ≡ 1 mod N,

where s is a prime number and e ≥ 1. We can find either a nontrivial divisor of N
or an integer x ∈ [0, se) satisfying b ≡ ax mod N in

O
(
e(log s+loglogN)Mp(s

1/2)M(logN) + e2 log sM(logN)
)

bit operations by using storage for O(s1/2 log s logN) bits.

Proof. Before starting the proof, let us consider the situation where an integer g
has ordN (g) = s and an integer h satisfies hs ≡ 1 mod N . Since s is prime, there
is a prime divisor p of N so that ordp(g) = s. The fact that hs ≡ 1 mod p and Z×

p

is cyclic guarantees the existence of x ∈ [0, s) such that h ≡ gx mod p, and such x
can be computed by applying the technique in Lemma 3.1. If gcd(h− gx, N) < N ,
we have a nontrivial divisor of N . Otherwise, we have h ≡ gx mod N .

Now, we continue to prove the lemma. Let g = as
e−1

mod N and h0 = bs
e−1

mod
N . It is clear that ordN (g) = s and hs

0 ≡ 1 mod N . Thus, by applying the method
described above, we can find an integer x0 ∈ [0, s) such that d0 := gcd(h0 −
gx0 , N) > 1. If d0 < N , then d0 is a nontrivial divisor of N . If d0 = N , we have

h0 ≡ gx0 mod N , and we compute h1 = (ba−x0)s
e−2

mod N . Since hs
1 ≡ 1 mod N ,

the situation is the same as before; find an integer x1 ∈ [0, s) such that d1 :=
gcd(h1 − gx1 , N) > 1, and if d1 < N , we have a nontrivial divisor. In general, for
each 1 ≤ i ≤ e−1, if we fail to find a nontrivial divisor in the previous procedure, we
encounter the following situations: dj := gcd(hj−gxj , N) = N for all 0 ≤ j < i and

hi =
(
ba−(x0+···+xi−1s

i−1)
)se−(i+1)

mod N . Eventually, if di = gcd(hi− gxi , N) = N

for all 0 ≤ i ≤ e − 1, we have ba−(x0+···+xe−2s
e−2) ≡ axe−1s

e−1

mod N , and hence,
we obtain the integer x = x0 + x1s+ · · ·+ xe−1s

e−1 such that b ≡ ax mod N .
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Finally, since the technique in Lemma 3.1, exponentiation in (Z/NZ)∗ by an
exponent less than se, and GCD computation are done O(e) times, we reach our
conclusion. �

Proof of Lemma 5.3. Let G be the subgroup of (Z/NZ)∗ generated by a and b, and
let xa, xb denote ordN (a), ordN (b), respectively. Since G is generated by two sets

{
axa/t

νt(xa)

: prime t |xa

}
and

{
bxb/t

νt(xb)

: prime t |xb

}
,

if the subgroup G of (Z/NZ)∗ generated by a and b is not cyclic, there must exist
a common prime divisor s of xa and xb such that the subgroup generated by as =

axa/s
νs(xa)

mod N and bs = bxb/s
νs(xb) mod N is not cyclic. Thus, while applying

the technique in Lemma 5.5 to each common prime divisor t of xa and xb, we can
either find a nontrivial divisor of N or conclude that the subgroup G is cyclic. In
the latter case, the subgroup G is of order lcm(xa, xb), and it is generated by g =∏

prime t | xaxb
gt, where gt = axa/νt(xa) if νt(xa) ≥ νt(xb); otherwise, gt = bxb/νt(xb).

The overall complexity is∑
prime t | d

O
(
νt(d)(log t+loglogN)Mp(t

1/2)M(logN) + νt(d)
2 log t M(logN)

)

=O
(
log d loglogN Mp(s

1/2)M(logN) + log2d M(logN)
)

bit operations, where s is the largest prime number dividing d = gcd(xa, xb). The
storage requirement is O(s1/2 log s logN) bits. �

Note that it is sufficient to know the complete factorization of the greatest com-
mon divisor d of ordN (a) and ordN (b) to deduce the result of Lemma 5.3. In
particular, if d = 1, the subgroup G is generated by ab, and hence, it is cyclic.

To summarize all the procedures described in the proof of Lemma 5.5 and
Lemma 5.3 in one procedure, we have the following algorithm denoted as Algo-
rithm 2.

Given inputs a, b, xa=ordN (a), xb=ordN (b), and complete factorizations of xa

and xb, do

(1) Set ζ = 1.
(2) If d := gcd(xa, xb) = 1, go to Step (4).
(3) For each prime divisor s of d, do

(3.a) Set as = axa/s
νs(xa)

and bs = bxb/s
νs(xb) .

(3.b) If νs(xa) ≥ νs(xb), set g = a sνs(xa)−1

s and e = νs(xa).

Otherwise, set g = b sνs(xb)−1

s and e = νs(xb).
(3.c) Set x = 0.
(3.d) For i = 0 to e− 1, do

(i) Set hi =
(
bsa

−x
s

)se−(i+1)

mod N .
(ii) Compute xi ∈ [0, s) such that di = gcd(hi − gxi , N) > 1 by

applying the technique described in Lemma 3.1.
(iii) If di < N , then output this and stop.
(iv) Set x = x0 + x1s+ · · ·+ xis

i.
(3.e) Multiply ζ by g.

(4) After multiplying ζ by (ab)d, output this and complete factorization of
lcm(xa, xb).
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5.5. Remark. We may consider an extension of Pollard’s algorithm [15, Theo-
rem 1] to the interval case [α, β]. That is to say, combining Lemma 3.1, Lemma 5.2,
and Lemma 3.2, we can construct another deterministic algorithm computing a
nontrivial divisor of N when it has a prime divisor in the interval [α, β]. Let us
briefly explain this algorithm. Let γ be a positive real number. Once we fail to
find a nontrivial divisor of N by applying Lemma 3.1 and Lemma 5.2 to all integers
2 ≤ a ≤ A = �βγ�, we know xa = ordN (a) and ordN (a) = ordn(a) for any divisor n
of N . In this case, as explained in Section 3.2.1, we can find a nontrivial divisor of N
by testing if zH+1 | N for integers z in [1, C(1/γ)1/γ ], where H = lcm(x2, . . . , xA)
and C is the number defined in Lemma 3.2.

Note that the described method leads to a deterministic factoring algorithm with

complexity Õ(βγδ1/2 + (1/γ)1/γ) for any γ > 0. If α = 0, as in the case of Pollard,

or β = O(δk) for some k > 0, the complexity is Õ(δ1/2), which is satisfactory.
However, if β grows much faster than δ, this complexity cannot be bounded by

Õ(δ1/2). For example, if β = eδ, the complexity is at least Ω(δ).

6. Comparison

The problem of finding a divisor in an interval can be solved by making use of
the seminal works of Coppersmith [5, 6]. Using lattice basis reduction algorithms
such as LLL [11], Coppersmith presented a method for finding small roots of mod-
ular polynomial equations. He used these ideas to obtain an algorithm for finding
a prime divisor p given RSA modulus N = pq and an approximation of p. Cop-
persmith originally used a bivariate polynomial method, but we will use a simpler
version following the work of Boneh, Durfee, and Howgrave-Graham [4], who used
a univariate polynomial method.

Coppersmith’s method gives a polynomial time algorithm for finding a divisor
in an interval if β − α is sufficiently small. More precisely, by letting p be a divisor
(not necessarily prime) of N with p ≥ Nδ, given two numbers α and β with β −
α ≤ Nδ2 , the divisor p can be recovered in polynomial time in logN . However,

beyond the (error) bound Nδ2 , Coppersmith’s method is exponential in the size of

(β−α)/Nδ2 . This is summarized in the following theorem, which is a reformulation
of Coppersmith’s results by May [13, Theorem 1].

Theorem 6.1. Let N be an integer of unknown factorization, which has a divisor
M ≥ Nδ, 0 < δ ≤ 1, let f(x) be a univariate monic polynomial of degree d, and let
c ≥ 1. Then, we can find all solutions x0 for the equation

f(x) ≡ 0 mod M with |x0| ≤ cNδ2/d

in time O(cd5 log9N).

Following Boneh, Durfee, and Howgrave-Graham, we can solve the problem of
finding a divisor in an interval. Let us consider the polynomial f(x) = x+ p̃, where
p̃ = 
(α+β)/2�. If there is a divisor p ∈ [α, β] of N , the polynomial f(x) has a
solution x0 := p − p̃ mod p. Since |x0| ≤ (β − α)/2, by setting M = p, Nδ = α,
and d = 1, the above theorem gives all such solutions x0, and hence, all p ∈ [α, β]
in time

O(c log9N) , where c = max
{
1, (β − α)·2−

log2α
log N −1

}
.(6.1)
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Figure 1. Comparison of complexities excluding logarithmic fac-
tors (k = log(β−α)/ logα)

If all the solutions x0 do not satisfy (x0 + p̃) | N , we can conclude that there is no
divisor of N in the interval [α, β].

Coppersmith’s method depends on not only the interval length but also the rela-
tive size of the divisor for the target composite number N . On the other hand, the
proposed algorithms mainly depend on the interval length. This difference makes
our method better than Coppersmith’s method. Adopting FFT-based multiplica-
tion algorithms and disregarding logarithmic factors in (4.1) and (5.1), the running
time of the proposed algorithms can be considered as O((β−α)1/2). Comparing it
with (6.1), the proposed algorithms are more efficient than Coppersmith’s method
when

(β − α) · 2−
log2α
log N −1 > (β − α)1/2,

which is equivalent to

logN >
2 log2α

log(β − α)− 2
.(6.2)

Thus, as logN becomes larger or log(β − α) gets closer to logα, our algorithms
are more efficient than Coppersmith’s method. This feature is well displayed in
Figure 1.

Finally, we remark that our algorithms are effective for moderate sizes of log β. If
log β is sufficiently large and log(β−α) is not, Lenstra’s Elliptic Curve Method [10]
will be more efficient.
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7. Conclusions and further studies

We addressed the problem of finding a nontrivial divisor of a given composite
integer N when it has a prime divisor in a given interval. We showed that this
problem can be solved in around the time of the square root of the interval length,
by using a similar amount of storage. The same technique can be applied to devise
a probabilistic algorithm for the case of composite divisors, but it is open to design
its deterministic version. It would be interesting to develop a low-storage algorithm
that finds a divisor in an interval, such as Pollard’s rho or kangaroo method [17]
used for solving discrete logarithm problems.
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