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Elliptic Curves appear in many branches of mathematics
and science: Algebraic Geometry, Abstract Algebra, and
even Computer Science. In this article, I provide a gentle introduction to the subject, and explore the many ways
elliptic curves are used to answer questions from a variety
of fields.
An elliptic curve is a non-singular projective curve of
genus one having a specified base point. For the inspired,
we can say this in fancier terms: Fix a field 𝑘, such as the
rational numbers ℚ or a finite field 𝔽𝑞 or even a function
field ℂ(𝑡). We say that an elliptic curve 𝐸 defined over 𝑘 is
that functor which associates fields 𝐾 containing 𝑘 to an
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algebraic set of the form
𝐸(𝐾) =

⎧
(𝑥 ∶ 𝑦 ∶ 𝑧) ∈ ℙ2 (𝐾)
⎨
⎩

|| 𝑦2 𝑧 + 𝑎1 𝑥 𝑦 𝑧 + 𝑎3 𝑦 𝑧2
⎫
||
||
= 𝑥3 + 𝑎2 𝑥2 𝑧 + 𝑎4 𝑥 𝑧2 + 𝑎6 𝑧3 ⎬
⎭

where (i) the coefficients 𝑎1 , … , 𝑎6 lie in 𝑘 and (ii) each
point 𝑃 = (𝑥 ∶ 𝑦 ∶ 𝑧) in 𝐸(𝐾) has a well-defined tangent
line. The so-called point at infinity 𝒪 = (0 ∶ 1 ∶ 0) is
our specified base point; it is always an element of 𝐸(𝐾).
Here we employ notation which allows us to express our
points in projective space: we write (𝑥 ∶ 𝑦 ∶ 𝑧) to denote
the equivalence class of points in the form (𝜆 𝑥, 𝜆 𝑦, 𝜆 𝑧)
for nonzero scalars 𝜆. We say that elements 𝑃 of 𝐸(𝐾) are
𝐾-rational points on 𝐸.
If 𝑘 is not of characteristic 2 or 3, it is equivalent to say
that an elliptic curve is represented by a cubic equation of
the form 𝑦2 = 𝑥3 + 𝐴 𝑥 + 𝐵 for some 𝐴, 𝐵 ∈ 𝑘 satisfying
4 𝐴3 + 27 𝐵2 ≠ 0 because we can make a linear change of
variables. Indeed, 𝒪 = (0 ∶ 1 ∶ 0) is the only projective
point 𝑃 = (𝑥 ∶ 𝑦 ∶ 𝑧) on the curve with 𝑧 = 0, so for
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Hence one can find all ℚ-rational solutions to 𝑎7 + 𝑏7 =
𝑐7 by focusing on ℚ-rational points 𝑃 on 𝐸. The reader
may wish to compare with the discussion of elliptic curves
with conductor 49 in [12].
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Figure 1. Graph of an elliptic curve over 𝐾 = ℝ.
all other projective points we can scale by 𝜆 = 1/𝑧 and
assume that 𝑃 = (𝑥 ∶ 𝑦 ∶ 1). We typically identify this
as an affine point (𝑥, 𝑦) in the usual sense. An example
of a graph of the set 𝐸(𝐾) when 𝐾 = ℝ can be found in
Figure 1. More information can be found in the standard
texts [7] and [32].

Elliptic Curves in Algebraic Geometry
It is not always obvious that a given set of equations defines an elliptic curve. Here are some examples.
Fermat curves. First, consider the curve 𝑎3 + 𝑏3 = 𝑐3
over the field 𝑘 = ℚ. Using the substitutions 𝑎 = 32 −
8 𝑦, 𝑏 = 40 + 8 𝑦, and 𝑐 = 24 𝑥, we find the elliptic
curve 𝑦2 + 𝑦 = 𝑥3 − 7. On the other hand, the curve
3 𝑎3 + 4 𝑏3 = 5 𝑐3 is not an elliptic curve over ℚ because
this equation has no ℚ-rational solutions other than the
degenerate one, namely 𝑎 = 𝑏 = 𝑐 = 0. This equation
does however define a projective curve of genus one. This
example and a larger class are discussed in some detail in
[31].
There has been considerable interest in the curve 𝑎𝑛 +
𝑛
𝑏 = 𝑐𝑛 over ℚ for various exponents 𝑛. Such an equation defines a Fermat curve because Pierre de Fermat wondered whether there were any nonzero ℚ-rational solutions when 𝑛 is a sufficiently large integer. When 𝑛 = 2,
it is clear that any Pythagorean Triple, such as (𝑎, 𝑏, 𝑐) =
(3, 4, 5), will suffice as a desired solution. We have seen
that elliptic curves appear when 𝑛 = 3, but this is not the
only exponent where this happens. Curiously, when 𝑛 =
7, any solution (𝑎, 𝑏, 𝑐) yields a point 𝑃 = (𝑥 ∶ 𝑦 ∶ 1) on
the elliptic curve 𝐸 ∶ 𝑦2 + 𝑥 𝑦 = 𝑥3 − 𝑥2 − 107 𝑥 + 552
through the unwieldly – and nontrivial – substitution
2

𝑥 = 49
𝑦=

170

2

2

2

(𝑎 + 𝑏 + 𝑐 + 𝑎 𝑏 + 𝑎 𝑐 + 𝑏 𝑐) + 𝑎 𝑏 𝑐 (𝑎 + 𝑏 + 𝑐)
− 12,
(𝑎 + 𝑏 + 𝑐)4

7 (𝑥 + 12) (𝑎2 + 𝑏2 + 𝑐2 ) − 𝑥 (𝑎 + 𝑏 + 𝑐)2
.
2 (𝑎 + 𝑏 + 𝑐)2

Congruent numbers. As another example, say that we are
given a positive integer 𝑛. When can this integer be expressed as the area of a right triangle having rational sides
of lengths 𝑎, 𝑏, and 𝑐? (See Figure 2.) Such 𝑛 is said to
be congruent because there exists a rational number 𝑑 such
that the arithmetic progression {𝑑 − 𝑛, 𝑑, 𝑑 + 𝑛} consists
of three squares, namely {(𝑎−𝑏)2 /4, 𝑐2 /4, (𝑎+𝑏)2 /4};
see [33]. This question is equivalent to asking whether
there is a ℚ-rational solution (𝑎, 𝑏, 𝑐) to the simultaneous equations 𝑎2 + 𝑏2 = 𝑐2 and (1/2) 𝑎 𝑏 = 𝑛. Using
the substitutions 𝑎 = (𝑥2 − 𝑛2 )/𝑦, 𝑏 = 2 𝑛 𝑥/𝑦 and
𝑐 = (𝑥2 +𝑛2 )/𝑦, we find the elliptic curve 𝑦2 = 𝑥3 −𝑛2 𝑥.
We see immediately that 𝑛 = 6 is a congruent number because the elliptic curve has a ℚ-rational point (𝑥 ∶ 𝑦 ∶
1) = (12 ∶ 36 ∶ 1) which corresponds to the familiar
3-4-5 triangle. More interestingly, 𝑛 = 5 is also a congruent number because the elliptic curve has a ℚ-rational
point (𝑥 ∶ 𝑦 ∶ 1) = (50 ∶ 75 ∶ 8) which corresponds to
the less obvious (9/6)-(40/6)-(41/6) triangle.
Quadric intersections. It may seem surprising that two
quadratic equations—such as 𝑎2 + 𝑏2 = 𝑐2 and
(1/2) 𝑎 𝑏 = 𝑛—yield an elliptic curve, but this is part of
a more general phenomenon. A typical number theory
course discusses how to find ℚ-rational solutions (𝑣, 𝑤)
to a quadratic equation, such as the Pell equation 𝑣2 −
𝑑 𝑤2 = 1. More generally, say that 𝑑1 and 𝑑2 are distinct
nonzero ℚ-rational numbers. The collection of simultaneous Pell equations 𝑢2 − 𝑑1 𝑤2 = 1 and 𝑣2 − 𝑑2 𝑤2 = 1 is
known as a quadric intersection. (These are closely related
to concordant quadratic forms; see [2] and [26].) Using the
substitutions
𝑢 = (𝑥2 + 2 𝑑1 𝑥 + 𝑑1 𝑑2 )/(𝑥2 − 𝑑1 𝑑2 )
𝑣 = (𝑥2 + 2 𝑑2 𝑥 + 𝑑1 𝑑2 )/(𝑥2 − 𝑑1 𝑑2 )
𝑤 = 2 𝑦/(𝑥2 − 𝑑1 𝑑2 )
we find the elliptic curve 𝑦2 = 𝑥 (𝑥 + 𝑑1 ) (𝑥 + 𝑑2 ). In
general, given a set of equations, it is easy to determine
whether it has genus one, but it is difficult to determine
whether there is a 𝐾-rational solution which we could assign as our base point.
Heron triangles and 𝜃-congruent numbers. It is only natural to wonder whether the geometric construction of congruent numbers as the area of a ℚ-rational right triangle
can be generalized to other types of triangles. For example, if 𝑎, 𝑏, and 𝑐 are the lengths of a triangle with an angle
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Figure 2. Triangles with sides of lengths 𝑎, 𝑏, and 𝑐.
𝜃 = 90∘ , then 𝑎2 +𝑏2 = 𝑐2 ; but if we have a triangle with
an angle 𝜃 = 106.26∘ , then 𝑎2 +(14/25) 𝑎 𝑏+𝑏2 = 𝑐2 .
Indeed, this concept can be generalized.
Say that we are given a positive integer 𝑛. When can
this integer be expressed as the area of some triangle having rational sides of lengths 𝑎, 𝑏, and 𝑐? (See Figure 2.)
Such a triangle is called a Heron triangle because Heron
of Alexandria found a formula which relates these quantities, although a slightly more general formula was known
much earlier to Brahmagupta: 𝑛2 = 𝑠 (𝑠−𝑎) (𝑠−𝑏) (𝑠−
𝑐) where 𝑠 = (𝑎+𝑏+𝑐)/2 is the semi-perimeter. If 𝜃 is the
angle opposite of the side of length 𝑐, the Law of Cosines
and the Law of Sines together assert that
cos 𝜃 =

𝑚2 − 1
𝑚2 + 1

and

2𝑚
𝑚2 + 1
(𝑎 + 𝑏)2 − 𝑐2
𝑚=
.
4𝑛

sin 𝜃 =

where

Using the substitutions 𝑎 = 𝑦/𝑥, 𝑏 = (𝑑1 − 𝑑2 ) 𝑥/𝑦, and
𝑐 = (𝑥2 − 𝑑1 𝑑2 )/𝑦, we find the elliptic curve 𝐸 ∶ 𝑦2 =
𝑥 (𝑥+𝑑1 ) (𝑥+𝑑2 ) in terms of 𝑑1 = 𝑛 𝑚 and 𝑑2 = −𝑛/𝑚.
For example, if 𝜃 = 90∘ then 𝑚 = 1 and we find the curve
𝑦2 = 𝑥3 − 𝑛2 𝑥; and if 𝜃 = 106.26∘ then 𝑚 = 3/4 and
we find the curve 𝑦2 = 𝑥3 − (7/12) 𝑛 𝑥 − 𝑛2 𝑥. In other
words, once we fix an area 𝑛 and an angle 𝜃 in terms of 𝑚
as above, then we can use ℚ-rational points 𝑃 = (𝑥 ∶ 𝑦 ∶
1) to find Heron triangles with sides of lengths 𝑎, 𝑏, and
𝑐. As a generalization of congruent numbers, we say 𝑛 is a
𝜃-congruent number; see [14].
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Chord tangent construction. We have seen that there are
many questions one can ask about ℚ-rational solutions to
systems of polynomial equations. Such questions were of
primary interest to Diophantus of Alexandria—the namesake of the so-called Diophantine Equations. In fact, Diophantus gave a general geometric trick to finding ℚ-rational
solutions.
The non-singularity of elliptic curves allows us to start
with a few known 𝐾-rational points and construct more.
For example, let 𝑦 = 𝜆 𝑥 + 𝜈 be a line through two affine
points 𝑃 = (𝑥1 ∶ 𝑦1 ∶ 1) and 𝑄 = (𝑥2 ∶ 𝑦2 ∶ 1) in 𝐸(𝐾);
we choose this to be the line tangent to 𝐸 at 𝑃 if 𝑃 = 𝑄.
This line must intersect the curve as a third point in 𝐸(𝐾)
which we denote by 𝑃 ∗ 𝑄 = (𝑥3 ∶ 𝑦3 ∶ 1). Rather
explicitly, 𝑥3 = 𝜆2 +𝑎1 𝜆−𝑎2 −𝑥1 −𝑥2 and 𝑦3 = 𝜆 𝑥3 +𝜈.
This is known as the chord tangent construction.
As an example, consider the ℚ-rational point 𝑃 = (12 ∶
36 ∶ 1) on the curve 𝐸 ∶ 𝑦2 = 𝑥3 − 36 𝑥. The line tangent
to 𝐸 at 𝑃 is 𝑦 = (11/2) 𝑥 − 30, so we find the new ℚrational point 𝑃 ∗ 𝑃 = (50 ∶ 35 ∶ 8). That is, the triangle
(49/70)-(1200/70)-(1201/70) also has area 𝑛 = 6;
hopefully you can see how to construct many more. As another example, consider the curve 𝑦2 + 𝑦 = 𝑥3 − 7. Some
ℚ-rational points are 𝑃 = (3 ∶ 4 ∶ 1) and 𝑄 = (3 ∶
−5 ∶ 1). The line tangent to 𝐸 at 𝑃 is 𝑦 = 3 𝑥 − 5, so
we find that 𝑃 ∗ 𝑃 = 𝑃. The line through 𝑃 and 𝑄 is the
vertical line 𝑥 = 3, so we find that 𝑃 ∗ 𝑄 = 𝒪. That is,
the chord-tangent construction does not help much in this
case to find more ℚ-rational points.
Group law. The chord tangent construction yields a way
to turn 𝐸(𝐾) into a group. Indeed, given two points 𝑃 and
𝑄 in 𝐸(𝐾), define 𝑃 ⊕ 𝑄 = (𝑃 ∗ 𝑄) ∗ 𝒪, where the point
𝑃 ∗ 𝑄 = (𝑥 ∶ 𝑦 ∶ 𝑧) is found as described above, and the
point 𝑃 ⊕ 𝑄 = (𝑥 ∶ −𝑦 − 𝑎1 𝑥 − 𝑎3 𝑧 ∶ 𝑧) is that reflection of 𝑃 ∗ 𝑄 about the line 2 𝑦 + 𝑎1 𝑥 + 𝑎3 = 0. A graph
of these lines and their intersections can be found in Figure 3. It is easy to check that 𝐸(𝐾) forms an abelian group
under ⊕, where the point at infinity 𝒪 = (0 ∶ 1 ∶ 0) is the
identity and [−1]𝑃 = 𝑃∗𝒪 is the inverse of a given point
𝑃. The difficulty in proving that this is indeed an abelian
group comes down to showing associativity, namely that
(𝑃 ⊕ 𝑄) ⊕ 𝑅 = 𝑃 ⊕ (𝑄 ⊕ 𝑅). One typically does this via
the famous Riemann-Roch Theorem; see [32].
The Mordell–Weil group. A natural question is to ask
about the structure of the abelian group 𝐸(𝐾). A celebrated theorem of Louis Mordell [24], for 𝐾 = ℚ, generalized by André Weil [34] for finite extensions 𝐾 of ℚ, states
that 𝐸(𝐾) is finitely generated, that is 𝐸(𝐾) = 𝐸(𝐾)tors ⊕
ℤ𝑟 for some finite group 𝐸(𝐾)tors consisting of the torsion elements, and some nonnegative integer 𝑟 called the
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Figure 3. The group law of an elliptic curve.
rank. The group 𝐸(𝐾) is called the Mordell–Weil group in
these cases. This result asserts there is a finite set of generators {𝑇1 , … , 𝑇𝑠 , 𝑃1 , … , 𝑃𝑟 } ⊆ 𝐸(𝐾) such that any 𝐾rational point 𝑃 ∈ 𝐸(𝐾) can be expressed in the form
𝑃 = [𝑚1 ]𝑇1 ⊕ ⋯ ⊕ [𝑚𝑠 ]𝑇𝑠 ⊕ [𝑛1 ]𝑃1 ⊕ ⋯ ⊕ [𝑛𝑟 ]𝑃𝑟 for
some integers 𝑚𝑖 and 𝑛𝑗 , where we employ the notation
[𝑛]𝑃 = 𝑃 ⊕ 𝑃 ⊕ ⋯ ⊕ 𝑃 as a sum 𝑛 times. For example,
when 𝑦2 + 𝑦 = 𝑥3 − 7 we have 𝐸(ℚ) ≃ (ℤ/3 ℤ) as generated by 𝑇1 = (3 ∶ 4 ∶ 1) because 𝑇1 ∗ 𝑇1 = 𝑇1 , and
so 𝑇1 ⊕ 𝑇1 = [−1]𝑇. Incidentally, this also explains why
the there are only three rational solutions (𝑎 ∶ 𝑏 ∶ 𝑐) to
𝑎3 + 𝑏3 = 𝑐3 , and they each satisfy 𝑎 𝑏 𝑐 = 0.
There has been a lot of work done in understanding
the group 𝐸(𝐾) when 𝐾 = ℚ. Barry Mazur [22] [23],
proving conjectures of Beppo Levi [30] and Andrew Ogg
[25], showed that there are only 15 possible types of torsion subgroup, namely either 𝐸(ℚ)tors ≃ (ℤ/𝑛 ℤ) for 𝑛 =
1, 2, … , 10, 12; or 𝐸(ℚ)tors ≃ (ℤ/2 ℤ) ⊕ (ℤ/2 𝑚 ℤ) for
𝑚 = 1, 2, 3, 4. (There are similar classifications when 𝐾
is a finite extension of ℚ; see [16], [17], [18], and [19].)
Not a lot is known about the rank 𝑟. Work of Manjul Bhargava [4] and others [1] suggest that the average value of 𝑟
is 1/2— meaning roughly half of elliptic curves have rank
𝑟 = 0 while the other half have rank 𝑟 = 1. An example of Noam Elkies shows that the rank can be as large as
𝑟 = 28, but recent work of Bjorn Poonen et al. [27] [28]
suggests that there is a uniform upper bound on 𝑟.
Computing the Mordell–Weil group. Computing 𝐸(𝐾)
is a difficult task—even when 𝐾 = ℚ. One can ask two
questions for a given elliptic curve 𝐸 defined over ℚ: (i)
What are the torsion subgroup 𝐸(𝐾)tors and the rank 𝑟?
(ii) What is a generating set {𝑇1 , … , 𝑇𝑠 , 𝑃1 , … , 𝑃𝑟 } for
the Mordell–Weil group? We give a method for determining the answers to these questions by focusing on a specific
family of elliptic curves. Fix distinct nonzero ℚ-rational
numbers 𝑑1 and 𝑑2 , and consider the elliptic curve
172

𝐸 ∶ 𝑦2 = 𝑥 (𝑥 + 𝑑1 ) (𝑥 + 𝑑2 ). The torsion subgroup is
relatively easy to compute: Mazur’s Theorem states that
𝐸(ℚ)tors ≃ (ℤ/2 ℤ) ⊕ (ℤ/2 𝑚 ℤ) for some 𝑚 = 1, 2, 3,
or 4. We can choose 𝑇1 = (0 ∶ 0 ∶ 1) as a generator of
order 2, so it remains to find some ℚ-rational point 𝑇2 as
a generator of order 2 𝑚. The rank is considerably more
difficult to determine: Following an idea of Mordell, there
is an injective group homomorphism

𝑃 = (𝑥 ∶ 𝑦 ∶ 1)




ℚ×
ℚ×
×
(ℚ× )2
(ℚ× )2
/

/

(𝑥 + 𝑑1 , 𝑥 + 𝑑2 )

One can determine the image of this map by other means—
such as looking at certain homogeneous spaces as torsors
for 𝐸—then use this to determine the rank 𝑟. See [8], [9],
and [10] for the state of the art on this topic.
Heron triangles revisited. Recall earlier that we introduced
the elliptic curve 𝑦2 = 𝑥 (𝑥 + 𝑑1 ) (𝑥 + 𝑑2 ) in terms of the
distinct nonzero ℚ-rational numbers 𝑑1 = 𝑛 𝑚 and 𝑑2 =
−𝑛/𝑚; ℚ-rational points on this curve correspond to a triangle with area 𝑛 and rational sides of lengths 𝑎, 𝑏, and 𝑐.
What can we say about the Mordell–Weil group of this elliptic curve? For example, take 𝑛 = 12. This is the area of
an isosceles triangle with sides of lengths 𝑎 = 𝑏 = 5 and
𝑐 = 8. We find that 𝑚 = ((𝑎 + 𝑏)2 − 𝑐2 )/(4 𝑛) = 3/4,
and hence the elliptic curve 𝐸 ∶ 𝑦2 = 𝑥3 − (7/12) 𝑛 𝑥 −
𝑛2 𝑥. One shows that 𝐸(ℚ) ≃ (ℤ/2 ℤ) ⊕ (ℤ/4 ℤ) as generated by 𝑇1 = (0 ∶ 0 ∶ 1) and 𝑇2 = (18 ∶ 45 ∶ 2). In
general for 𝑑1 = 𝑛 𝑚 and 𝑑2 = −𝑛/𝑚, the torsion subgroup of the elliptic curve 𝐸 ∶ 𝑦2 = 𝑥 (𝑥 + 𝑑1 ) (𝑥 + 𝑑2 )
contains (ℤ/2 ℤ) ⊕ (ℤ/4 ℤ) if and only if 𝑛 is the area of
an isosceles triangle; and 𝐸(ℚ)tors ≃ (ℤ/2 ℤ) ⊕ (ℤ/2 ℤ)
otherwise. Note that the torsion subgroup can never be
(ℤ/2 ℤ) ⊕ (ℤ/6 ℤ)! For more information, see [15] and
[29].
This elliptic curve is not the only one which yields Heron
triangles. Fix a ℚ-rational number 𝑡 different from 0 or
±1. It is easy to check that ℚ-rational points 𝑃 = (𝑥 ∶
𝑦 ∶ 1) on the elliptic curve 𝐸 ∶ 𝑦2 = 𝑥 (𝑥 + 𝑑1 ) (𝑥 + 𝑑2 )
yield a Heron triangle with area 𝑛 and sides of lengths 𝑎,
𝑏, and 𝑐, all in terms of
𝑎=[

𝑏=[

𝑛=

1 𝑥−1
𝑡3 − 𝑡
𝑦
]𝑐
+ 4
2 𝑥+1
𝑡 − 6 𝑡2 + 1 𝑥
1 𝑥−1
𝑡3 − 𝑡
𝑦
]𝑐
− 4
2 𝑥+1
𝑡 − 6 𝑡2 + 1 𝑥

𝑡4

𝑡3 − 𝑡
𝑐2
− 6 𝑡2 + 1

2

𝑑1 = (

𝑡2 − 1
)
2𝑡

and
𝑑2 = (

2
2𝑡
)
−1

𝑡2

It is also easy to check that this elliptic curve has torsion
subgroup 𝐸(ℚ)tors ≃ (ℤ/2 ℤ) ⊕ (ℤ/8 ℤ). In fact, every
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elliptic curve defined over ℚ with this torsion subgroup is
in the form of this 𝐸 for some ℚ-rational number 𝑡. We
find an elliptic curve with rank 𝑟 = 3 if we choose 𝑡 =
15/76. This is the largest known rank among all elliptic
curves 𝐸 defined over ℚ having this torsion subgroup! For
more information, see [6] and [11].

Elliptic Curves in Computer Science
We have seen how elliptic curves play a large role in finding 𝐾-rational solutions to collections of polynomial equations. Surprisingly, elliptic curves can be used to factor very
large numbers, or even make it difficult for people to decode secret messages.
Elliptic curve factorization methods. Say that 𝑛 is a large
integer which we know is the product of two large primes
roughly equal in size, but we don’t know what those primes
are. We outline a method using elliptic curves to determine these primes.
Pick an elliptic curve 𝐸 defined over 𝐾 = 𝑘 = ℤ/𝑛 ℤ—
even though we know that 𝑘 is certainly not a field because
it contains zero divisors. We will use this to our advantage.
Also pick two points 𝑃 = (𝑥1 ∶ 𝑦1 ∶ 1) and 𝑄 = (𝑥2 ∶
𝑦2 ∶ 1) in 𝐸(𝐾); we will try to compute 𝑃 ⊕ 𝑄. This
would involve first constructing a line 𝑦 = 𝜆 𝑥 + 𝜈. Since
the slope 𝜆 = (𝑦1 − 𝑦2 )/(𝑥1 − 𝑥2 ) and the 𝑦-intercept is
𝜈 = (𝑦2 𝑥1 − 𝑦1 𝑥2 )/(𝑥1 − 𝑥2 ), we consider the greatest
common divisor 𝑑 = gcd(𝑛, 𝑥1 − 𝑥2 ). If 𝑑 = 1, then
we can compute 𝑃 ⊕ 𝑄; but if 𝑑 ≠ 1 then 𝑑 should be a
nontrivial divisor of 𝑛. In this way, we expect to eventually
find enough points to be able to factor 𝑛. This is known
as the elliptic curve factorization method (ECM); see [21].
The largest factor 𝑑 found to date using ECM corresponds
to the integer 𝑛 = 7337 + 1; this divisor 𝑑 has 83 digits!
See [35].
Elliptic curve discrete logarithm problem. Say that we
have two individuals, Shuri and T’Challa, who want to
send each other a private message. First they must make
sure that each is who they claim. Here is a protocol to explain how to do this.
Both individuals agree upon three items publicly: (i)
a finite field 𝐾 = 𝑘 = 𝔽𝑞 , (ii) an elliptic curve 𝐸 defined over 𝑘, and (iii) a point 𝑃 ∈ 𝐸(𝐾) with a large
order 𝑛, that is [𝑛]𝑃 = 𝒪. Shuri chooses some private
information—such as a PIN—as a positive integer 𝑠 less
than 𝑛; T’Challa chooses the same as a positive integer
𝑡. Both Shuri and T’Challa publicly list [𝑠]𝑃 and [𝑡]𝑃 as
their public keys—perhaps as the signature in an e-mail. If
Shuri and T’Challa compute the same shared key [𝑠 𝑡]𝑃 =
[𝑠]([𝑡]𝑃) = [𝑡]([𝑠]𝑃), then Shuri and T’Challa can feel
confident that they are indeed who they say they are. This
FEBRUARY 2019

public key agreement exchange is known as the elliptic curve
Diffie–Hellman (ECDH) protocol; see [5].
The question becomes this: If an eavesdropper, say Killmonger, sees the public keys 𝑃, [𝑠]𝑃, [𝑡]𝑃, and [𝑠 𝑡]𝑃,
can he recover the private keys 𝑠 and 𝑡? There is widespread belief that the answer is “no”—at least in a world
where quantum computers do not exist. This is known
as the elliptic curve discrete logarithm problem (ECDLP); see
[20].
Apple HomeKit and Curve25519. We give one last application of elliptic curves which is causing something of a
controversy. Apple Computers has software which developers are slow to use because the software uses elliptic
curves. Apple has created HomeKit, a platform for connecting your smartphones with WiFi and Bluetooth enabled
accessories such as lights, cameras, and thermostats. Apple wishes to have strong security in this platform, so it
has decided to employ 3072-bit encryption—much, much
stronger than the 256-bit key Advanced Encryption Standard (AES).
To this end, Apple has asked developers to use elliptic curve cryptography for digital signatures and encrypted
keys; the most secure seems to be an elliptic curve called
Curve25519. Rather concretely, this is the curve 𝐸 ∶ 𝑦2 =
𝑥3 + 486662 𝑥2 + 𝑥 defined over the field 𝑘 = 𝔽𝑞 , where
2
𝑞 = (2255 −19) is the square of a prime number. Daniel
J. Bernstein et al. [3] showed that the abelian group 𝐸(𝔽𝑞 )
has a subgroup (ℤ/𝑛 ℤ) of order
𝑛 = 2252 + 27742317777372353535851937790883648493

as generated by a 𝐾-rational point 𝑃 = (𝑥1 ∶ 𝑦1 ∶ 1) having coordinate 𝑥1 = 9. It is thought that elliptic curve cryptography is to blame for the slow rollout of HomeKit-ready
devices for the market: developers are finding the mathematics behind this implementation to be. . . unusual.
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