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ON THE DISCRETE LOGARITHM PROBLEM
IN CLASS GROUPS OF CURVES

CLAUS DIEM

ABSTRACT. We study the discrete logarithm problem in degree 0 class groups
of curves over finite fields, with particular emphasis on curves of small genus.
We prove that for every fixed g > 2, the discrete logarithm problem in degree 0

class groups of curves of genus g can be solved in an expected time of @(qzi% ),
where Fy is the ground field. This result generalizes a corresponding result for
hyperelliptic curves given in imaginary quadratic representation with cyclic
degree 0 class group, and just as this previous result, it is obtained via an
index calculus algorithm with double large prime variation.

Generalizing this result, we prove that for fixed go > 2 the discrete log-
arithm problem in class groups of all curves C/Fq of genus g > go can be

~ 2 (1L
solved in an expected time of O((¢9) 90 (=% )) and in an expected time of
~ 2 (1L
OECoCyso M)y,
As a complementary result we prove that for any fixed n € N with n > 2 the

discrete logarithm problem in the groups of rational points of elliptic curves
over finite fields Fyn, ¢ a prime power, can be solved in an expected time of
@(q27% .

Furthermore, we give an algorithm for the efficient construction of a uni-
formly randomly distributed effective divisor of a specific degree, given the
curve and its L-polynomial.

1. INTRODUCTION

With a deterministic algorithm, one can solve the discrete logarithm problem in
degree 0 class groups of curves C/F, in a time of O(# CI° (C)%)EI

This work is motivated by the following question: Under which conditions on the
genera of the curves can one solve the discrete logarithm problem in degree 0 class
groups of curves in an expected time of o(# C1°(C)2)? The underlying model of
computation is here and throughout this work a randomized random access machine
model with commands as in [AHUT4] and an additional command to choose 0 or
1 uniformly at random. The running time is then determined with the logarithmic
cost function.

We show that the condition that the genus be > 3 is sufficient. Indeed, we
prove that under this condition the discrete logarithm problem can be solved in an
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IThis result follows with the baby-step-giant-step algorithm combined with a precomputation.
It is based on a particular representation of the input curve and input divisor classes which is
described at the end of Section 2

(©2010 by the author

443



444 CLAUS DIEM

expected time of O(# C1°(C)9). It is also natural to bound running times in terms

of g9, where g is the genus. Again we prove that under the condition that the genus

be > 3 one can obtain an expected running time of O((¢9)9).
Our main contribution is the following theorem.

Theorem 1. Let some natural number g > 2 be fixed. Then the discrete logarithm
problem in the degree 0 class groups of curves of genus g over finite fields can be
solved in an expected time of

O 1),
where Fy is the ground field of the curve.

~ 11,1
The algorithms for this theorem have storage requirements of (9(q1 s T2 ). More
concretely, although the algorithms are randomized, there exists a function in

@(ql_%+g%) such that the storage requirements are bounded by this function for
every run.

This theorem is obtained via index calculus algorithms with double large prime
variation. A corresponding result for hyperelliptic curves in imaginary quadratic
representation and with cyclic degree 0 class groups was obtained in [GTTD07], and
on a heuristic basis an obvious generalization of the algorithm for the theorem in
[GTTDO7| already gives rise to the result in Theorem[Il A related work is [Nag07],
in which a similar algorithm is given. We note, however, that the main “theorem”
in [Nag07] is not proven but only established on a heuristic basis.

The algorithms in both works are also based on the index calculus method, and
both follow the “double large prime variation strategy”. The algorithm presented
in this work is quite closely related to—albeit different from—the algorithm in
[Nag07].

From Theorem [l and results in [Hefi05], the following theorem follows quite
easily.

Theorem 2. Let some natural number gy > 2 be fized. Then the discrete logarithm
problem in the degree 0 class groups of curves C/F, of genus g > go can be solved
in an expected time of

O((#C(C)ym o))
as well as in an expected time of
O((g?) '),

As a complementary result to Theorem [I we prove the following theorem on the
elliptic curve discrete logarithm problem over extension fields.

Theorem 3. Let some natural number n > 2 be fized. Then the discrete logarithm
problem in the groups of rational points of elliptic curves over finite fields Fyn, q
being a prime power, be solved in an expected time of

O(¢* 7).

The algorithms for this theorem are similar to the one for Theorem [l The
key difference is that we now generate relations by solving systems of polynomial
equations over F,, in contrast to factoring divisors.

Again, on a heuristic basis, the result in Theorem [3] was already established in
[Gau09] with a similar algorithm.
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Overview. We now give an overview on the rest of this work. In the next section
we discuss how we represent curves, divisors and divisor classes. At the end of the
section we indicate how the input data to the algorithms are represented, and we
discuss the representation of divisor classes by unique bit strings. Note that unique
representation of group elements is crucial for the baby-step-giant-step algorithm
and thus for the result mentioned at the beginning of this work. In Section [B] we
give the algorithm for Theorem[Il For this we first give an algorithm which operates
well if applied to an instance as in Theorem [l together with a generating system,
and we give an algorithm which with a high probability outputs such a generating
system. We show how these two algorithms can be combined in such a way that
Theorem [ follows. Building on Theorem [ in Section @] we give an algorithm for
Theorem [l In Section Blwe show how the algorithm for Theorem [Il can be modified
in such a way that one obtains Theorem [3 This modification as well as the analysis
of the algorithm rely crucially on algorithms and results in [Diel()].

2. REPRESENTATIONS AND BASIC COMPUTATIONS

In this section we describe how we represent the basic objects of our computation
via bit strings: Curves (always assumed to be smooth, proper and geometrically
irreducible) over finite fields and divisors and divisor classes on such curves. We
also discuss basic computations with these objects. We fix some notation as we go
along.

For the representation of divisors we follow an ideal and function field theoretic
approach which is inspired by the number field theoretic analog. This approach
is convenient for several reasons. First, one can easily adapt the usual algorithms
for arithmetic with ideals in number fields (as for example in [Coh96]) to the func-
tion field theoretic setting. Second, using the ideal theoretic approach an efficient
and simple algorithm for the computation of Riemann-Roch spaces L(D) can be
given ([HeB01]). The following exposition is heavily inspired by [HeB01]. Further
information, including proofs of all claims, can be found in [Die08| Chapter 2].

Let k be a field. Then we define A} := Spec(k[x]) and P} := Proj(k[X,Y]); we
identify k[x] with k[%] C k(P!) via x +— &, and we define oo := (0 : 1) € P1(k).
We obtain a canonical inclusion A} < P} and with this inclusion a decomposition
P!(k) = Al(k) U {oo}. Furthermore, we set P2 := Proj(k[X,Y, Z]).

By a curve over k we mean a smooth, proper and geometrically irreducible
1-dimensional k-scheme.

Curves. In the following, ¢ is always the power of a prime p, and we set k := F,,.
We represent curves via plane models: Let C/k be a curve. Then by a plane model
of C we mean a 1-dimensional closed subscheme C,,,, of P which is birational to
C. We represent such a plane model C,,, by a defining homogeneous polynomial
F(X,Y,Z). Note that the degree of C,, equals the degree of F'; we denote this
degree by d. Furthermore, we denote the genus of C by g¢.
The following proposition is [He301, Theorem 56].

Proposition 2.1. Every curve over a finite field has a plane model of degree O(g)
(uniformly over all finite fields).

Let us now fix a curve C of genus > 1 with a birational morphism to a plane
model: 7:C — Cpp,.
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We set = := %,y = % and f(x,y) := w, and we denote the induced
functions on C also by z,y. We assume that the covering x : C — P}, is separable
(otherwise the covering y is separable and we can interchange  and y), and we set

r:=deg(x) = [k(C) : k(x)].

Divisors. We now come to closed points and divisors. For this, we consider the
subrings (2.0¢)(A}) and (2.0¢)s of k(C); these rings are the integral closures of
k[x] and k[i](%) in k(C). They are called finite and infinite order of k(C) (with
respect to x).

Now the closed points of C correspond to the places of k(C), and these in turn
correspond to maximal ideals of (2,O¢)(A}) as well as (2,0¢) oo

The main idea for the ideal representation of points is to fix bases of these orders
and to represent the points of C by “nice” k[x]-, respectively, k[i](%)—bases of the
corresponding maximal ideals. In order to have better control over the size of this
representation, we consider, however, prime ideals of (x*OC)(i(A,i)) with support
“at infinity” instead of prime ideals in (2.0¢)co

Now divisors can be represented in two ways. The first way is to take the
representation of points as a basis for what is called a free representation: The
divisors are represented by their support and the coefficient vector, and the points
are represented by maximal ideals of the two orders.

Another way to represent divisors is to consider the isomorphisms

Div(C)—= Div((2+0¢)(AL)) x Div((2,0c)s0)

(1)
= I((2.0c) (A1) X I((2:0¢)s0) ,

where the first isomorphism is induced by pullback and the second isomorphism is
induced by the canonical isomorphisms between the divisor and ideal groups. Via
these isomorphisms every divisor corresponds to a pair of fractional ideals, a “finite”
and an “infinite” fractional ideal. To represent the “infinite” fractional ideal, one
furthermore applies the canonical inclusion I((2.0¢)s0) < I((z:O¢)(£(A}))). We
call this representation of divisors the joint ideal representation.

Notation 2.2. Let D be a divisor on C. Then the associated “finite” fractional
ideal in I((2.Oc)(A})) is denoted by I""(D). The associated “infinite” fractional
ideal in I((2.Oc)((A}))) is denoted by I°°(D), and the corresponding ideal in
I((2+O¢)0) (the localization of I°°(D) at co) by (I°°(D))so-

Note here that 7°°(D) by definition only has support “at infinity”, and (I°°(D))o
is the ideal generated by I°°(D) inside (2.0¢)oo

We now need to describe how we represent the fractional ideals of the orders
(2:0c)(A}) and (2.0c) (5 (A}))-

Let f(z,y) = > i_gai(z) y'. Let @;(x) := a;(x)al"""'(x) for i =0,...,7, §:=
ar(x)y € k(C) and g := X—QL € k(C) with ¢ := max{fw1 |0 <i<r} Then 7is
integral over k[x] as it is a root of the monic polynomial $°7_ @;(x)-t € k[x][t] and §

is integral over k[1] as it is a root of the monic polynomial >_;_, xc<r( ),) t e k[L][¢].
Now let wi,...,w, be the HNF-basis (HNF = Hermite normal form) of

(2.0¢)(A}) with respect to 1,7,...,5"~!. Then we represent a fractional ideal of

(2.O¢)(A}) by the coordinate vectors of its HNF-basis with respect to w1, ..., w;.

We proceed similarly with the “infinite order”, substituting § by 7.



ON THE DISCRETE LOGARITHM PROBLEM IN CLASS GROUPS OF CURVES 447

We remark that one can compute the HNF-basis of (z.0¢)(AL) (determinis-
tically) in a time which is polynomially bounded in d - log(q), following ideas by
Zassenhaus and by Grauert and Remmert.

The input to all algorithms for the following computations with divisors and
divisor classes consists of a curve, represented by a plane model, together with
HNF-bases for the two orders and some additional data.

Inspired by [HeB01] we define:

Definition 2.3. Let D be a divisor on C, and let D, be the “positive part” and D_
the “negative part” of D (such that D, D_ > 0, D and D_ have disjoint support
and D = Dy — D_). Then the height of D is ht(D):=max{deg(D),deg(D_)}.

Now basic divisor arithmetic (addition and inversion) in both free as well as joint
ideal representation can be performed in a time which is polynomially bounded in
d - h-log(q), where h is the maximum of the heights of the divisors involved.

By this result it is obvious that given a divisor D in free ideal representation,
one can compute (deterministically) the corresponding divisor in joint ideal repre-
sentation in a time which is polynomially bounded in d-ht(D)-log(gq). The opposite
computation is possible with a randomized algorithm whose expected running time
is polynomially bounded in d - ht(D) - log(q). The randomization is only required
to factorize polynomials over finite fields. By using Berlekamp’s absolute algorithm
for this task, one then obtains a deterministic algorithm with a running time of
p-(d-ht(D) -log(q))°M), where, as indicated above, p is the characteristic.

For arithmetic in degree 0 class groups the computation of Riemann-Roch spaces
L(D) for a divisor D is crucial. An efficient and simple algorithm using the ideal
theoretic representation given here was presented by Hef in [Hefi01]. It relies on
the equality

L(D) =I"(—=D)NI®(-D)u

and computes this intersection with a reduction algorithm. In short, one computes
a k[x]-basis v1, ..., v, of I'""(—D) and integers di, ..., d, such that x1vy, ..., x%v,
is a k‘[i}(i)—basis of I®(—=D)wo. A k-basis of L(D) can then easily be deduced. For
the computation one considers the coordinate matrix of some k[x]-basis of I"(—D)
with respect to a k‘[%](%)—basis of I*°(—D) and applies a reduction algorithm on
this matrix. The computation can be performed in a time which is polynomially
bounded in d - ht(D) - log(q).

Also, given a function f € k(C)*, one can compute the associated principal

divisor in a time which is polynomially bounded in d - deg(f) - log(q).

Divisors over extension fields. Still, let k£ := F,, let K := Fy» with some natural
number n, and let C’ be a curve over K. Let C' again be given by a plane model
in P2, as above. Then there are several obvious possibilities to represent ideals of
(2.0¢)(Ak,).

First, one can proceed as above over K, yielding the usual joint and free rep-
resentations. Second, one can proceed analogously to the above but starting from
the (not geometrically irreducible) scheme C’ over k (corresponding to the function
field K(C')|k).

Now, let C again be a curve over k, represented by a plane model. Let C’ := Ck,
and let a,...,a, be a k-basis of K. Then there is a third possibility to represent
divisors: Let wi,...,w, be as above. Then the elements a;w; for ¢ =1,...,n and
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j =1,...,r form a k[x]-basis of (z.0¢/)(Ak), and one can represent fractional
ideals of (z.O¢/)(AL) via HNF-bases with respect to this basis.

Of course these considerations also apply to the “infinite ideals” and give several
possibilities to represent divisors on C'.

One can show that one can change between the two or three joint representations
in a time which is polynomially bounded in d - ht(D) - log(q).

Now, again, let C' = Cg, let ay,...,a, be a k-basis of K with a; = 1, and
let an ideal I of (z,Oc¢)(A}-) be given in joint or free representation as described
above. Then one immediately obtains the intersection of I with k(C), again in joint
or free representation. In particular, given a divisor D on C’ in free representation,
one can compute its norm with respect to the covering ¢’ — C in a time which is
polynomially bounded in d - ht(D) - log(q).

Divisor classes. Let us recall the following definition (see [He$01]):

Definition 2.4. Let Dy be a divisor on C of degree > 1, and let D be an effective
divisor on C. Then D is (mazimally) reduced along Dy if the linear system |D — Dy
is empty.

Now, let D be any divisor on C, and let D be an effective divisor reduced along
Dy such that D ~ D + rDy for some r € Z. Then D is called a reduction of D
along Dy.

One can easily see that the set of reductions of D along D, form a complete
linear system. Moreover, if Dy is a k-rational point of C, then the reduction is
unique.

Remark 2.5. Tt does not suffice that Do has degree 1 (without the condition of
being effective) in order that the reduction be unique. Here is a counterexample.

Let C be a hyperelliptic curve with a k-rational point P which is not a Weierstrafl
point. Let D := P + (P) and let Dy := 24(P) — P, where ¢ is the hyperelliptic
involution. Then D — Dy = 2P — t(P), which is not linearly equivalent to a point.
Thus D is reduced along Dy, but |D| has dimension 1.

To represent divisor classes, we fix a divisor Dy of degree > 1 and represent a
class a by a corresponding reduced divisor and the degree of a. For computational
purposes one can, for example, define Dy as the canonical divisor div(dz). With
the formula

div(dz) = —2(z)— + R,

where R is the ramification divisor of # : C — P}, this divisor can be computed in
a time which is polynomially bounded in d - log(gq). Generally, if the height of D
is polynomially bounded in d, then the arithmetic in C1°(C) can be performed in a
time which is polynomially bounded in d - log(q), provided divisors are represented
in joint ideal representation. For the free representation, the computation can be
performed in an expected time which is polynomially bounded in d - log(q).

Note that there always exists a divisor of degree 1 on C. In fact, by the Hasse-
Weil bound, for every m > [2log,(2g)], there is a I m-rational point on C and thus
a closed point on C whose degree divides m (cf. [HeB05, Proposition 32]). One can
compute two closed points with degrees dividing [2log,(2g)] and [2log,(2g)] + 1
in an expected time which is polynomially bounded in d - log(q). These then give
rise to a divisor of height [2log,(2¢)] + 1 and degree 1.
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For fixed genus g, one can easily determine if there exists a k-rational point
on C and, if so, compute such a point in an expected time which is polynomially
bounded in log(gq). If one defines Dy as such a point, then—as already mentioned—
the representation of degree 0 divisor classes by reduced divisors is unique. In the
algorithm for Theorem [I] we employ such a representation.

Let us finally consider the important case that d is polynomially bounded in g.
Then in the statements above, d - log(g) can of course be substituted by ¢ - log(q).
Moreover, as shown in [LMD90], one has

—12 1 1
2 e > (g . . z. ¢,
@) #ONO) =2 Ly g1 6 g+1 °
and this implies that d - log(g) can then also be substituted by log(# C1°(C)). In
particular, if the degree of the divisor Dy is also polynomially bounded in ¢, the

arithmetic in the degree 0 class group can then be performed in a time which is
polynomially bounded in log(# C1°(C)).

1

q° >

Representation of input data. We can now describe how the input data in the
algorithms for the theorems are represented.

The curve is always given by a plane model of degree O(g); in Theorem [ it is
therefore given by a plane model of bounded degree. We fix a divisor Dg of degree 1
and height O(g), and we represent divisor classes by along Dy reduced divisors. The
divisors in turn are given in free or joint ideal representation as described above.

Unique representation and generic algorithms. For some purposes, for ex-
ample, for the baby-step-giant-step algorithm, one requires a unique representation
of elements of C1°(C) by bit strings.

One possibility to achieve this is to consider a constant field extension such
that the curve has a rational point. For example, as mentioned above, with
m := [2log,(2g)], the curve Cr,,, has a Fym-rational point, and with a randomized
algorithm, one can compute such a point P, in an expected time which is polynomi-
ally bounded in d-log(g). All elements of C1° (Cp,m ), thus, in particular, those of the
subgroup C1° (C), can then uniquely be represented by along Py reduced divisors.

Given an instance of the discrete logarithm problem as described above, we would
like to compute the discrete logarithm deterministically in a time of O(# C1°(C)?).

In the case of genus 1 curves, Dy is linearly equivalent to a unique F,-rational
point Py. One can therefore apply the baby-step-giant-step algorithm directly, and
one obtains the desired result.

We therefore consider the case that the genus is > 2. Again, let p be the
characteristic. In this case we first compute a field extension A|F, of degree <
ht(Dy) and a A-rational point Py on Cy. Here the field extension is represented
by a multiplication table. We then represent divisor classes by along P, reduced
divisors and again apply the baby-step-giant-step algorithm. The baby-step-giant-
step algorithm has a running time of O(# C1°(C)2), and we have to show that the
computation of A and Py can be performed (deterministically) in this time as well.

For this, we proceed as follows: First we compute the free representation of
Dy, and we fix a prime divisor E occurring in Dy. As mentioned above, this
can be achieved deterministically in a time of p - (g - log(q))®™). Note also that
deg(E) < ht(Dg) € O(g). Assume now that E corresponds to a “finite” ideal, that
is, to an ideal in (x*OC)(Alqu) (the other case is similar); let p be this ideal. An
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HNF-basis for p easily gives an I, basis of (z.O¢)(A})/p and a multiplication table;
let A be this field. Then FE as a divisor on Cy splits completely. So we compute the
free representation of E as a divisor of Cy and fix one of the points occurring in it.
This can again be achieved (deterministically) in a time of p - (g - log(q))°™M).

We remark that for genus 1 curves over prime fields the assumption that Dy has
degree 1 is crucial. If we drop this assumption, we do not know how to perform the
computation (deterministically) in the desired time.

3. INDEX CALCULUS FOR CURVES OF FIXED GENUS

3.1. Overview. In this section we present an index calculus algorithm with double
large prime variation for curves of a fixed genus g > 2, leading to Theorem [

The input of the algorithm consists of a tuple (C/Fy,a,b), where C is a curve
of genus g over Fy, a,b € CI°(C) and b € (a). The representation of the input
follows the description given in the previous section: The curve is represented by
a plane model, a divisor Dy of degree 1 is fixed and a,b are represented by along
Dy reduced divisors which in turn are given in free or joint ideal representation as
described above. Here the degree of the plane model as well as the height of Dy
are bounded by some constant.

We now give an outline of the proof of Theorem [

First we give an index calculus algorithm with double large prime variation which
gives rise to the following proposition.

Proposition 3.1. Let us fix some g > 2. Then there exists a randomized algorithm
such that the following holds: Upon input of a curve C/F, of genus g, elements a,b €
C1°(C) with b € (a) and a system c1,..., ¢, of elements of C1°(C), if the algorithm
terminates it outputs the discrete logarithm of b with respect to a. Moreover, if
C1,-..,Cy forms a generating system and u is polynomially bounded in log(q), the

expected running time of the algorithm is in @(q%%).

S T TR
The algorithm has storage requirements of O(q1 9+92). More precisely, the

~ 11,1
algorithm uses only the first (9(q1 CRNE ) registers, and each register always contains
elements whose bit-length is polynomially bounded in log(q).

The algorithm is given in the next subsection and the analysis in subsection

Then we show the that there is an efficient algorithm which outputs a small
system of divisor classes of degree 0 which generates the degree 0 class group with
high probability (see subsection [3.H):

Proposition 3.2. Let us fix some g > 1. Then there exists a randomized algorithm
such that the following holds: Upon input of a curve C/Fq of genus g and a divisor
Dy of degree 1 as above, the algorithm computes a system of random elements
Cly.--yCy Of ClO(C), represented by along Do reduced divisors, where u := el with
e := [logy(# C1°(C))] and £ := [logy(e) + 1]. Moreover, the expected running time
is polynomially bounded in d and log(q), and with a probability > %, the system
€1,...,¢y is a generating system of C1°(C).

A problem is, however, that we do not know how one can in a sufficiently efficient
way certify that the output is indeed a generating system. As a work-around, we
proceed as follows: We assume that we have a generating system and apply the
index calculus algorithm. We stop the computation if it has not terminated within
a predefined time.
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An obvious consequence of Proposition [B.1] follows:

Proposition 3.3. Let us fiz some g > 2. Then there exists a randomized algorithm
such that the following holds: Upon input of a curve C/F, of genus g, elements
a,b € CI°(C) with b € (a) and a system ci,...,c, of elements in CI°(C) with u
polynomially bounded in log(q), the algorithm either outputs “failure” or the discrete
logarithm of b with respect to a. The running time of the algorithm is in @(q2_%),
and if c1,...,¢cy S a generating system, the probability of failure is < % The

o B
algorithm has storage requirements of O(q" ¢ 9%).

Indeed, let us fix a RAM II satisfying the claim in Proposition Bl and let 6 € N
such that the RAM terminates in an expected time of q27§ -log(q)? if applied to an
instance as in Proposition Bl We apply this RAM with the input of Proposition
B3 and terminate the execution if [2- q2_§ -log(q)°] commands are executed (or in
other words, if the uniform running time is [2- ] -log(¢)°1), provided II has not
terminated at this point in time. (For this, we insert a “control unit”.) Note that
then the running time of IT (as always measured with the logarithmic cost measure)
is>[2- q27§ . log(q)‘s] By Markov’s bound we have: If ¢, ..., ¢, is a generating
system, with a probability of > %, the algorithm outputs the discrete logarithm of
b with respect to a.

By assumption, each operation performed by II has a running time which is
polynomially bounded in log(q). Therefore, the total running time is in @(qz_%).

O

The proof of Theorem [1lis now easy:

Let g > 2 be fixed. Now given an instance (C,a,b) with g(C) = g as described
above, we proceed as follows: First we apply an algorithm for which Proposition
holds; let the result be c¢q,...,¢,. Then we apply an algorithm for which
Proposition B3] holds to C,a,b and the system ci,...,c,. The expected running
time is then in @(qug), and moreover, the probability of failure is < 3. This
implies Theorem [T} O

3.2. The index calculus algorithm. Again, let g > 2 be fixed. We now describe
an index calculus algorithm which leads to Proposition Bl As already stated,
the algorithm uses double large prime variation. We do so by computing a tree
of large prime relations. The main challenge resides in controlling the growth of
the tree of large prime relations as well as its depth, that is, the maximal distance
of any vertex to the root. This task is more difficult than for hyperelliptic curves
in imaginary quadratic representation, where one has a concrete description of the
effective divisors which are reduced along the point at infinity, and one knows that
the growth process is very regular.

We now give an overview of the algorithm. Subroutines for the various steps are
discussed later in greater detail.

Broadly speaking, we proceed as follows: First we compute the group order and
its factorization. We fix an F,-rational point Py and a factor base F. We construct
a tree of large prime relations, using a “stagewise” approach. After a tree of a
suitable size has been constructed, we use the tree to generate relations over the
factor base. The main idea here is that we can—via the tree—substitute large
primes occurring in relations by sums of factor base elements. Finally, we solve the
discrete logarithm problem via sparse linear algebra.
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More precisely, the factor base is a set F C C(F,) — {FPo} of size [ql_.ﬁ, and the
set of so-called “large primes” is £ := C(F,) — (F U {P}). Now the tree of large
prime relations is a tree T' whose set of vertices is contained in £ U {*}. In the
following, we denote the set of vertices of T" also by T. How the tree is computed
is discussed below.

Apart from the computation of the tree of large prime relations, the algorithm
is closely related to the algorithm in [EG02]. A relatively minor difference is that
in [EG02] it is assumed that the group is cyclic or a basis of it is known whereas
we use only a generating system.

The input data for the algorithm are represented as described at the end of the
previous section.

The algorithm for curves of a fixed genus g.

Input: A curve C/F, of genus g, elements a,b € C1°(C) with b € (a),cy,...,cu €
C1°(C), given by along Dy reduced divisors.

Output: The discrete logarithm of b with respect to a.

1. Compute N +— # C1°(C) and factorize N. (Let N = [[;_, £5* with e; € N and
pairwise distinct prime elements ¢;.)

2. Enumerate C(FF,). Choose an F,-rational point Py and a factor base F={F}, Fs, ...,
Fi} CC(F,) — {Po} of size [qlfﬂ. (If this is not possible, terminate.) Represent
a,b,c1,...,cy by along Py reduced divisors.

3. Construct a labeled rooted tree T' with root * whose set of vertices is contained in
L U {x}, as described below.

4. 41. Let t <— [logy(k + u) +logy(2logy(N))] + 1
4.2. Construct matrices R € (Z/NZ)?F+w))xk and § € (Z/NZ)Pkt+u)-t)xu jn

sparse representation as well as vectors a, 8 € (Z/NZ)*k+%)* as follows:
421. Fori=1,...,(k+2u) -t do
Choose uniformly and independently randomly «,3,s1,...,8, €
Z/NZ and compute the unique along Py reduced divisor D with
[D] — deg(D) - [Po] = 3_; sjc; + aa + Bb in free representation.
Until D splits into elements of F U T.
Use the tree T' to substitute these elements by sums of multiples of
elements of F. Let

D riglFl = rlPo) =) sijes + cia+ Bib
i i

with r; = 37, r;; be the relation generated.
422 Forig=1,...,k

Forio =1,...,t
Leti— (i1 — 1) -t +i2 + (k+2u) - t.
Choose uniformly and independently randomly o, 3, s1, ..., 8y €
Z /N7 and compute the unique along P, reduced divisor D with
[D] — deg(D) - [Ro] = [Fi,] = [Po] + 3= sjc;j + aa+ fb.

Until D splits into elements of FUT.

Use the tree T to substitute these elements by sums of multiples of

elements of F. Let

D origEl =Pl =Y sje; + aia+ Bib
i i
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with r; =37, r; ; be the relation generated.

5. Try to compute a row vector y € (Z/NZ)"* -1 with y(R|S) = 0 and [y]¢ # 0
for all prime divisors ¢ of N with an algorithm for sparse linear algebra as discussed
below!q If this fails, go back to Step 4.

6. If >, viBi € (Z/NZ)*, let £ := —M, otherwise go back to Step 4.

Zi ViBi

7. Compute ord(a), using the factorization of N.

Output the unique non-negative number = € {0,...,ord(a) — 1} with [z]oq(a) =
[f]ord(a)-

It is immediate that the algorithm is correct, that is, if it terminates, it outputs
the discrete logarithm of b with respect to a.

As already mentioned, details on the various steps of the algorithm will be given
below. However, merely under an assumption on the linear algebra algorithm, we
can already now give an upper bound on the number of expected iterations of Steps
4-6, conditionally to any outcome of Step 3:

Proposition 3.4. Let the linear algebra algorithm be such that the following holds:
If applied to a matriz M in sparse representation over Z/NZ:

e the algorithm terminates in a finite expected time, and it either outputs a
vector v over Z/NZ with yM = 0 and [y]¢ # 0 for all prime divisors £ of
N or it outputs “failure”; B

e if, moreover, the matrix M has full column rank, the algorithm succeeds
(that is, outputs a vector as desired) with a probability of Q(1).

If then cq,...,cy forms a generating system, conditionally to any outcome of Step
3, the probability that the algorithm fails in Step 5 or Step 6 (that is, it returns to
Step 4) is in O(loglog(q)).

This proposition is essentially proven in [EG02]. We recall two major ingredients
of the proof.

First, one can show that the probability that the matrix (R|S) has full column
rank is in Q(1). This follows from Lemma 4.1 in [Pom&7] and the subsequent
remarks. We note that the proof in [Pom8&7] is very sketchy; a more complete
argument is given in [HeB05] (see part (i) of [HeB05, Lemma 64]).

Moreover, the random vector § is independent of (R|S). This implies that the

]é)mb?;{)isl:;zy] )that >, Yifi is invertible is %, which is in Q(; ]olg ( N)) = Ui lcl)g(q))
see .

Subroutines. We now give some more information on various steps of the algo-
rithm.

Step 1 — Computation of the group order and factorization. The
L-polynomial of a curve over F, given by a plane model of bounded degree can
be computed (with a deterministic algorithm) in a time which is polynomially
bounded in log(g). (This follows from [Pil91, Theorem H] which in turn relies on
Pila’s extension of the point counting algorithm by Schoof ([Sch85]) to abelian va-
rieties ([Pil90]).) This means, in particular, that the order of the degree 0 class
group can be computed in polynomial time in log(q).

2For an integer a and a natural number n we denote the residue class of a in Z/nZ by [a]r,.
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It is well known that an integer N can be factored in subexponential time in
log(NN); see for example [Pom87].

Step 2 — Construction of the factor base. As assumed in the previous section,
let x : C —> P} be separable. Then one can iterate over all points of C(F,) in an
expected time of O(q) as follows: One iterates over all points P € P!(F,) and
factorizes the ideal z—1(P) (that is, one computes a free representation). For each
point P, this step requires an expected time which is polynomially bounded in
log(q). In total Step 2 can be performed in an expected time of O(q).

Step 3 — Generation of the tree of large prime relations. The tree of large
prime relations is a labeled rooted tree whose vertex set is contained in £ U {*}
with root *. It is constructed as follows:

We repeatedly choose uniformly randomly sq,...,s, € Z/NZ and compute the
along Py reduced effective divisor D in free representation with

(3) [D] — deg(D) - [Po] = Z 55 Cjs

where Py € C(F,) is the point computed above[] Note that as mentioned in the
previous section, the computation of D is possible in an expected time which is
polynomially bounded in log(q).

Following [GTTDQT7] and other works, we define:

Definition 3.5. A relation involving only input elements and factor base elements,
that is, a relation of the form >, r;[Fj] = >_ sjcj+aa+Bbis called a Full relation.
A relation which additionally involves one large prime, that is, a relation of the form
> rilEs] +rp[P] =32, sj¢; + aa+ Bb with P € £ and rp # 0 is called an FP
relation. A relation which involves two large primes, that is, a relation of the form
> rilEl+rp[Pl+rolQ] = 3, sjej+aa+Bbwith P,Q € £, P # Q and rp,rg # 0
is called a PP relation. Here r;,rp,rq € Z/NZ.

As usual, during the construction of the tree, FP relations are stored as labeled
edges connecting the large prime with the root %, and PP relations are stored as
labeled edges connecting the two large primes.

As already mentioned, we construct the tree in stages. During each stage we
only attach edges to the tree which are connected to vertices constructed in the
previous stages. In Stage 1, we attach [ql_l/ﬂ edges coming from FP relations to
the root *. Thereafter, we terminate Stage s and start Stage s + 1 whenever the
tree has 2571 - [¢'~1/9] edges.

The construction of the tree is abandoned if a predefined number of edges Ny ax
is reached. We could for example set Nyax := [g/4]. We will, however, argue in
the analysis of the algorithm in the next subsection that Npya.x := (ql_l/-‘”l/gz]
suffices. This smaller value of Ny, only lowers the time for the construction of
the tree by a constant factor but decreases the storage requirements substantially.
This is analogous to the situation in [GTTDO07).

Altogether, we have the following procedure for construction of a suitable tree
of large prime relations. In the procedure we construct a labeled tree called T.

3Note here that if we represent divisor classes by along Py reduced divisors in free representa-
tion, to compute the divisor D is the same as computing the sum Z};l s; ¢j in the degree 0 class

group.
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The edges of the tree are labeled with the corresponding relations; the vertices are
labeled too, namely with the stage at which they inserted into the tree. We denote
the subtree of T" which has been constructed until (including) stage s by Ts. In
other words, a vertex of T occurs in T if and only if its label is < s.

Procedure: Construction of the tree of large prime relations.

Construct a labeled rooted tree T' with vertex set contained in £ U {x} as follows:
Let T consist only of the root *, labeled with 0.
Let Npax — [q1*1/9+1/921.
Let s +— 1.
Repeat
Repeat
Choose sy, ..., 8, € Z/NZ uniformly and independently at random.
Compute the along Py reduced divisor D in free representation with [D] —
deg(D) - [Po] = 3_; sjc)-
If D splitsas D=} r;F; +Q with Q € L — (FUT),
insert an edge from * to @ into 7', labeled with (7;); (in sparse represen-
tation).
If Dsplitsas D=3 r;Fj +rpP+Qwith PeT,_1,Q € L— (FUT) and
rp >0,
insert an edge from P to @ into T', labeled with (r;); and rp.
In both cases label @ with s and the edge with (;); (in sparse representation).
Until T contains min{25~1 - [¢* /97, Npax} edges.
If the number of edges equals Ny, STOP.
Let s ¢+— s+ 1.

This construction of the tree guarantees that the depth of the tree is always
in O(log(q)) (see also inequality (7)) in the next subsection). The main difficulty
of the analysis of the procedure resides in proving that a tree of sufficient size
can be constructed in an expected time of @(q2_2/ 9). This is verified in the next
subsection.

Step 5 — Linear algebra. For the linear algebra computation we use an algorithm
which satisfies the following condition (and thus also Proposition [3.4)).

If applied to a matrix M € (Z/NZ)™*"™ with m > n and weight w in sparse
representation, then

e the algorithm always terminates in an expected time of O(n “(m+ w) -
log(mN)®M), and it either outputs a vector 7y over Z/NZ with yM =0
and [y]¢ # 0 for all prime divisors £ of N or it outputs “failure”,

e if, moreover, the matrix M has full column rank, the algorithm succeeds
with a probability of £(1).

Here the weight of a matrix is the number of non-zero entries.
Such an algorithm is given in [EG02, Section 4].

Step 7 — Computation of the order of a. The computation of ord(a) can be
performed efficiently (in polynomial time in log(N) € O(log(q))) along the following
lines:
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As in the algorithm, let N = [];_, ¢;" with ¢; € N and pairwise distinct prime
%, and let o; := min{j € 0,...,¢; | #/L; - a = 0} for

i=1,...,v. Then J];_, £ is the order of a.

1=1"

numbers ¢;. Now let L; :=

3.3. Analysis of the index calculus algorithm. We now show that with the
algorithm outlined in the previous subsection, one can compute a solution to the
discrete logarithm problem for curves of the fixed genus ¢ in an expected time
of @(q2_2/9), provided that the system cy,...,c, is a generating system and w is
polynomially bounded in log(q).

Steps 1 and 2 — Computation of the group order, factorization, construc-
tion of the factor base. We have already argued that one can perform these steps
in an expected time of O(q).

Step 3 — Construction of the tree of large prime relations. The analysis of
the growth of the tree relies crucially on the following proposition.

Proposition 3.6. For curves of fized genus g over finite fields F,, the number of
special effective divisors of degree g is in O(q9~1).

Recall that an effective divisor D is called special if the linear system |K — D|
is non-empty, where K is a canonical divisor. Note that by the Riemann-Roch
theorem, an effective divisor of degree g is non-special if and only if the linear
system | D| merely contains D itself.

Note that map D — [D] gives an injection from the set of non-special divisors
of degree g into the set of divisor classes of degree g, and therefore, the map D —
[D —g- Py] gives an injection from the set of non-special divisors of degree g into the
degree 0 divisor class group. Then we can apply the bijection between the degree
0 class group and the set of along Py reduced divisors.

Explicitly, let D be a non-special effective divisor of degree g, and let D’ be the
unique effective divisor of minimal degree with D’ 4 (deg(D) — deg(D’)) - Py = D.
Then D’ is reduced along Py, and it is the along P reduced divisor which represents
the class [D — g - Py].

We assume that Proposition is well known to many experts in curves and
function fields. For the lack of a suitable reference we give a proof in the next
subsection. Note that a straightforward application of the Hasse-Weil bound merely
gives that the number in question is in O(¢g9~1/?).

This proposition makes it possible to discard all special divisors in the analysis
of the construction of the tree of large prime relations.

Let C' > 0 be such that for all curves of genus g over all finite fields I, the
number of special divisors of degree g is < C - ¢97".

As in the previous subsection, let Nyax := (ql_l/g“‘l/gﬁ be the number of edges
(that is, the number of vertices different from x) at which the construction of the
tree is stopped.

The conditions

Nuax + #F < q/4, #(C(F,) — {Po}) € [max{q'~7,q/2},24],
#C1°(C) < 2¢7, qg>(4-g'-C)9,

hold for g large enough; we assume that they are satisfied.
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Note that by our assumption that ci,...,c, generate C1°(C), if s1,...,s, are
uniformly distributed random elements from Z/NZ, . s;c; is uniformly distributed
in C1°(C). This means that the divisor D in (@) is uniformly distributed in the set
of all effective divisors which are reduced along F,.

By our assumptions on ¢, we always have

(4) #(C(Fy) — (TUFU{R}) = q/2—q/4=q/4

Let Div?(C) be the set of effective divisors of degree g on C, and let Div?"™*(C)
(resp. Div?®(C)) be the subset of non-special (resp. special) effective divisors of
degree g.

Let us first assume that we are still in Stage 1, that is, only relations with one
large prime (not yet in the tree) are considered.

Let us thus assume we are given the tree T" with < (ql’l/ 9] edges. We want
to bound the expected number of relations (B needed until a new edge is inserted
into the tree.

Let

D:={P +---+P,eDiv’/(C)|Vi=1,...,g—1: P € F,
Py € C(Fy) = (TUFU{Po})},
D™ :=DNDiv?™(C).

Note that any divisor D € D™ is reduced along Py (because Py is not contained
in the support of D and the linear system |D| consists merely of D). If a divisor
D = Py +---+ P, as in the set D™ appears in a relation (B]), a new edge is inserted
into the tree. (Other divisors might also lead to new edges: We ignore special
divisors and we ignore divisors of degree < g.)

We have

5 #D = (F72972)  (C(F,) — (TUF U{RY) > 0 q/4 by @)

1 (g—1)2 _ 1 g?—g+1 _ 1 —141
Z a4 7 (= ageny 4 ¢ a0
By our assumption that ¢ > (4 - g!- C)9, we have
1 1 1 1
6 DivIs(C) < Cg9 < — . g9 My <« = 971ty
(6) #Div?*(C) < Cq < a9 ST
Inequalities (B)) and (@) imply
1 1
DS > . gflJr;.
# ~ 8(g—1)! 1

Together with our assumption that # C1°(C) < 2¢9, this implies that the probability
that a relation (3] enlarges the tree is

#C1°(c) ~ 16(g —1)!
The expected number of relations (B which have to be considered until the tree is
enlarged is thus

<16(g—1)!-¢' o
This implies that the expected number of tries until the tree has (ql_é] edges is

<16(g—1)!-q' o - [q 9] <16(g— 1)~ (¢ +1)* 5.
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We now assume that s > 2 and a tree T with < 2571 - [¢'~1/97 edges containing
a subtree T,_; with 2572 . [ql_l/ﬂ edges, has already been constructed. The task
is again to derive a bound on the expected number of relations (B)) needed until the
tree is enlarged.

Similarly to the above, let

D:={Pi+--+P,eDiv/(C)|Vi=1,...,g—2: P, € F,
P, 1€ FUT,_, PjeC(Fy) —(TUFU {PO})},
D™ := DN Div?™((C).

We now have

#D = ((F197%) + (F7157°) - #(Tae = () - #(C(Fy) = (TUF U {P}))

g—1 g—2 _ _
> (Gor + Gy 270079 0/
(g=1)? _ (g=1)?
=z ((9—11)1 K (9—12)!"28 g v )q/4

— 1 1 5— g—1+2
= (g T a2 T

Together with (@), this implies
_ 1
#D" 2 4(g 1_ 2)! 2572 g0

This implies that the probability that a relation as in (B]) enlarges the tree is

>

~ 8(9g —2)!
The expected number of relations as in ([B]) which have to be considered until the
tree is enlarged is thus

25—2 .

1 _1
<8(g-2)! 55

This implies that given any tree T,_; with 2°~2. (qlfi] edges, the expected number

of tries until a tree 7' with min{25~! . [ql_.%] , Nmax } edges is constructed is

<16(g—2)!- (¢+1)> 5.

We have s € O(log(q)) as can be easily seen: During the execution of the proce-
dure we always have for s > 2

2 > #(T — {*}) > #(Ts_1 — {x}) =252 [¢" ¥ ],
thus
1

log(2) - g
It follows that in total an expected number of O(log(q) - qug) relations (B) have
to be considered until the tree has Ny ., edges. As each of these relations can be
obtained in an expected time which is polynomially bounded in log(gq), we conclude
that a tree with Ny .y edges can be constructed in an expected time of
~ o_2
Oq*™9).
Note that the depth of the tree is always bounded by s. In particular, as s €
O(log(q)), the depth of the tree is also in O(log(q)).

(7) s < logy(q7) +3 -log(q) + 3 € O(log(q)).
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Step 4 — Relation generation. We now assume we have constructed a tree T
141
with Npax = (ql 9+?Z1 edges.
Similarly to the above let
D:={P + -+ P, eDiv!(C)|Vi=1,...,9: P, € FU(T — {x})},
D™ .=DnN DI,

Then D contains > % (#HF +#(T —{x}))9 > é .q9_1+.% elements. By the first

two inequalities of (@), D™ contains at least 4%1 -q? ~1+5 elements. This means that
the probability that the divisor D in relation (3] splits into elements of the factor

base or vertices of the tree is

3 1
> 2 L 0=5),
= q
The expected number of relations
(8) (D] — deg(D) - [P] = aa+ b

which have to be considered in each iteration of the For-loops is in O(g'~ g ). Aseach
relation (&) can be obtained in an expected time which is polynomially bounded in
log(q?), this means that the expected running time of one iteration in the For-loops
is in (;)(qlfé).

We have to generate 2(k+u)-t € O(#F) = @(ql_%) “combined” Full relations.
This means that the total running time of this step of the algorithm is in O (q27%).

Step 5 — Linear algebra. The linear algebra takes place on a sparse matrix with
O(q'~'/9) rows and O(¢*~'/9) columns.

As the tree has depth O(log(q)) and the size of the generating system is by
assumption polynomially bounded in log(q), every row of the matrix (R|S) contains
only 1og(q)0(1) non-zero entries. As pointed out in the previous subsection, the
computation can then be performed in an expected time of @(q2_2/ 9).

Final result. We have seen that Steps 1-5 of the algorithm all have an expected
running time of @(q%%). Moreover, by Proposition [3:4] and the properties of the
linear algebra algorithm, after an expected number of O(loglog(N)) C O(log(q))
restarts of the computation of the matrix (R|S), the linear algebra computation
leads the solution to the discrete logarithm problem. This means that the total
running time is in

O 7),

in accordance with the statement in Proposition [3.1]

I
Storage requirements. Clearly, one can obtain: Only the first (’)(q1 9+s2) reg-
isters are used and the bit-length of each number stored is polynomially bounded

in log(q).

3.4. On the number of special divisors. The purpose of this subsection is to
prove Proposition

We consider curves of a fixed genus g over finite fields.

Let C be such a curve over F,. Let Div?(C) be the set of effective divisors of
degree g on C, and let E be a divisor of degree g on C. We have the surjective map
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Div?(C) — C1°(C), D ~— [D] — [E]. Note that the set of special divisors of degree
g is exactly the subset of Div?(C) where the map to C1°(C) is not injective.

The number of special divisors is therefore bounded from above by 2 (# Div?(C)—
#C1°(C)), and it suffices to prove that # Div?(C) — # C1°(C) € O(¢9~").

We follow the exposition to the zeta-function in [Sti93]. Note, however, that we
use different symbols for the indices.

Let L = Hfil(l — a;t) € C(t) be the L-polynomial of C, let A,, be the number
of effective divisors of degree n, let B,, be the number of prime divisors of degree n
on C, and letf

29
Sy = Z o
i=1
As the a; can be arranged such that o;ogy; =g foralli=1,...,¢g, we have

#CI(C)=L(1) €¢? —S1-¢° 1+ O(¢* ),
with 51 € O(y/q). We thus have to show that
Ag€q’ = S1-¢* 1+ 0",
We will in fact show the more general statement
(9) Ap€q"—S1-¢" P+ 0"

for any fixed n € N.
Let us fix the following definition.

Definition 3.7. Let D be an effective divisor of degree n on C such that D =
ZLI Dy, where Dy is a sum of e; prime divisors of degree ¢. Then the vector
e = (er)e € N§ (with Y, e, = n) is called the decomposition type of D.

By sorting effective divisors of degree n by decomposition types, we obtain
By+e—1
(10 a=SI(* )

where the sum runs over all ¢ € N§ with Zz el = n and the products run over
¢e{l1,...,n}. We have

Ay =By =q+1-5y,
which establishes the claim for n = 1. So let n > 2. By [Sti93 Proposition V.2.9],
we have

(1) Br= Y a5 €

m|e

1 -
"+ 0@ C - ¢t +0(¢" )

|-
~

for ¢ > 2.
This implies that

n EZ q—Slel.Hi,i.ql-e[_i_o(qn,l)

eyl ler
£>2

CZHJ! Eez ) (q" —e1-S1-q"") + 0" ).

4The definition of S,, follows Equation (2.25) in [Sti93]. In [Sti93, Corollary V.1.17] an analo-
gous definition is made with opposite sign.
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In order to derive (@) it remains to show that
1 1
(12) >4 ==1
e ¢

and

13 ! L _ 1

(13) 2ol =t

e ¢
Equation (I2) is equivalent to

(14) ZnLHeig!-ﬂ%:n!.

J4

This is true because for any e € N§* with )", e,¢ = n, the set of permutations on n
elements having exactly e, ¢-cycles (for £ =1,...,n) has n!-[], 6%7, - 747 elements.
We come to equation ([I3]). Note that we have a bijection

ee
{eeNJ| S el=n,e#0} — { N 3,efl=n—1},
e = ¢

withe] =e; —land e, =¢; foralli=1,...,n— 1.
Equation (I3)) is then equivalent to

1 1
(15) ;E[?d.ﬁ:17

where the sum runs over all ¢/ € NJ'"! with >, e,¢ =n — 1 and the products run
over £ € {1,...,n — 1}. We already know that this equation holds.

3.5. Finding a generating system. The main purpose of this subsection is to
show Proposition Note that in Proposition we only consider curves of a
fixed genus, represented by plane models of bounded degree. In this subsection, we
consider arbitrary curves over finite fields. We show below how one can efficiently
compute a small system of degree 0 divisor classes which with a probability >
% generates the degree 0 class group, provided the L-polynomial is known (see
PropositionBI7). Proposition B2lfollows from this statement and the fact—already
mentioned in subsection [3.2}that one can then compute the L-polynomial in a
time which is polynomially bounded in log(q) ([Pil90], [Pil91]). On our way to
prove Proposition 317, we also show how one can efficiently compute uniformly
randomly distributed effective divisors of a specific degree, provided one knows the
L-polynomial, a result which might be of independent interest (see Proposition
510).

As usual, curves are represented by plane models, and divisors are given in ideal
representation, as detailed in Section

Proposition 3.8. Given a curve C over a finite field F,, represented by a plane
model of degree d, and a natural number n, one can with a randomized algorithm

o decide if C has an Fy-rational point;
o if this is the case, compute such a point which is uniformly randomly dis-
tributed in C(Fy)

in an expected time which is polynomially bounded in d - log(q).
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Proof. We still assume that the covering = : C — P%q is separable, and as usual
we set r := deg(z).

By the Hasse-Weil bound, we have #C(F,) > ¢+ 1 — 2¢q'/?. This means that
for ¢ > 492, C(F,) is non-empty. The algorithm depends on a case distinction:

If ¢ < d* we compute a list of the elements in C(F,) by iterating over all elements
P of P(F,) and computing for each such P the divisor z7!(P) in free representa-
tion. If it turns out that C(F,) is empty, we output that this is the case, otherwise
we choose one of the points in C(F,) uniformly at random. We have already argued
in subsection [3.3] that this computation can be performed in an expected time which
is polynomially bounded in d - ¢, that is, in an expected time which is polynomially
bounded in d as ¢ is also polynomially bounded in d by assumption.

If ¢ > d* (such that ¢ > 4¢% and therefore C(F) # ()), we proceed with the
following algorithm.

Algorithm for computation of a uniformly randomly distributed rational
point on a curve over a finite field.

Input: A curve C/Fy, represented by a plane model, with C(FF,) # 0.

1. Choose a point P € P*(F,) uniformly at random.
2. Compute 2~ !(P) in free representation.
3. Let Pi,..., P, be the distinct F,-rational points occurring in 71 (P).
(The other prime divisors in the support of x=1(P) are ignored, and a = 0 is
possible.)
4. Choose a number 4 in {1,...,r} uniformly at random.
5. If i < a, output P;, otherwise go back to Step 1.

Without any assumption on ¢ and g, this algorithm computes a uniformly ran-
domly distributed point in C(F,) provided that this set is non-empty, as we show
now.

The computation of Steps 1-5 can be performed in an expected time which is
polynomially bounded in d - log(q).

Let us analyze the algorithm: After Step 4 the following always holds: The
random variable (P, i) is uniformly distributed on the set P!(F,) x {1, ..., r}, which
has (¢ + 1) - r elements. This means that in every iteration of the algorithm, the

probability that the algorithm terminates in Step 5 is always zi(g‘fi, and if this is
1

the case, every point in C(F,) is chosen with the same probability of ETImE
q
It follows that the output of the algorithm is a uniformly randomly distributed
(a+1)-r
#C(Fq)
to prove the proposition, we therefore have to show that the quantity #Fl) is
q

element in C(F,). Moreover, the expected number of iterations is In order

polynomially bounded in d - log(q); we show that it is polynomially bounded in g
(which in turn is polynomially bounded in d).
We have #C(F,) > q + 1 — 2gq'/? by the Hasse-Weil bound. For ¢ > 169> we

have #C(F,) > 4 4 1, and therefore #ﬁlq) < 2. On the other hand, for ¢ < 16¢>

the quantity #]Fl) is clearly polynomially bounded in g. O
q

Proposition 3.9. Given a curve C over a finite field F,, represented by a plane
model of degree d and a natural number n, one can with a randomized algorithm

e decide if C has a prime divisor of degree n
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o if this is the case, compute such a prime divisor which is uniformly randomly
distributed in the set of all prime divisors of C of degree n

in an expected time which is polynomially bounded in d - n - log(q).
Proof. As in subsection B4l let B,, be the number of prime divisors of C of degree
n. Then we have (cf. [Sti93 Corollary V.2.10.]):

qn/2

qn
B, >——(2+T7g)-
n

For ¢ > (24 7¢)%/™ we therefore have B,, > 1.

Similarly to the algorithm for the previous proposition, we have a case distinction
according to q > (2 + 7d?)2.

In both cases we consider F,«-rational points of C .. Note that given such
a point, one can compute the associated prime divisor (=closed point) of C by
computing the intersection of the corresponding prime ideal with the function field
F,(C) in a time which is polynomially bounded in d - n - log(g) (cf. Section [2).

If ¢ < (2+ 7d?)?, we iterate over all Fgn-rational points of Cg,, (as described at
the beginning of the proof of Proposition B.g]). For each such point we compute the
associated prime divisor (=closed point) of C, and check if this is a prime divisor
of degree n. In this way we check if a prime divisor of degree n on C exists, and if
this is the case, we uniformly randomly choose one.

So now let ¢ > (2 + 7d?)?. Then, in particular, ¢ > (2 + 7d?)?/", and therefore
there is a prime divisor of degree n on C. Then the algorithm is also easy: We first
choose an [ »-rational point of Cr_, uniformly at random compute the associated
prime divisor (=closed point) of C. If the prime divisor has degree n, we output it,
otherwise we repeat this process.

Here we compute the F,»-rational point using an algorithm for Proposition B.8
adapted to work over extension fields. The expected time of one iteration is poly-
nomially bounded in d - n - log(g). We therefore have to show that the number of
iterations is polynomially bounded in d - n - log(q).

The number of points in C(Fyn) such that the associated prime divisor of C has

degree n is n - B,,. Therefore the probability that a uniformly distributed point in
#C(Fyn)—nBy
, #C(Fq")

. n/2 . . . .

< (;j_gg;qqn/z) = q(n2/4;9_92)g. For ¢ > (4 4 20g)?/™ this is < %. If this bound in not
satisfied, the probability that a uniformly distributed point in C(IFn) does give rise

to a prime divisor of degree n is in 99—1(1). O

C(Fyn) does not give rise to a prime divisor of degree n is which is

We aim at giving an efficient algorithm to compute a random effective divisor
which is uniformly randomly distributed in the set of all effective divisors of a
specific degree. We give some definitions and notations first for which we fix a
curve C over a finite field.

Definition 3.10. Let n € Ny and m € N. Then, as usual, an effective divisor on
C of degree n which is the sum of prime divisors of degree at most m is called m-
smooth or (n,m)-smooth. An effective divisor on C of degree n which is the sum of
prime divisors of degree exactly m is called m-homogeneous or (n, m)-homogeneous.

Notation 3.11. Let n € Ny and m € N. Then the number of effective divisors on C
of degree n which split into prime divisors of degree < m (resp. = m, resp. > m)
is denoted by ¥<(n,m) (resp. =(n,m), resp. ¥>(n,m)).
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Note that in the notation of subsection [3.4],
Y<(n,n) = A, and ¥=(n,n) = B,

Definition 3.12. Let D be an (r - m,m)-homogeneous divisor on C. Then the
multiplicity type p € Ng of D is defined as follows: p; is the number of prime
divisors occurring with multiplicity exactly ¢ in D.

Note that Y., ip; = r.

Proposition 3.13. There exists a randomized algorithm such that the following
holds: Given a natural number m, a curve C over a finite field Fy, represented
by a plane model of degree d, such that C has at least one prime divisor of degree
m, the number By, of prime divisors of degree m on C as well as another natural
number r, the algorithm computes an effective divisor on C which is uniformly
randomly distributed among all (r-m,m)-homogeneous effective divisors. Moreover,
the expected running time is polynomially bounded in m - r - d -log(q).

Proof. Before we come to the proof, we would like to caution the reader that it is
incorrect to merely choose 7 prime divisors of degree m uniformly at random; this
would not lead to a uniformly distributed output.

Let an instance as in the proposition be given.

An outline of the algorithm is as follows: First we compute a random vec-
tor p € Nf whose distribution is equal to the distribution of the multiplicity
type of an effective divisor which is uniformly randomly distributed among all
(r - m,m)-homogeneous divisors. Then we choose prime divisors of degree m
P ; withi=1,...,rand j = 1,...,p;, without repetition such that the tuple
(P ;)i is unlformly distributed among all such tuples. We output the divisor
Soigie j=1 Pij. The output is then clearly uniformly distributed among all
(r - m,m)-homogeneous divisors.

As for the details, we compute the F; ; iteratively, discarding duplicates. The
expected running time of this part of the computation is then as claimed. It remains
to be shown that the vector p can be computed in the desired expected time.

The notion of multiplicity type immediately generalizes to arbitrary free abelian
monoids, where previously we considered the free abelian monoid generated by
prime divisors of degree m on C. And a free abelian monoid on a finite set P
is the same as the set of multisets whose elements are in P (only the notation is
different). As above, let B,, be the number of prime divisors of degree m on C.
Then the multiplicity type of a multiset which is uniformly randomly distributed
among all multisets of cardinality r and elements from {1,..., B,,} has the desired
distribution. Now, the multisets of cardinality r with elements in {1,...,B,,}
are in canonical bijection with the tuples (x1,...,2,) € {1,..., By} with z; <
x; for i < j. These tuples are—as is well known—in bijection with the tuples
(1,5 2) €{1,..., By + 7 — 1} with 2 < 2} (via ; = 2; +i — 1), and these are
in bijection with the subsets of cardinality r of {1,..., B, +r — 1}.

Note that B, is part of the input. So, to compute the random vector u, we
can proceed as follows: We choose a subset of cardinality r from {1,.. . By +
r — 1} uniformly at random. From this set, we compute the corresponding tuple
(z1,...,2,) and then the multiplicity type of the corresponding multiset. Clearly,
all this can be done in an expected time of (r-log(B,,))°™ C (r-m-log(q))°™M. O
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Lemma 3.14. Given the L-polynomial of a curve of genus g over a finite field F,
and two natural numbers m < n, one can compute the numbers < (n,m), =(n, m)
and ¥>(n,m) in a time which is polynomially bounded in n - g - log(q).

The proof of this lemma is inspired by the product formula for the zeta-function.

The zeta-function is
Sar= Y o

1€EN D an eff. divisor
— H (l_tdcg(P))fl — H(l_tf)fB@'
P a prime divisor £eN

Similarly, for all m € N,

(16) > wc(iym)t = T —t)",

ieN <m
(17) > v(imytt = (1 —tm) ",
1€N
and
(18) > s (i,m)tt = [ (@ —t)~"
ieN ©>m

The algorithm to compute 1< (n,m) is as follows:

Let the L-polynomial L(¢) be given. We first compute Si,...,S,, via Newton’s
identities (that is, via the equation L'(t) = —L(t) - (3 ey Sit'™!)) from the coeffi-
cients of the L-polynomial. From these we compute By, ..., B,, using ([{I). Then
we compute [],., (1 —#*)B¢ and the inverse of its residue class modulo ¢"*!, which
is >3y ¥<(i,m) [{] (tnt1y

The other algorithms operate similarly. O

Lemma 3.15. Given the L-polynomial of a curve g over a finite field F, and natural
numbers n, m with m < n, one can with a randomized algorithm compute a random
tuple e € Ny with )~ ,le; = n whose distribution is equal to the distribution of the
decomposition type of a random effective divisor on C which is uniformly distributed
among all (n, m)-smooth divisors in an expected time which is polynomially bounded
in g-n-log(q).

Proof. The algorithm operates in a recursive way and is based on partitioning the
set of (n, m)-smooth divisors into subsets, according to how many prime divisors
(with multiplicities) of degree m occur in an (n, m)-smooth divisor.

If m>2and £ €{0,...,[7]}, there are

¢=(€m7m) : U}S(" - éma m — 1)

(n, m)-smooth divisors of the form Zle P, + D', where the P; are prime divisors
of degree m and D’ is an m — l-smooth divisor.

Algorithm for computation of a random tuple reflecting the distribution
type of a random smooth divisor.

Input: L, the L-polynomial of a curve over a finite field and two natural numbers n, m.
(The algorithm is called by A(L,n,m)).
If m =1, output (n,0,...,0) € NJ. Otherwise:
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1. Compute t<(n,m) and the numbers a; +— ¥=(¢m, m) - < (n — fm,m — 1) for
C=0,...,|2]

Let by +— Ef:oai for £ =0,..., %] letb_y <— 0.

Choose a natural number x < ¢<(n,m) uniformly at random.

Determine £ such that = € [by—1 + 1, by].

Output

oW

0,...,0,£,0,...,0) + (A(L,n — m,m — 1)|0) € NJ,

where the non-trivial entry in the first tuple is at index m and (A(L, n—¢m, m—1) | 0)
is the concatenation of the output of the algorithm applied to L,n — ¢m,m — 1 and
the zero-tuple of length /m.

By the remarks above the algorithm, the distribution of the random variable £ in
Step 4 of the algorithm is equal to the distribution of the number of (n, m)-smooth
divisors being the sum of ¢ prime divisors of degree m and an m — 1-smooth divisor.

It follows by induction on m that the algorithm operates correctly. Moreover, a
running time as claimed can be achieved by Lemma 314 O

We now easily obtain:

Proposition 3.16. Given a curve C over a finite field Fy, represented by a plane
model of degree d, as well as its L-polynomial, and a natural number n, one can
with a randomized algorithm

o decide if there is an effective divisor of degree n on C;
e compute a random effective divisor of degree n which is uniformly randomly
distributed in the set of all effective divisors of degree n on C

in an expected time which is polynomially bounded in d - n - log(q).

Proof. The first statement is obvious because the L-polynomial is given.

Given the previous results, the algorithm for this proposition is straightforward:
We compute a random tuple e € Nij with ), e, = n whose distribution is equal to
the distribution of the decomposition type of a random effective divisor on C which
is uniformly distributed among all effective divisors of degree n.

Then for each ¢ = 1, ..., n, we compute a uniformly randomly distributed (e¢?, £)-
homogeneous effective divisor Dy.

We output the divisor ), Dy.

By Proposition [3.13] and Lemma these computations can be performed in
the claimed expected running time. ] O

Proposition 3.17. Given a curve C over a finite field Fy, represented by a plane
model of degree d as well as its L-polynomial and a divisor Dy of degree 1 whose
height is polynomially bounded in d -log(q), one can with a randomized algorithm
compute a uniformly randomly distributed element of CIO(C), represented by an
along Dy reduced divisor, in an expected time which is polynomially bounded in

d -log(q)-

Proof. Every divisor D of degree > 2¢g — 1 is non-special and thus the linear system
|D| is isomorphic to P4e8(P)=9(F, ).

Therefore, if D is an effective divisor which is uniformly distributed among all
divisors of some degree n > 2g — 1, [D — deg(D) - Dy] is uniformly distributed in
C1°(C). Moreover, 2g —1 < (d —1)(d — 2) — 1.



ON THE DISCRETE LOGARITHM PROBLEM IN CLASS GROUPS OF CURVES 467

In order to compute the desired uniformly distributed divisor class, we first
compute a uniformly distributed effective divisor D of degree (d — 1)(d — 2) — 1,
and then we compute its reduction along Dj.

The computations can be performed in the claimed expected running time by
the previous proposition and remarks in Section 2. ([l

We now prove:

Proposition 3.18. There exists a randomized algorithm such that the following
holds: Given a curve C over a finite field Fy, represented by a plane model of
degree d, as well as its L-polynomial and a divisor Dy of degree 1 whose height is
polynomially bounded in d - log(q), the algorithm computes a system of elements
Clyenn,Cy € CIO(C), represented by along Dqy reduced divisors, where u := el with
e := [logy(# C1°(C))] and £ := [log,(e)+1]. Moreover, the expected running time is
polynomially bounded in d-log(q), and with a probability > %, the system ¢y, ..., ¢y
is a generating system of C1°(C).

The proposition immediately follows from the preceding proposition and the
following lemma (cf. the proof of [HeB05, Lemma 50]).

Lemma 3.19. Let G be a finite abelian group with N elements, let e := [log,(N)],
{ = Jlogy(e) + 1],u := el, and let gi,...,g, be uniformly distributed random
elements of G. Then with a probability of > %, g1, .-, gy generate G.

Proof. To begin with, let H be a proper subgroup of G, and let g1, ..., g, be uni-

formly randomly distributed elements from G. Then as % < %, with a probability

< 2%, all g; lie in H, that is, with a probability > 1 — 2%, HC(H g1, ..,9a)-

It follows by induction on b: Let a,b € N, and let gi,...,g. be uniformly
randomly distributed elements from G. Then with a probability > (1 — 55)° >

1— £, (g1,...,9a) contains at least min{N, 2"} elements.
With b := e and a := ¢, we have 2®> > N and 2% < % The lemma thus
follows. O

Proposition follows from Proposition B.I8 and the fact—already mentioned
in subsection B.2that for curves of a bounded degree over finite fields, one can
compute the L-polynomial in polynomially bounded time in log(g), where F, is the
ground field.

4. INDEX CALCULUS FOR CURVES OF LOWER-BOUNDED GENUS

4.1. Overview. In order to establish Theorem 2, we combine algorithms for The-
orem [I] with an algorithm for “sufficiently high genus curves”. For this second
algorithm, we make use of some results from [HeB05|, in particular, a certain result
on smoothness probabilities. We note that the result we need is merely an easy
corollary of a result in [Hefi05] which contains much more information if the genus
of the curve is in a certain sense large against the bit-length of the cardinality of
the ground field.

We give an outline of the proof of Theorem Below we prove the following
result.

Proposition 4.1. Let C > 0 be fized. Then there exists some g1 € N such that
one can solve the discrete logarithm problem in the degree 0 class groups of curves
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of genus > g1 in an expected time of O((q?)Y), where q is the cardinality of the
ground field and g is the genus.

We show now how one can obtain Theorem [2] via this result and Theorem [II We
first consider the second statement in Theorem

Let go be a natural number > 2, and let C := g%(l — g%) Let g1 be as in the
proposition for this constant C'.

Then given an instance of the discrete logarithm problem with a curve of genus
g > go, we first compute its genus g. Then we proceed with a case distinction.
If the genus is > g1 we apply an algorithm which satisfies Proposition Bl If the
genus is < g1, we apply an algorithm which satisfies Theorem [ for genus g curves.

We now come to the first statement in Theorem 2l By the lower bound on
# C1°(C) from [LMD90] stated in Section2 (equation (), ¢7 is in O(# C1°(C)). The
second statement in Theorem [2 therefore immediately also gives the first statement.

4.2. The algorithm. We now outline an algorithm for Proposition 1] accom-
panied by statements on running times. The algorithm is substantially easier to
state than the index calculus algorithm in Section Bt It is a “basic” index calculus
algorithm without large prime variation. The algorithm is closely related to the
algorithms in [HeB05], and we make use of various results from [HeB05].

For the index calculus algorithm we again need a generating system. We could
proceed as in Section B Using a very small system which, with probability > %, is
a generating system and terminating the algorithm if a predefined time bound is
reached. However, in the situation we are concerned with here, there is an easier
solution: It is shown in [HeB05] that one can compute a generating system of a size
which is polynomially bounded in ¢-g in an expected time which is also polynomially
bounded in ¢ - g (see [HeB05, Theorem 34 and Algorithm 35]).

Note that generally if any subroutine of our algorithm has an expected running
time which is polynomially bounded in ¢ - g, then this subroutine in particular has
an expected running time of O(¢®9) for g large enough. Thus if such a subroutine
is executed once or even a number of times which is polynomially bounded in ¢ - g,
then the running time of this subroutine is not critical for the establishment of the
desired result.

In the algorithm, we again first compute the group order NV and factor it. We fix
an appropriate smoothness bound S and define the factor base as the set of prime
divisors on C of degree < S. After this, we generate a relation matrix. Here we
follow Step 4 of the algorithm for Theorem [I} generating the relations in a different
way however. After this, we proceed as in the algorithm for Theorem [l

We now describe the important steps of the algorithm.

Obviously, we only have to establish Proposition [£.1] for constants C' of the form
C’:%forceN. So let ¢ € N be fixed, and let C' := %

As usual, let us fix an instance consisting of a curve C/F,, a divisor Dy of degree
1,a,b € CIO(C) with b € (a), and a generating system cy, ..., ¢y.

Computation of the group order and factorization. A. Lauder and D. Wan
have shown in [LWO0S] that one compute the order of the degree 0 class group of a
curve over F, given by a plane model of degree d in a time which is polynomially
bounded in ¢ - d. (In fact, if ¢ = p® with p prime and n € N, the running time is
polynomially bounded in p - e - d.) Note that as by our assumption d € O(g), the
running time is, in particular, polynomially bounded in ¢ - g.
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The order can be factored in subexponential time in # C1°(C) (cf. [Pom87]). This
implies that it can also be factored in subexponential time in ¢9. Therefore this
computation is not time critical.

Construction of the factor base. We first compute the genus g. We fix a
“smoothness bound” m := [£], and let the factor base F be the set of prime
divisors of degree < m. Here we construct the set of prime divisors by iterating
over all prime divisors of degree < m on ]P’]}q and considering the preimages under
the covering z : C — P]%q.

The factor base has < r - (g4 1)™ elements, where r := deg(x). For g > 8¢, we
have m < . Since r < d € O(g), the size of the factor base is then (for g > 8¢) in

O(q7<), and the expected running time is also in O(gi< ).

Relation generation. Let ¢t € N be defined as in the algorithm for Theorem [l
Now as in the algorithm for Theorem [II, we generate relations in two different ways:
First we generate (k + 2u) - t relations as follows: We choose «, 3, 81,...,8, €
Z/NZ uniformly at random and choose uniformly randomly a divisor D in the
class sjc1 + -+ + sycy +aa + b+ (29 — 1) - [Dg]. Second for iy = 1,...,k, we
generate t relations by again choosing «, 8, s1, ..., S, € Z/NZ uniformly at random
and choosing uniformly randomly a divisor D in the class [F;, ] — [Do] 4+ s1c1+-- -+
SuCy +aa+ b+ (29 — 1) - [Dg]. In any case, if D is m-smooth, we have obtained
a relation between input elements and factor base elements.

Each iteration can be performed in an expected time of (glog(¢))®™ - u. Note
also that as the random divisor class sic1 + -+ + sycy + aa + Sb+ (29 — 1)[Do] is
uniformly distributed in the set of divisor classes of degree 2g — 1 and divisors of
degree > 2g — 1 are non-special, the random divisor D is uniformly distributed in
the set of all effective divisors of degree 2g — 1.

In order to bound the expected running time for the generation of one relation
between input elements and factor base elements, we need a lower bound on the
probability that a uniformly distributed random divisor of degree 2g — 1 is m-
smooth. For this we can use [Hefi05, Theorem 8] which gives a much more precise
statement than the one we need. In fact, just from the fact that m € Q(2g —1), we
learn from [HeB05, Theorem 8] that the probability in question is in 99—1(1).

This establishes that the expected running time needed to generate one relation
is in (g -log(q))®™ - u, and the total expected time to generate the relation matrix
is therefore in (g - log(q))°®™ - u - O(#F). For g > 8¢ (such that the size of the
factor base is in O(qi¢)) this is contained in (g - log(q))®™ - u - O(gie).

For g large enough, the expected time for the construction of the relation matrix
is then in @(qi%), as is the number of non-trivial entries.

Linear algebra. We use an algorithm from sparse linear algebra, as in the previous
algorithm. For g large enough the linear algebra then takes an expected time of
O(qit)

Final result. We see that for g large enough, the expected running time is in

O(q%).
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5. INDEX CALCULUS FOR ELLIPTIC CURVES OVER EXTENSION FIELDS
OF A FIXED DEGREE

5.1. Overview. In this section we establish Theorem [Bl The algorithm is closely
related to the algorithm for Theorem [l and the structures of the algorithms are the
same. The key differences concern the definition of the factor base and the relation
generation.

In subsection (3] we give an index calculus algorithm with double large prime
variation which leads to the following proposition. We alert the reader to the
similarity with Proposition Bl

Proposition 5.1. Let us fixr somen > 2. Then there exists a randomized algorithm
such that the following holds: Upon input of an elliptic curve E/Fyn, elements
A,B € E(F») with B € (A) and a system C1,...,Cy of elements of E(F,n), if
the algorithm terminates, it outputs the discrete logarithm of B with respect to A.
Moreover, if C1, ..., C, forms a generating system of E(F,») and u is polynomially
bounded in log(q), the expected running time of the algorithm is in @(qu%).

The algorithm uses only the first @(q17%+n%) registers, and each register always
contains elements whose bit-length is polynomially bounded in log(q).

Together with the arguments in Section [B]this proposition establishes Theorem 3

The algorithm for this proposition is also quite similar to the algorithm for
Proposition [3.1 The only essential difference is that we define the factor base and
generate the relations is a different way.

Briefly, the factor base is defined as follows: We fix a covering ¢ : £ — P]%‘q
of degree 2 satisfying a certain condition which is stated below (Condition [B.)).
Then the factor base is some subset of {P € E(F,n) | p(P) € P}(F,)} consisting of
[q'=#7 or [¢"~ %] +1 elements.

Relations are generated by what we call a decomposition algorithm. This algo-
rithm relies on solving systems of multivariate polynomial equations over F,. The
systems are derived from so-called summation polynomials.

In the next subsection we give some background information and specify what
exactly we mean by a decomposition algorithm, following [Diel0]. We also give
the key result for the analysis of the algorithm in the present situation. More
information and proofs can be found in [Diel(]. Then in subsection B3] we discuss
the index calculus algorithm.

5.2. The decomposition algorithm. The key properties on the summation poly-
nomials we need are stated in the following two propositions.

Proposition 5.2. Let E be an elliptic curve over a field k, and let us fix a covering
o 1 E — Pi of degree 2 with po[-1] = ¢. Let m € N with m > 2. Then
there exists an up to multiplication by a non-trivial constant unique irreducible
multihomogeneous polynomial Sy m € k[X1,Y1,X2,Yo,..., X, Y| such that for
all Py,..., Py, € E(k) we have Sy m(o(P1),...,0(Pp)) = 0 +— Je1,...,6m €
{1,-1} such that e, Py + --- €, P, = O. The polynomial S, has multidegree
(2m=2 ... 2m=2),

Definition 5.3. We call a multihomogeneous polynomial S, ,, as in the proposition
an mth summation polynomial of E with respect to .
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Remark 5.4. The summation polynomials introduced here are the “homogenized
variants” of the summation polynomials in [Sem04].

Proposition 5.5. Given an elliptic curve in Weierstraf§ form over a finite field
F, m € N with m > 2 and ¢ : E — P} of degree 2 with p o [-1] = ¢, the m™"
summation polynomial with respect to the covering ¢ : E —» P]%‘q can be computed
with a randomized algorithm in an expected time which is polynomially bounded in
e -log(q).

Note that for fixed m the expected running time is polynomially bounded in
log(q).

These two propositions are [Diel(, Proposition 2.1] and [Diel0, Proposition 2.3].

Now let K|k be a field extension of degree n with basis b1,...,b,, let E be an
elliptic curve over K (rather than over k!), and let » : E — P} be a covering of
degree 2 with p o [—1] = .

Now let P € E(K). Let Sy nt1(X1,Y1,...,X,, Yy, @(P)) be a polynomial ob-
tained by inserting the coordinates of ¢(P) for the variables X, 4+1,Y,41 in an
(n 4+ 1)*" summation polynomial of E with respect to ; note that this polynomial
is unique up to multiplication with a non-trivial constant.

Let S, ..., 8™ € k[X1,Y1,...,X,,Y,] be defined by

(19) ijs(j) = S(p,n-’rl(XlaYl?'"5X'IL7YTL7<P(P))'
j=1

Clearly, if SU9) is non-zero, just as S n+1, it is multigraded of multidegree (2771, ...,
27~1). Note also that a different basis of K|k would give rise to a system of poly-
nomials over k which generate the same k-vector space. The same holds if the
summation polynomial is multiplied by a non-trivial constant or if the coordinates
of ¢(P) are simultaneously multiplied by a non-trivial constant. In particular, the
subscheme V(S™ ... S(™M) of (P£)"™ does not depend on these choices.

For Q1,...,Q, € P1(k), the following conditions are equivalent:

e There exist Py,..., P, € E(K) such that P, +---+ P, = P and 2(P;) = Q;
foralli=1,...,n.

b Stp,n-‘rl(Qh . 7Qn790(P)) = 0.

e Forall j =1,...,n, S9(Q,...,Q,) = 0, that is, (Qy,...,Q,) is a k-
rational point of V(SM, ..., SM),

Definition 5.6. A tuple (Pi,...,P,) € E(K)" with P, +---+ P, = P and
o(P;) € PL(k) for i = 1,...,n is called a decomposition of P with respect to (.
Let such a decomposition be given and let Q; := ¢(P;). Now, if (Q1,...,Q,) is an
isolated point of V(S ..., S() the decomposition is called p-isolated.

The “decomposition problem” is now the following computational problem:
Given a prime power ¢, n € N, an Fy-basis b1,...,b, of Fy»|F,, an elliptic curve
E over F» (given by a Weierstrall model), ¢ : E — P} as well as P € E(Fyn) of
degree 2 with [—1] o ¢ = ¢, output a list of decompositions of P with respect to
© containing all ¢-isolated decompositions. A “decomposition algorithm” is then a
randomized algorithm for this problem. By [Diel0), Proposition 2.6] we have:

Proposition 5.7. There exists a decomposition algorithm which operates in an
expected time of ’Poly(e”2 -log(q)). For fized n the expected running time is therefore
polynomially bounded in log(q).
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We need a lower bound on the probability that a a uniformly randomly dis-
tributed point has a ¢-isolated decomposition. For this, we impose the following
condition on the covering ¢ : E — P]qun with deg(p) =2 and po [—1] = ¢ is:

Condition 5.8. There exists a point P € P*(F,) which is a ramification point of
¢ such that the points P,o(P),...,0" 1(P) are all distinct and ¢ is not ramified
at o(P),...,o" " 1(P).

The key result for the analysis of the algorithm is now:

Proposition 5.9. Let n be fized. Then again for elliptic curves E/Fgn and cover-
ings ¢ such that Condition [5.8| holds the following is true:

a) #{P € E(Fgn) | o(P) € P1(Fy)} ~ q.

b) There exist constants C, D > 0 such that the following holds: Let M be any sub-
set of {(P1,...,Py) € E(F)" | o(P;) € PY(F,) for alli=1,...,n}. Then the
number of elements P € E(Fyn) such that there exists a p-isolated decomposition
(Py,...,P,) of £P with Py,...,P, € M is

>D-#M—-C-¢q" L.

Part a) of this result follows from [DielQ, Proposition 4.10]. Part b) is a summary
of [Diel(, Proposition 4.28] for fixed n.

5.3. The index calculus algorithm. Let n > 2 be fixed. We now describe the
index calculus algorithm leading to Proposition 5.1
As already mentioned the algorithm has the same structure as the algorithm in

subsection So we describe the necessary modifications.
Let E/Fyn, A, B,Ch,...,Cy € E(Fyn) with B € (A) be given.

Step 1 — Computation of the group order and factorization. We can now
use Schoof’s algorithm ([Sch85]) to compute N = #E(Fg»). Of course, the running
time of Step 1 is still subexponential in log(q).

Step 2 — Construction of the factor base. We choose ¢ : E — P]%q" satisfying
Condition 58 By [Diel(, Proposition 2.8] except if (¢,n) # (3,2) such a covering
exists, and, moreover, it can be constructed in an expected time which is polyno-
mially bounded in log(q). We enumerate the set {P € E(Fyn) | p(P) € P(F,)}.

Then we fix some subset F of cardinality [¢"~#] or [¢'"»] + 1 of
{P € E(Fy) |@(P) € P}(F,)} which is invariant under application of [—1]. (Note
that for ¢ large enough this is possible by Proposition[5.91) The set of large primes
is then £ := {E(Fn) | o(P) € P1(F,), P ¢ F}.

Clearly, these operations can be performed in an expected time of O(q)

Step 3 — Generation of the tree of large prime relations. The construction
tree of large prime relations is performed as in subsection 3.2 only that now we use
the decomposition algorithm. A minor difference is that we no longer have unique
factorization, and we check for each output of the decomposition algorithm if it
leads to a useful FP or PP relation. The procedure is therefore as follows:
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Procedure: Construction of the tree of large prime relations.

Construct a labeled rooted tree T' with vertex set contained in £ U {*} as follows:
Let T consist only of the root *, labeled with 0.
Let Nppax <— |—(]1_1/n+1/"2—|_
Let s +— 1.
Repeat
Repeat
Choose sy, ..., s, € Z/NZ uniformly and independently at random.
Apply a decomposition algorithm to Zj 5;C;; let L be the output of
the algorithm.
Check for every tuple (P, ..., P,) € L if it leads to a relation of the form

ZT]‘FJ' +Q = ZS]‘CJ'
J J

where Q € L — (FUT) (“useful FP relation™)
or

ZT‘ij —‘r’l’pP—l—Q = ZSJ‘C]‘
J J

where rp > 0,P € Ts_y and Q € L — (FUT) (“useful PP relation™).
If this is the case,
fix such a relation.
If we have a “useful FP relation”,
insert () and an edge from * to @ into T'
if we have a “useful PP relation”,
insert () and an edge from P to @ into T.
In both cases label @ with s and the edge with (r;); (in sparse
representation).
Until T contains 2571 - [ql_l/"] edges or the number of edges equals Ny ax.
If the number of edges equals Nyax, STOP.
Let s «— s+ 1.

Here as in subsection 8.2 T is the subtree of T' consisting of vertices with label
< s, that is, the tree which is constructed until including stage s.

With part b) of Proposition the analysis in subsection B.3] carries also easily
over to the present setting. Let us first consider Stage 1 of the algorithm, that is,
s=1.

We set

M:=F""tx(L-T).
For ¢ large enough (independently of T') this set has cardinality > (ql_%)”_1 - 4.
Therefore the number of elements in E(F;») for which we obtain a new edge is
>LD. (¢tw)tog—C gt = L .q"" % — Cg" 1. For ¢ large enough this is

D 1
> gty
=51

and again for ¢ large enough, the probability that one try (one iteration of the inner

Repeat-loop) leads to a new edge is therefore

b
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Thus for ¢ large enough, the expected number of tries until a tree of size (ql_%]
is constructed is

D >
< =. 1)27 .
<1 (¢q+1)

Let us now assume that we are in Stage s with s > 2. We set
M:=F" 2 x (FUT,_1) x (L—=T).
Now for ¢ large enough (and independently of T, in particular, independently of s)
this set has cardinality > (¢*~w)"~2. 2572, w4 =252, (gt—w)nt. 4. For ¢

1
large enough the probability to obtain a new edge is
D 1
> = 9572 ,—(-5)
<16 q

This implies that for g large enough (independently of s) the following holds: Given
any tree T with 2572 . [qlfﬂ edges, the expected number of tries until a tree T
with min{251 - [¢*~ %], Nmax} edges is constructed is
32 2
<= 1)% .
<5+l
This completes the analysis.

Step 4 — relation generation. The relation generation is also as in subsection
B2 again with the obvious difference that we use the decomposition algorithm.
Again by item b) of Proposition [B.9it is obvious that the expected running time is
in O(g2~ 7).

Steps 57 are as in the original algorithm.

The overall running time and conclusion. Altogether we obtain an expected

running time of O(qQ’%)7 and we have storage requirements of O~(q17%+v%2)7 as
indicated in Proposition [G.1]
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